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1. Notice

Thank you for choosing QNAP products! This user manual provides detailed instructions of using the

Turbo NAS (network-attached storage). Please read carefully and start to enjoy the powerful functions

of the Turbo NAS!

e The Turbo NAS is hereafter referred to as the NAS.

e This manual provides the description of all the functions of the Turbo NAS. The product you
purchased may not support certain functions dedicated to specific models.

Legal Notices
All the features, functionality, and other product specifications are subject to change without prior notice
or obligation. Information contained herein is subject to change without notice.

QNAP and the QNAP logo are trademarks of QNAP Systems, Inc. All other brands and product names
referred to are trademarks of their respective holders.
Further, the ® or ™ symbols are not used in the text.

DISCLAIMER

In no event shall QNAP Systems, Inc. (QNAP) liability exceed the price paid for the product from direct,
indirect, special, incidental, or consequential damages resulting from the use of the product, its
accompanying software, or its documentation. QNAP makes no warranty or representation, expressed,
implied, or statutory, with respect to its products or the contents or use of this documentation and all
accompanying software, and specifically disclaims its quality, performance, merchantability, or fitness
for any particular purpose. QNAP reserves the right to revise or update its products, software, or
documentation without obligation to notify any individual or entity.

Back up the system periodically to avoid any potential data loss. QNAP disclaims any responsibility of
all sorts of data loss or recovery.

Should you return any components of the NAS package for refund or maintenance, make sure they are
carefully packed for shipping. Any form of damages due to improper packaging will not be
compensated.



1.1 Regulatory Notice

m FCC STATEMENT

This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection against

harmful interference in a residential installation. This equipment generates, uses, and can radiate radio

frequency energy and, if not installed and used in accordance with the instructions, may cause harmful

interference to radio communications. However, there is no guarantee that interference will not occur in

particular installation. If this equipment does cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and on, the user is encouraged to try to correct

the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/television technician for help.
The changes or modifications not expressly approved by the party responsible for compliance could

void the user’s authority to operate the equipment.
Shielded interface cables, if any, must be used in order to comply with the emission limits.

c E CE NOTICE

Class B only.



1.2 Symbols in this document

g This icon indicates the instructions must be strictly followed. Failure to do
Warning so could result in injury to human body or death.

This icon indicates the action may lead to disk clearance or loss OR

‘_!J Cauti failure to follow the instructions could result in data damage, disk
aution

damage, or product damage.

o This icon indicates the information provided is important or related to
Important legal regulations.




1.3 Safety Information and Precautions

10.

11.

12.

The NAS can operate normally in the temperature of 0°C-40°C and relative humidity of 0%-
95%. Please make sure the environment is well-ventilated.

The power cord and devices connected to the NAS must provide correct supply voltage (100W,
90-264V).

Do not place the NAS in direct sunlight or near chemicals. Make sure the temperature and
humidity of the environment are in optimized level.

Unplug the power cord and all the connected cables before cleaning. Wipe the NAS with a dry
towel. Do not use chemical or aerosol to clean the NAS.

Do not place any objects on the NAS for normal system operation and to avoid overheat.

Use the flat head screws in the product package to lock the hard disk drives in the NAS when
installing the hard drives for proper operation.

Do not place the NAS near any liquid.
Do not place the NAS on any uneven surface to avoid falling off and damage.

Make sure the voltage is correct in your location when using the NAS. If unsure, please contact
the distributor or the local power supply company.

Do not place any object on the power cord.

Do not attempt to repair the NAS in any occasions. Improper disassembly of the product may
expose you to electric shock or other risks. For any enquiries, please contact the distributor.

The chassis (also known as rack mount) NAS models should only be installed in the server room
and maintained by the authorized server manager or IT administrator. The server room is
locked by key or keycard access and only certified staff is allowed to enter the server room.

AWarning:

e Danger of explosion if battery is incorrectly replaced. Replace only with the same or
equivalent type recommended by the manufacturer. Dispose of used batteries according to
the manufacturer’s instructions.

e Do NOT touch the fan inside the system to avoid serious injuries.




2. Getting Started

Hardware Installation

For the information of hardware installation, see the “Quick Installation Guide” (QIG) in the product
package. You can also find the QIG in the product CD-ROM or QNAP website (http://www.gnap.com).

Software Installation

After installing the NAS hardware, proceed to the software installation. The following demonstration is
based on Windows OS.

1. Install the QNAP Finder from the product CD-ROM.

Install QNAF Finder

Install MetBak

Install i

Back Exit



http://www.qnap.com

2. Run the Finder. If the Finder is blocked by your firewall, unblock the utility.

3. The Finder detects the NAS which has not been configured. Click “Yes” to perform quick setup of
the NAS.

' QMAP Finder

Servers Conneck  Settings  Tools  Help

Marme IP Address Wersion Server Type MAC Address Firrreweare Status )
AMNASALEH " . -date)
JaLIssS09 Quick Setup Wizard BEE
AMNASEEDD -date)
MESheccal @ The server 'TESTCI0BSE' (10.8.12.57) is not configured yet, do you be availat
i 2
NASBCECE R e availat
nas -date) =
AMASEDO The Quick Setup YWizard will guide you through the configuration process, -date)
Pr409 LIpporte:
MNASEATSE []Don't ask me this question again, T will set up the server manually, -date)
LWhAS -data)
AHASCAER s -date)
TS459 -date) —
TESTC30BSE 10.8.12.57 1.1.4 (0713T) T5-219F 11 O0-08-9B-C3-0B-5E & (Update availak
jauss1079 10.8.17.45 3.5.0 (0815T) TS-1079 00-00-10-72-00-31 & (Up-to-date)
Fan-309 10.8.12.52 2.5.0 (0215T) TS-509 00-02-98-BD-DB-10 17 (Up-to-date)
BMW 335 10.8.12.66 2.5.0(0215T) TS-509 00-02-9B-BA-84-A5 1? (Up-to-date)
HASCZAABR 10.8.12.67 3.5.0 (0230T)  MS-2000 O0-08-9B-C2-A8-BB & (Update availak
TS1079-T 10.8.12.11 3.5.0 (0810T) TS-1079 00-00-10-72-00-02 % (Up-to-date)
A mam T e Ml Ei it Ea = Ea T = o Lo T | =S Y T ECM Mem f Lo B B L == | B '? P2 TV S PR A ¥ —
(_ | il ] l|
Conrect Configure Dietails Refresh Exit:
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4. Click “OK” to proceed.

y the Finder to the
! i hle to u
configuration. C

5. The default web browser will be opened. Follow the instructions to configure the NAS.

Quick Configuration

[ WELCOME >[ STEP 1 >[ STEP 2 >[ STEP 3 >[ STEP 4 >[ STEP 5 >[ STEP 6 >[ FINISH >

Welcome

Welcome to the quick configuration wizard. This wizard will guide you through the following steps to configure this system quickly:
1. Enter the server name.

2. Change the administrator password.

3. Enter the date, time and time zone for this server.

4. Enter the IP address, subnet mask and default gateway for this server.
5. Select the services to be enabled.

6. Select disk configuration

HMote: Changes to all settings will he effective only when you confirm in the last step.

11



6. Click "START INSTALLATION” in the last step.

Quick Configuration 2]
[ WELCOME >[ STEP 1 >[ S5TEP 2 >[ STEP 3 >[ STEP 4 >[ S5TEP 5 >[ STEP 6 >[ FINISH >
Finish

The changes you have made to the server are as helow. Click"Startinstallation” to begin the guick configuration; or click "Back” to return to the
previous steps to modify the settings.

Server Name ; MNASSCBCRC

Password: The password is unchanged.

Time Zone : (GMT+08:00% Beijing, Chongging, Hang kKong, Urumgi
Time Setting: Setthe servertime the same as your computer time.
Metwark : Ohtain TCPIP settings autarmatically via DHCP

IP Address: =

Subnet Mask: =

Default Gatewsay: =

Pritnary DHS Server 0.0.0.0

Secondary DNS Server 0000

Metwork services: Microsoft MNetwarking VWehb File Manager,FTP Service,Download Station Multimedia Station,YWeh Server
Disk configuration: Raid 1

Encrypt disk volume: Yes

File Systemn: EXT4

Drive 1: Seagate ST3160316A5 CC44 149,05 OB

Dirive 2 Seagate STIE0318AS CC44 149.05 GB

[ BACK ] [ START INSTALLATION

7. All the installed hard disk drives will be formatted and all the data will be cleared. Click "OK” to
proceed.

The hard drives will he faormatted and all data will
he cleared. Are you sure?

[ oK | [ cancEL |

12



8. When finished, click “"Return to system administration page” or enter the NAS IP in a web browser

to connect to the web administration page of the NAS.

Quick Configuration

System is initializing, please wait.

The systern is being configured. Do NOT power off the server or unplug the hard drive{s).

@1,
@2.
@a.
@a,

@s

Change the name for this server.

Change the administrator password.

Change the time settings.

Change the network settings.

. Start the network services.

@s.

Initialize the hard disk.

™
\/)/ System configuration completed. Return to systern administration page.

2]

13




2.1 Browse the CD-ROM

The NAS CD-ROM contains the documentation including Quick Installation Guide (QIG), user manual,
application notes, and software utilities QNAP Finder, NetBak Replicator, and QGet.

Cilick Installation Guide
Instal P Finder

eplic

anual and Appli

Z[E

Product b

Back Exit

14



Browse the CD-ROM and access the following contents:

e Finder: The setup program of the QNAP Finder (for Windows OS).

e Firmware: The firmware IMG file of the NAS model.

e Mac: The setup program of the QNAP Finder (for Mac OS).

e Manual: The Quick Installation Guide, software user manuals, and hardware manual of the Turbo
NAS.

e QGet: The setup program of the QGet download utility (for Windows OS).

e QSG: View the hardware installation instructions of the NAS.

e Replicator: The setup program of NetBak Replicator (Windows utility for data backup from Windows
OS to the QNAP NAS).

The above contents are also available on QNAP website (http://www.qgnap.com).

1 TSCD_¥3.2.8 (E:) =1k
File Edit Miew Favorites Tools Help q"'.'
@ Back - \_} lﬁ p Search l[_i‘ Folders --

Address | T V| ei]

Mame = Size | Tvpe
@ Picture Tasks [CAutoRun File Folder
inder ile Folder
[C)Find File Fold
i A i [ Firmware File Folder
File and Folder Tasks E.'IMEIE File Foldar
[T Manual File Folder
Other Places I 0Eet File Falder
i o=l File Folder
Details [CohReplicator File: Folder
&8 ALITORUN.ICO KB Irfariiew 0O
TSCD_¥3.2.8 (E:) } AUTORUM, IMNF 1KE Setup Informaty
D Drive
File Swstem: CDFS
Free Space: 0 bytes
Total Size: S06 ME
< i | ¥
10 objects 321 bytes ﬂ My Compuker

15
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2.2 Hard Disk Drive Compatibility List

This product works with 2.5-inch and 3.5-inch SATA hard disk drives from major hard drive brands. For
the hard disk drive compatibility list, please visit http://www.gnap.com.

Important: QNAP disclaims any responsibility for product damage/malfunction or data loss/
o recovery due to misuse or improper installation of hard disks in any occasions for any

reasons.

Caution: Note that if you install a hard drive (new or used) which has never been installed on
..!) the NAS before, the hard drive will be formatted and partitioned automatically and all the disk

data will be cleared.

16
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2.3 Check System Status (LED and Alarm Buzzer)

LED Display & System

Status Overview

Red

LED Colour LED Status Description
1) The hard disk drive on the NAS is being
formatted.
2) The NAS is being initialized.
Flashes green and red 3) The system firmware is being updated.
alternately every 0.5 sec | 4) RAID rebuilding is in process.
5) Online RAID capacity expansion is in
process.
6) Online RAID level migration is in process.
1) The hard disk drive is invalid.
2) The disk volume has reached its full
capacity.
3) The disk volume is going to be full.
4) The system fan is out of function (TS-119
does not support smart fan).
System
Red/Green 5) An error occurs when accessing (read/write)
Status

the disk data.
6) A bad sector is detected on the hard disk
drive.

7) The NAS is in degraded read-only mode (2

member hard drives fail in a RAID 5 or RAID

6 configuration, the disk data can still be
read).

8) (Hardware self-test error).

Flashes red every 0.5

sec

The NAS is in degraded mode (one member hard

drive fails in RAID 1, RAID 5 or RAID 6

configuration).

Flashes green every 0.5

secC

1) The NAS is starting up.
2) The NAS is not configured.

3) The hard disk drive is not formatted.

17




LED Colour LED Status Description
Green The NAS is ready.
All the hard disk drives on the NAS are in standby
Off
mode.
The disk data is being accessed and a read/write
Orange
LAN error occurs during the process.
Flashes orange The NAS is connected to the network.
Green The 10GbE network expansion card is installed.
10 GbE* | Green
Off No 10GbE network expansion card is installed.
Flashes red The NAS is being accessed from the network.
Red A hard drive read/write error occurs.
HDD Red/Green
Flashes green The disk data is being accessed.
Green The hard drive can be accessed.
1) A USB device (connected to front USB port)
is being detected.
2) A USB device (connected to front USB port)
Flashes blue every 0.5 is being removed from the NAS.
sec 3) The USB device (connected to the front USB
port) is being accessed.
4) The data is being copied to or from the
usB Blue
external USB or eSATA device.
Blue A front USB device is detected (after the device is
mounted).
1) No USB device is detected.
Off 2) The NAS has finished copying the data to or
from. the USB device connected to the front
USB port of the NAS.
Flashes The eSATA device is being accessed.
eSATA**
Off No eSATA device can be detected.

*The 10 GbE network expansion function is only supported by the TS-879 Pro, TS-1079 Pro, TS-879U-
RP, TS-1279U-RP, TS-EC879U-RP, and TS-EC1279U-RP.
**TS-210, TS-212, TS-219, TS-439U-SP/RP, TS-809 Pro, TS-809U-RP do not support eSATA port.

18




Alarm Buzzer (the alarm buzzer can be disabled in "System Tools” > "Hardware Settings”)

Beep sound

No. of Times

Description

sec)

Short beep (0.5 1 1) The NAS is starting up.
sec)
2) The NAS is being shut down (software shutdown).
3) The user presses the reset button to reset the NAS.
4) The system firmware has been updated.
Short beep (0.5 3 The NAS data cannot be copied to the external storage device

from the front USB port.

Short beep (0.5
sec), long beep
(1.5 sec)

3, every 5 min

The system fan is out of function (TS-119 does not support

smart fan).

Long beep (1.5
sec)

2 1) The disk volume is going to be full.
2) The disk volume has reached its full capacity.
3) The hard disk drives on the NAS are in degraded mode.
4) The user starts hard drive rebuilding.

1

1) The NAS is turned off by force shutdown (hardware
shutdown).

2) The NAS has been turned on and is ready.

19




2.4 Connect to the NAS Network Shares

Windows Users

1. Connect to the network shares of the NAS by the following means:
a. Open My Network Places and find the workgroup of the NAS. If the NAS cannot be found,
browse the whole network to search for the NAS. Double click the name of the NAS for

connection.
b. Use the Run function in Windows. Enter \\NAS_name or \\NAS_IP.

- Type the name of a program, folder, document, or
7 Internet resource, and ‘Windaws will open it For yaou,

Cpen: | \\NASESTET] v |

[ (0] H Cancel ][ Browse, ., ]

= Type the name of a program, folder, document, or
= Inkernet resource, and Windows will open it for vou,

Open: | 11,169,254, 100,100| v|

[ (8]4 l[ Cancel ][ Browse, ., ]

2. Enter the default administrator name and password.

Default user name: admin

Default password: admin

3. You can upload files to the network shares.

20



Mac Users

1. Choose “"Go” > “Connect to Server”.

2. There are two ways to mount a disk:
e AFP: type NAS_IP or afp://NAS_IP
e SMB: type smb://NAS_IP or NAS_name
For example, 169.254.100.100 or smb://169.254.100.100

3. Click “Connect”.

Linux Users

On Linux, run the following command:

mount -t nfs <NAS IP>:/<Network Share Name> <Directory to Mount>

For example, if the IP address of the NAS is 192.168.0.1, to connect to the network share “public”
under the /mnt/pub directory, use the following command:

mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the “root” user to initiate the above command.

Login the NAS with the specified user ID, use the mounted directory to connect to the shared files.

21



2.5 Connect to the NAS by Web Browser

Connect to the NAS by web browser on Windows or Mac OS

1. Connect to the web administration page of the NAS by the following methods:
a. Use the Finder to find the NAS.
b. Open a web browser and enter http://NAS IP:8080

Note: The default NAS IP is 169.254.100.100:8080. If the NAS has been configured to use
DHCP, you can use the Finder to check the IP address of the NAS. Make sure the NAS and the
computer that runs the Finder are connected to the same subnet. If the NAS cannot be found,

connect the NAS to the computer directly and run the Finder again.

2. Choose the display language from the drop-down menu on the login page of the NAS or after

logging in the NAS.

clard wigsy

22



3. Select to browse the NAS UI with the Standard view or the Flow view.

Standard view

YWehb File Manager

Flow view

ADMINISTRATION

23



4. To configure the NAS, click "ADMINISTRATION". Enter the administrator name and the password.

Default user name: admin

Default password: admin

Note that if a user without administration right login the administration interface, the user can only
change the login password.

ADMINISTRATION

5. Turn on the option “SSL login” (Secure Sockets Layer login) to allow secure connection to the NAS.

Note: If the NAS is behind an NAT gateway, to access the NAS by secure login from the

Internet, the port 443 must be opened on the NAT router and forwarded to the LAN IP of the
NAS.

Close | %

User Hame admin

Passwolrd eseses

[ Remember user name

[ Remember password

W iS50 Iogin
[ SUBMIT ] [ CANCEL ]

24



After logging in the NAS, the home page will be shown. The NAS provides several wizards for
convenient setup of some features, links to QNAP technical support, forum, and Wiki*, and the latest
RSS news feeds from QNAP*,

*Note that the NAS must be connected to the Internet for these features to work.

Welcome admin | Logout Eniglisty '::‘:_

Turbo Station Wizard

Create a User Create Multiple Users Create a User Group
Create a user and assign the Create multiple users and assign the Create a user group and assign the
privileges privileges privileges

Pl B [ o
nyi | " Lidd Ly
<) 13 -
Create a Share Folder FTP Service Remote Replication
Create a shared folder and assign the Setup the FTP sewvice Setup the backup schedule
privileges
Suppeort and Forum
Support Farm GMAP Farum CIbAP Wyiki
QNAP Latest News E

B (2010.04.28) [Firrmware] TS-239 Turba MNAS Cfficial Firrmware Released (w3, 2.6 Build 0423

=] (20100438 [Firmware] TS-239 Pro [l Turbo MAS Official Firmware Released (v3.2.6 Build 04233
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There are 8 main sections in the server administration.

{£f Home

=] Cwerview
[ [ Systerm Administration
I [ Disk Management
=[] Access Right Management
[ [ Metwork Services
] Applications
[ 7] Backup
[ [ External Device
[ [ Systermn Status

Click the triangle icon next to the section name to expand the tree and view the items listed under each
section.

4 ) Systermn Administration
% General Settings
dad Metwork
ﬂ; Service Binding
O Hardware
e SECUYTY
" Motification
N Power Managernent
2 mMetwork Recycle Bin
ﬂ) Back up/Restore Settings
% System Logs
W Firmware Update
& Restore to Factory Default
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To use the services such as Web File Manager, Download Station, Multimedia Station, and Surveillance

Station, choose the services from the drop-down menu or click the icons on the login page

English e

ADMINISTRATION

After logging in the NAS, click the icons on top of the page to connect to the services.

el File Manager hMultimedia Station
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2.6 System Migration

System migration allows existing QNAP NAS users to upgrade the NAS to another new QNAP NAS model

without the need to transfer the data or reconfigure the system. You only need to install the original
hard disk drives on the new NAS following its original hard drive order and restart the NAS.

Due to different hardware design, the NAS will automatically check if a firmware update is required
before system migration. After the migration has finished, all the settings and data will be kept and
applied to the new NAS. However, the system settings of the source NAS cannot be imported to the
destination NAS via "System Administration” > “"Backup/Restore Settings”. Configure the NAS again if

the settings were lost.

The following table shows the NAS models which support system migration.

Source NAS

Destination NAS

Remarks

TS-x10, TS-x19, TS-x39, TS-
509, TS-809, SS-x39, TS-x59,
TS-x69, TS-x12, TS-x79

TS-x10, TS-x19, TS-x39, TS-
509, TS-809, SS-x39, TS-x12

Firmware update required.

TS-x10, TS-x19, TS-x39, TS-
509, TS-809, SS-x39, TS-x59,
TS-x69, TS-x12, TS-x79

TS-x59, TS-x69, TS-x79

Firmware update not required.

Note:

TS-412, TS-419U+, TS-412U.

disk volume of the source NAS.

e SS-x39 series supports only 2.5-inch hard disk drives.

the destination NAS after the process.

e The destination should contain enough drive bays to house the number of hard disk drives in the

e A NAS with encrypted disk volume cannot be migrated to a NAS which does not support file
system encryption. File system encryption is not supported by TS-110, TS-119, TS-210, TS-219,
TS-219P, TS-410, TS-419P, TS-410U, TS-419U, TS-119P+, TS-219P+, TS-419P+, TS-112, TS-212,

e The Multimedia Station, Download Station, iTunes Server, and UPnP Media Server features will be
removed after migrating the non-TS-x79 models to the TS-x79 models. The network shares
Multimedia/Qmultimedia, Download/Qdownload and all the downloaded files will be kept.

e The registered MyCloudNAS name on the source NAS will not be moved to the destination NAS
after system migration. To use the same MyCloudNAS name on the destination NAS, change the
MyCloudNAS name on the source NAS before system migration and register the same name on
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Destination NAS

Disk volume supported for system migration

1-bay NAS

1-drive single disk volume

2-bay NAS

1 to 2-drive single disk volume, JBOD, RAID O,

2-drive RAID 1.

4-bay NAS

1 to 4-drive single disk volume, JBOD, RAID O,
2-drive RAID 1,

3 to 4-drive RAID 5,

4-drive RAID 6,

4-drive RAID 10.

5-bay NAS

1 to 5-drive single disk volume, JBOD, RAID O,
2-drive RAID 1,

3 to 5-drive RAID 5,

4 to 5-drive RAID 6,

4-drive RAID 10.

6-bay NAS

1 to 6-drive single disk volume, JBOD, RAID O,
2-drive RAID 1,

3 to 6-drive RAID 5,

4 to 6-drive RAID 6,

4-drive or 6-drive RAID 10.

8-bay NAS

1 to 8-drive single disk volume, JBOD, RAID 0,
2-drive RAID 1,

3 to 8-drive RAID 5,

4 to 8-drive RAID 6,

4-drive, 6-drive, or 8-drive RAID 10.

29




Follow the steps below to perform system migration.

Caution: To avoid system damage or serious injuries, the system migration procedure should
“ be performed by an authorized server manager or IT administrator.

Turn off the source NAS and unplug the hard drives.

2. Remove the hard drives from the old trays and install them to the hard drive trays of the new
NAS.

3. Plug the hard drives to the destination NAS (new model). Make sure the hard drives are installed
in the original order.

4. Follow the instructions of the Quick Installation Guide (QIG) to connect the power supply and
network cable(s) of the new NAS.

5. Turn on the new NAS. Login the web administration interface as an administrator (default login:
admin; password: admin).

6. If you are informed to update the firmware of the new NAS, follow the instructions to download
and install the firmware.

7. Click “Start Migrating”. The NAS will restart after system migration. All the data and settings will
be retained.

Some system settings will be removed after system migration due to different system design.
Configure the following settings again on the new NAS.

e Windows AD

e Some QPKGs need to be resintalled (e.g. XDove)
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3. System Administration

General Settings[32
Network[36)

Service Binding[59
Hardware[6™

Security[65)

Notification[68%

Power Management[78)
Network Recycle Bin[77
Backup/Restore Settings[78%
System Logs[7#

Firmware Update[84"
Restore to Factory Default[8sh
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3.1 General Settings

System Administration

Enter the name of the NAS. The NAS name supports maximum 14 characters and can be a combination
of the alphabets (a-z, A-Z), numbers (0-9), and dash (-). Space ( ), period (.), or pure number are not
allowed.

General Settings
| SYSTEM ADMINISTRATION | | DATE AND TIME | | DAYLIGHT SAVING TIME | | LANGUAGE | | PASSWORD STRENGTH |

System Administration

Server Name: Kens79

System Port: 8080

Dizable and hide the home/ multimedia features such as Multimedia Station, Photo Station, Music Station, Download Station,
iTunes server, and UPnF media server. (You will need to log into the system again.)

Enable Secure Connection (S35L)
Port Number; :

[T Farce secure connection (S5L) only

Note: After enabling the "Force secure connection (S5L) only” option, the Web Administration can only be connected via hitps.

The home/multimedia features such as Multimedia Station, Photo Station, Music Station, Download

Station, iTunes server, and UPnP media server are hidden for the TS-x79 series by default. Select to
enable and show or disable and hidden these features. Users are required to re-login the NAS after
changing this setting.

Enter a port number for the system management. The default port is 8080. The services which use this
port include: System Management, Web File Manager, Multimedia Station, and Download Station. If you
are not sure about this setting, use the default port number.

Enable Secure Connection (SSL)

To allow the users to connect the NAS by HTTPS, turn on secure connection (SSL) and enter the port
number. If the option “Force secure connection (SSL) only” is turned on, the users can only connect to
the web administration page by HTTPS connection.
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Date and Time

Adjust the date, time, and time zone according to the location of the NAS . If the settings are incorrect,

the following problems may occur:

e When using a web browser to connect to the NAS or save a file, the display time of the action will be
incorrect.

e The time of the event log displayed will be inconsistent with the actual time when an action occurs.

Set the server time the same as your computer time
To synchronize the time of the NAS with the computer time, click “Update now” next to this option.

Synchronize with an Internet time server automatically

Turn on this option to synchronize the date and time of the NAS automatically with an NTP (Network
Time Protocol) server. Enter the IP address or domain name of the NTP server, for example, time.nist.
gov, time.windows.com. Then enter the time interval for synchronization. This option can be used only

when the NAS is connected to the Internet.

Note: The first time synchronization may take several minutes to complete.

General Settings d

| SYSTEM ADMINISTRATION || DATE aND TIME | DAYLIGHT SAVING TIME | | LANGUAGE | | PASSWORD STRENGTH [

Current date and time

201011729 12:33.:34 Monday

Date and Time

Time Zone:  (GMT+02:00) Taipei ~

Date Format.  yyyy/MMDD s

Time Setting:

& Manual Setting

Date/Time; | 2010711723 = |I| 2 - | : | Sl | : | I |

) Synchronize with an intermettime serer automatically

Server:

Time Interval:

IPD [i]
Setthe servertime the same as your computer time T
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Daylight Saving Time

If your region adopts daylight saving time (DST), turn on the option “Adjust system clock automatically
for daylight saving time”. Click “"Apply”. The latest DST schedule of the time zone specified in the “"Date
and Time"” section will be shown. The system time will be adjusted automatically according to the DST.

Note that if your region does not adopt DST, the options on this page will not be available.

General Settings

| SYSTEM ADMINISTRATION | | DATE AND TIME | | DAYLIGHT SAVING TIME | | LANGUAGE | | PASSWORD STRENGTH

Daylight Saving Time
Time Zone:; {GMT+08:00) Taipei
Recent daylight saving time:  Starttime: -
End time: --

Offzet: -- minutes

Adjust system clock autamatically for daylioht saving time.

[0 Enable customized daylight saving time tahle.

APPLY

To enter the daylight saving time table manually, select the option “Enable customized daylight saving
time table™. Click "Add Daylight Saving Time Data™ and enter the daylight saving time schedule. Then
click “Apply" to save the settings.

Adjust systern clock automatically for daylight saving time.

¥ Enable custornized daylight saving time table. |

Customized Daylight Saving Time Tables

IG Add Davlight Saving Time Data ]
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Language

Select the language the NAS uses to display the files and directories.

Note: All the files and directories on the NAS will be created using Unicode encoding. If the FTP
clients or the PC OS does not support Unicode, select the language which is the same as the OS

language in order to view the files and directories on the NAS properly.

General Settings

[ SYSTEM ADMINISTRATION (| DATE AND TIME | DAYLIGHT SAVING TIME || LANGUAGE || PASSWORD STRENGTH |

Language

Filename Encoding: E__I_En__g!ijs

Password Strength

Specify the password rules. After applying the setting, the NAS will automatically check the validity of

the password.

General Settings

| SYSTEM ADMINISTRATION | | DATE AND TIME | | DAYLIGHT SAVING TIME | | LANGUAGE | | PASSWORD STRENGTH |
| 1] L Il |

Password Strength

[ 1. Please select a new password that contains characters from at least three of the following classes: lowercase letters, upper
case letters, digits, and special characters.
] 2. no character in the new password may be repeated mare than three times consecutively.

O 3. The new password must not he the same as the associated username, or the username reversed.
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3.2 Network

TCP/IP

(i) IP Address

Configure the TCP/IP settings of the NAS on this page. Click the Edit button () to edit the network
settings. For the NAS with two LAN ports, users can connect both network interfaces to two different
switches and configure the TCP/IP settings. The NAS will acquire two IP addresses which allow access
from two different subnets. This is known as multi-IP settings*. When using the Finder to detect the NAS
IP, the IP of the Ethernet 1 will be shown in LAN 1 only and the IP of the Ethernet 2 will be shown in LAN
2 only. To use port trunking mode for dual LAN connection, see section (iii).

*TS-110, TS-119, TS-210, TS-219, TS-219P, TS-119P+, TS-219P+, TS-112, TS-212 provide one Giga
LAN port only therefore do not support dual LAN configuration or port trunking.

Network
| TCPR/IP || WI-FI || DDNS || IPVH |

IP Address

Interface  WVLAN (Virtual LAN) DHCP IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit

Ethernet 1+2 Mone Yes 10.8.1293 2552552540 10.8.121 00:03:9B:C3:C8:06 100Mbps 1500 @

Default Gateway

Use the settings from:

Port Trunking

Select the port trunking membership and mode by clicking "Settings” button. Please note that incompatible mode settings might
cause the network interface to hang or affect the overall performance. For more information, please click here

SETTINGS

DNS Server
@ Dbtain DNS server address automatically : DMNS information

D Usethe following DNS server address:

Primary DMS Server: 0 .0 .0 .0
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TCP/IP - Property

Metwork Parameters Advanced Options DHCP server

Network Speed . Auto-negotiation  |¥]
i@ Obtain IP address seftings automatically via DHCP

(71 Use static IP address

Fixed IP Address: (1< TS 17 S B 111+ A T (111 B
Subnet Mask: 255 .255(«[.i0 [~[. 0 |+
Default Gateway: 169 24 1 1100 ;100

Select Jumbao Frame sefting::

" APPLY [ CANCEL

On the TCP/IP Property page, configure the following settings:

Network Speed
Select the network transfer rate according to the network environment to which the NAS is connected.
Select auto negotiation and the NAS will adjust the transfer rate automatically.

Obtain the IP address settings automatically via DHCP
If the network supports DHCP, select this option and the NAS will obtain the IP address and network
settings automatically.

Use static IP address
To use a static IP address for network connection, enter the IP address, subnet mask, and default
gateway.

Jumbo Frame Settings (MTU)

This feature is not supported by TS-509 Pro, TS-809 Pro, and TS-809U-RP.
“Jumbo Frames” refer to the Ethernet frames that are larger than 1500 bytes. It is designed to enhance
Ethernet networking throughput and reduce the CPU utilization of large file transfers by enabling more

efficient larger payloads per packet.

Maximum Transmission Unit (MTU) refers to the size (in bytes) of the largest packet that a given layer
of a communications protocol can transmit.

The NAS uses standard Ethernet frames: 1500 bytes by default. If the network appliances support
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Jumbo Frame setting, select the appropriate MTU value for the network environment. The NAS supports
4074, 7418, and 9000 bytes for MTU.

Note: The Jumbo Frame setting is valid in Gigabit network environment only. All the network
appliances connected must enable Jumbo Frame and use the same MTU value.

38



DHCP Server

A DHCP (Dynamic Host Configuration Protocol) server assigns IP addresses to the clients on a network.
Select “Enable DHCP Server” to set the NAS a DHCP server if there is none on the local network where
the NAS locates.

Note:

e Do not enable DHCP server if there is one the local network to avoid IP address conflicts or
network access errors.

e The DHCP server option is available to Ethernet 1 only when both LAN ports of a dual LAN NAS
are connected to the network and configured as standalone IP settings.

Start IP, End IP, Lease Time: Set the range of IP addresses allocated by the NAS to the DHCP
clients and the lease time. The lease time refers to the time that an IP address is leased to the clients.
During that time, the IP will be reserved to the assigned client. When the lease time expires, the IP can
be assigned to another client.

WINS Server (optional): WINS (Windows Internet Naming Service) resolves Windows network
computer names (NetBIOS names) to IP addresses, allowing Windows computers on a network to
easily find and communicate with each other. Enter the IP address of the WINS server on the network if
available.

DNS Suffix (optional): The DNS suffix is used for resolution of unqualified or incomplete host names.
TFTP Server & Boot File (optional): The NAS supports PXE booting of network devices. Enter the IP

address of the TFTP server and the boot file (including directory on the TFTP server and file name). For
remote booting of the devices, enter the public IP address of the TFTP server.

39



TCP/IP - Property

Network Parameters

[¥|Enable DHCP Server

Start IP Address: 10 ¢
End IP Address: 10

Lease Time: 1

WINS Sever: 0 .0

DS Suffi

Lo

" DHCP server

TFTF Server: IJ
Boot File:

Step 1 of 1

“aeey B CANCEL
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Advanced Options

A Virtual LAN (VLAN) is a group of hosts which communicate as if they were attached to the same
broadcast domain even if they were located in different physical locations. The NAS can be joined to a
VLAN and configured as a backup storage of other devices on the same VLAN.

To join the NAS to a VLAN, select “Enable VLAN" and enter the VLAN ID (a value between 0 and 4094).
Please keep the VLAN ID safe and make sure the client devices are able to join the VLAN. If you forgot
the VLAN ID and were not able to connect to the NAS, you would need to press the reset button of the
NAS to reset the network settings. Once the NAS is reset, the VLAN feature will be disabled. If the NAS
supports two Gigabit LAN ports and only one network interface is configured to enable VLAN, you may
also connect to the NAS via the other network interface.

Note: The VLAN feature is supported by Intel-based NAS models only. Please visit
http://www.gnap.com for details.

TCP/IP - Property @

Network Parameter Advanced Options

[~ Enable VLAN(202.1Q)

VLAN 1D

Mote: Please make sure the terminal devices or other computers have the ahbility to
join WLAR: oryou will lose the connection and have to RESET the MAS netwark
settings to disable VLAN feature.

o L

(ii) Default Gateway

Select the gateway settings to use if both LAN ports have been connected to the network (dual LAN NAS
models only).
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http://www.qnap.com

(iii) Port Trunking

Applicable to NAS models with two or more LAN ports only.

The NAS supports port trunking which combines two Ethernet interfaces into one to increase the
bandwidth and offers load balancing and fault tolerance (also known as failover). Load balancing is a
feature which distributes the workload evenly across two Ethernet interfaces for higher redundancy.
Failover is the capability to switch over to a standby network interface (also known as the slave
interface) when the primary network interface (also known as the master interface) does not
correspond correctly to maintain high availability.

To use port trunking on the NAS, make sure at least two LAN ports of the NAS have been connected to
the same switch and the settings described in sections (i) and (ii) have been configured.

Follow the steps below to configure port trunking on the NAS:

1. Click “Settings”.

Port Trunking

Selectthe porttrunking membership and mode by clicking "Settings” button. Please note that incompatible mode settings might
cause the network interface to hang or affect the overall perfformance. For more information, please click here

[ seTTINGS |

2. Select the network interfaces for a trunking group (Ethernet 1+2, Ethernet 3+4, Ethernet 5+6, or
Ethernet 7+8). Choose a port trunking mode from the drop-down menu. The default option is
Active Backup (Failover).

TCP/IP - Port Trunking

- . Trunking Group 1 Trunking Group 2 Trunking Group 3 Trunking Group 4
SLiCr e EICNE Active Backup || Active Backup || Active Backup |=| Active Backup ||

@ Active Backu = & )
Ethernet 1 @ Balance XOR @ () ©

Broadcast

Ethemnet 2 @ IEEE 802.3ad ) ® ®

- Balance-thb - :

Balance-alb

Ethernet 3 @ @] ® 5] ®
Ethernet 4 @ (9] (@] © @] 3
Ethernet 5 = = = -

@ ® ® ® ®
(10 Cbps) © © © ©
Ethernet 6 = = = =
(10 Gbps) @ @ @ @ ®
Ethernet 7 - - =

= 7 ) f
(10 Gbps) @ ® (@] [ ]
Ethernet 8 = = - =
(10 Gbps) @ 8] 8] ® ® R

Use the settings from: | Ethernet 1 ﬂ -
APPLY CANCEL

3. Select a port trunking group to use. Click “Apply”.
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TCP/IP - Port Trunking

Interface

Standalone

Trunking Group 1

Trunking Group 2

Trunking Group 3

Trunking Group 4

| Active Backup || | Active Backup || | Active Backup [~ | Active Backup [~
Ethernet 1 @ © @ ® ©
Ethernet 2 @ @ © © ®
Ethernet 3 @ ® © (@] ®
Ethernet 4 @ © ® ® ® =
okl ® ® ® ® ®
Felolials ® ® ® 5} 5}
Bl ® © © © ©

Use the settings from: | Ethernet 1 ﬂ

Ethernet 1
Ethernet 2
Ethernet 3
Ethernet 4
Ethernet 5

Ethernet 6
Ethernet 7
Ethernet 8
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4. Click the Edit button under “IP Address” to edit the network settings.

Network
| TCP/IP || WI-FI || DDNS || 1PV6 |

IP Address

Interface VLAN (Virtual LAN) DHCP IP Address Subnet Mask Gateway MAC Address Speed MTU Link Edit

Ethernet 1+2 Mone Yes 1081272 2552552540 108121 000398:C3C706 1000Mbps 1500 @

Note: Make sure the Ethernet interfaces are connected to the correct switch and the switch has been
configured to support the port trunking mode selected on the NAS.
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The port trunking options available on the NAS:

Field

Description

Switch Required

Balance-rr
(Round-Robin)

Round-Robin mode is good for general purpose load
balancing between two Ethernet interfaces. This mode
transmits packets in sequential order from the first
available slave through the last. Balance-rr provides load

balancing and fault tolerance.

Supports static
trunking. Make sure
static trunking is
enabled on the switch.

Active Backup

Active Backup uses only one Ethernet interface. It
switches to the second Ethernet interface if the first
Ethernet interface does not work properly. Only one
interface in the bond is active. The bond's MAC address
is only visible externally on one port (network adapter)
to avoid confusing the switch. Active Backup mode
provides fault tolerance.

General switches

mode provides fault tolerance.

Balance XOR Balance XOR balances traffic by splitting up outgoing Supports static
packets between the Ethernet interfaces, using the same | trunking. Make sure
one for each specific destination when possible. It static trunking is
transmits based on the selected transmit hash policy. enabled on the switch.
The default policy is a simple slave count operating on
Layer 2 where the source MAC address is coupled with
destination MAC address. Alternate transmit policies may
be selected via the xmit_hash_policy option. Balance
XOR mode provides load balancing and fault tolerance.

Broadcast Broadcast sends traffic on both network interfaces. This | Supports static

trunking. Make sure
static trunking is
enabled on the switch.

IEEE 802.3ad
(Dynamic Link
Aggregation)

Dynamic Link Aggregation uses a complex algorithm to
aggregate adapters by speed and duplex settings. It
utilizes all slaves in the active aggregator according to
the 802.3ad specification. Dynamic Link Aggregation
mode provides load balancing and fault tolerance but
requires a switch that supports IEEE 802.3ad with LACP
mode properly configured.

Supports 802.3ad
LACP

Balance-tlb
(Adaptive
Transmit Load
Balancing)

Balance-tlb uses channel bonding that does not require
any special switch. The outgoing traffic is distributed
according to the current load on each Ethernet interface
(computed relative to the speed). Incoming traffic is
received by the current Ethernet interface. If the
receiving Ethernet interface fails, the other slave takes
over the MAC address of the failed receiving slave.
Balance-tlb mode provides load balancing and fault
tolerance.

General switches
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Balance-alb Balance-alb is similar to balance-tlb but also attempts to | General switches
(Adaptive Load redistribute incoming (receive load balancing) for IPV4
Balancing) traffic. This setup does not require any special switch
support or configuration. The receive load balancing is
achieved by ARP negotiation sent by the local system on
their way out and overwrites the source hardware
address with the unique hardware address of one of the
Ethernet interfaces in the bond such that different peers
use different hardware address for the server. This mode
provides load balancing and fault tolerance.
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(iv) DNS Server

Primary DNS Server: Enter the IP address of the primary DNS server.
Secondary DNS Server: Enter the IP address of the secondary DNS server.

Note:

e Please contact the ISP or network administrator for the IP address of the primary and the
secondary DNS servers. When the NAS plays the role as a terminal and needs to perform
independent connection, for example, BT download, enter at least one DNS server IP for proper

URL connection. Otherwise, the function may not work properly.

e If you select to obtain the IP address by DHCP, there is no need to configure the primary and the
secondary DNS servers. In this case, enter “0.0.0.0".
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Wi-Fi

To connect the NAS to a Wi-Fi network, plug in a wireless dongle into a USB port of the NAS. The NAS
will detect a list of wireless access points. You can connect the NAS to the Wi-Fi network in two ways.

Note:

e The wireless connection performance depends on many factors such as the adapter model, the
USB adapter's performance, and the network environment. For higher connection performance,
you are recommended to use wired connection.

e The system supports only one USB Wi-Fi dongle at a time.

1. Connect to an existing Wi-Fi network:

A list of Wi-Fi access points with signal strength are displayed on the “Wi-Fi Network Connection” panel.

Wi-Fi Network Connection

[ CONNECT TO A WI-FI NETWORK ]

showsl

E y Signal quality Protocol 5 AC
LA [Pt HnmaEAEAER 802.11hfg DEE 2]
£ |apm2 [ 8021 1kighn M@
A fERARAAARE Out of range =
LY | dddd ulluflulufululul] Out of range
L | Fanwireless lulululallalulilel 802.11big =
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Icons and Options

Description

Rescan

To search for the Wi-Fi networks in range.

1 (Secured network)

This icon shows that the Wi-Fi network requires a network
key; enter the key to connect to the network.

(Connect)

To connect to Wi-Fi network. If a security key is required,
you will be prompted to enter the key.

(Edit)

To edit the connection information. You may also select to
connect to the Wi-Fi network automatically when it is in
range.

@ (Disconnect)

To disconnect from the Wi-Fi network.

@ (Remove)

To delete the Wi-Fi network profile from the panel.

Show all

Select this option to display all the available Wi-Fi
networks. Unselect this option to show only the
configured network profiles.
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Click “Rescan” to search for available Wi-Fi networks in range. Select a Wi-Fi network to connect to

and click the Connect button (). Enter the security key if it is a security-key enabled network. Click

“Next” and the NAS will attempt to connect to the wireless network.

Quick Configuration Wiz

OQNARP Network Security Information

TURBDO MAS

Type the netwark security key

Security Key: ‘ssessese

[¥] show all
Netwark name (SSID) Signal quality Protocol Actions

@ QPM2 Ll 202.11 biain Connecting @@ ]

4 e ARRARRERRR 802.11hig DEE =

" AnRRRARRR Outof range P@x
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You can view the status of the configured network profiles.

Message Description
Connected The NAS is currently connected to the Wi-Fi network.
Connecting The NAS is trying to connect to the Wi-Fi network.

Out of range or hidden SSID

The wireless signal is not available or the SSID is not

broadcast.

Failed to get IP

The NAS is connected to the Wi-Fi network but could not
get an IP address from the DHCP server. Please check

the router settings.

Association failed

The NAS cannot connect to the Wi-Fi network. Please

check the router settings.

Incorrect key

The security key entered is incorrect.

Auto connect

Automatically connect to the Wi-Fi network if it is in

range.

The auto connection function is not supported if the SSID

of the Wi-Fi network is not broadcast.
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2. Manually connect to a Wi-Fi network:

To manually connect to a Wi-Fi network that does not broadcast its SSID (network name), click

“CONNECT TO A Wi-Fi NETWORK".

Network a@

1P Address

Interface DHCP IP Address Subnet Mask MAC Address Speed MTU Link Edit

WLAN 1 ‘fes n.0.00 0.0.0.0 0.0.00 00:AFAF:55:4E:3C = a @

Wi-Fi Network Connection

|| connct 10 A wi-FiNETWORK |

You can choose to connect to an ad hoc network in which you can connect to any wireless devices

without the need for an access point.

Quick Configuration Wizard

ONAP Connect to a Wi-Fi network

TURBDO MAS

@ |wantto connect to @ Wi-Fi network

O Iwantto connect to 2 Wi-Fi ad hoc network

CANCEL
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Enter the network name (SSID) of the wireless network and select the security type.

No authentication (Open): No security key required.

WEP: Enter up to 4 WEP keys and choose 1 key to be used for authentication.
WPA-Personal: Choose either the AES or TKIP encryption type and enter the encryption key.
WPA2-Personal: Enter a security key.

Note:

e The WEP key must be exactly 5 or 13 ASCII characters; or exactly 10 or 26 hexadecimal
characters (0-9 and A-F).

e If you have trouble connecting to an encrypted wireless network, check the wireless router/AP
settings and change the transfer rate from “N-only” mode to “B/G/N mixed” or similar settings.

e Users of Windows 7 with WPA2 encryption cannot establish ad-hoc connection with the NAS.
Please change to use WEP encryption on Windows 7.

e A fixed IP address is required for the wireless interface in order to establish an ad-hoc
connection.

Quick Configuration Wizard

QNAP Wi-Fi Network Property

TUuREDO MNAS

Metwark name: P

Security type: iMo authentication (Open) s
| Mo authentication i 0 pen j g
[ connect autormatically WER
WPA-Fersonal
WRAZ-Personal
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Click “Finish” after the NAS has added the Wi-Fi network.

Quick Configuration Wizard

QNRAP Wi-Fi Network Property

TURBDO NAS
The systermn is trving to connect to a Wi-Fi netwaorl,
Click FINISH to exit.

FINISH
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To edit the IP address settings, click the Edit button . You can select to obtain the IP address
automatically by DHCP or configure a fixed IP address.

Network
) | TCP/IP || WI-FI || DDNS “ IPYG |

1P Address

Interface DHCP IP Address Subnet Mask MAC Address Speed MTU Link Edit

WLAN 1 ‘fes 192168116 265.265.255.0 0.0.00 00:1F:1F:85:4E:3C S4mbps 1400 @ [

If the Wi-Fi connection is the only connection between the NAS and the router/AP, you must select
“"WLAN1"” as the default gateway in “Network” > “TCP/IP” page. Otherwise, the NAS will not be able to
connect to the Internet or communicate with another network.

Network
‘ TCP/IP || WI-FI | | DDNS || 1PV |

IP Address

Interface DHCP IP Address Subnet Mask MAC Address MTU Link  Edit

Ethernet 1 Mo 10.8.13.59 255.255.254.0 108121 00:08:9B8:Ca:A3:01 1000Mbps 1400 @

Default Gateway
| Use the settings from: JALAN 1 v
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DDNS

To allow remote access to the NAS using a domain name instead of a dynamic IP address, enable the
DDNS service.

The NAS supports the DDNS providers: http://www.dyndns.com, http://update.ods.org, http://www.
dhs.org, http://www.dyns.cx, http://www.3322.0rg, http://www.no-ip.com.

For the information of setting up the DDNS and port forwarding on the NAS, see here[643,

Network 2
[ TCP/IP || WI-FL || DDNS || IPV6 |

DDNS Service

After enabling DDME Service, you can connect to this server by domain name.
[ Enable Cwynamic OME Service

Select DDMNS servar: 'www.dyndns.cum
Enterthe accaunt infarmation you registered with the DDME provider
User Mame: '

Passwaord:

Host A,

Check the External IP Address Automatically :'1D minu_tes_
Current WaN IP: 219856313

Recent DDNS Update Result
Connection IP Last Checked:
Mext Check for Connection [P:
Last DOME Update Time:

Update Server Response:

APPLY
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IPv6

The NAS supports IPv6 connectivity with “stateless” address configurations and RADVD (Router
Advertisement Daemon) for IPv6, RFC 2461 to allow the hosts on the same subnet to acquire IPv6
addresses from the NAS automatically. The NAS services which support IPv6 include:

¢ Remote replication

e Web Server

e FTP

e iSCSI (Virtual disk drives)

e SSH (putty)

Network

TCP/IP || WI-FI || DDNS IPV6
| I I |

IP Address
Enable IPvG
Interface Auto Configuration IPvE Address Prefix Length Gateway Link Edit
Ethernet 1 Yes fe80;;208.9hfffe8c heke G4 i @
DMNS Server
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To use this function, select the option “Enable IPv6” and click “"Apply”. The NAS will restart. After the
system restarts, login the IPv6 page again. The settings of the IPv6 interface will be shown. Click the

Edit button to edit the settings.

IPvb - Property

& 1Py Auto-Configuration

O Use static IP address

Fixed IF Address:

Prefix Length:

Default Gateweay:

Enable Router Advertisement Daemaon {radvd)

Prefix

Prefix Length:

Step 1 of 1 APPLY CAHCEL

IPv6 Auto Configuration

If an IPv6 enabled router is available on the network, select this option to allow the NAS to acquire the
IPv6 address and the configurations automatically.

Use static IP address
To use a static IP address, enter the IP address (e.g. 2001:bc95:1234:5678), prefix length (e.g. 64),
and the gateway address for the NAS. You may contact your ISP for the information of the prefix and
the prefix length.
e Enable Router Advertisement Daemon (radvd)
To configure the NAS as an IPv6 host and distribute IPv6 addresses to the local clients which
support IPv6, enable this option and enter the prefix and prefix length.

IPv6 DNS server

Enter the preferred DNS server in the upper field and the alternate DNS server in the lower field.
Contact the ISP or network administrator for the information. If IPv6 auto configuration is selected,
leave the fields as “::".
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3.3 Service Binding

Note: The service binding feature is only available for the NAS with more than one network
interfaces (wired and wireless).

The NAS services run on all available network interfaces by default. To bind the services to one or
more specific network interfaces (wired or wireless), enable service binding.

ervice Binding

Welcome admin | Logout

Service Binding

Service Binding

The MAS services run an all available netwark interfaces by default. To bind the services ta one or mare specific netwark interfaces
(wired orwireless), enahle service binding and configure the settings. The users will anly he ahle to connect to the services via the

).

Enable Service Binding
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The available network interfaces on the NAS will be shown. All the NAS services run on all network
interfaces by default. Select at least one network interface that each service should be bound to. Then
click “Apply”. The users will only be able to connect to the services via the specified network interface

(s).

If the settings cannot be applied, click "Refresh” to list the current network interfaces on the NAS and
configure service binding again.

Note: After applying the service binding settings, the connection of the currently online users will be
kept even if they were not connecting to the services via the specified network interface(s). The
specified network interface(s) will be used for the next connected session.

Enable Service Binding

[G) Refresh ][ € Use Default Yalue ]

Metwork Services

& &
| &

Microsaft Metwarking

<]
=]

Apnple Metwaorking @

€
€]

MFS Semice

FTF Sermice

iBCEl Service

TFTP Service

K| & =) =
&l & | =) =

Management Services

<]
€]

MAS Weh Management Interface @

€]
=]

S5H Service

=]
=]

Telnet Service

=]
€]

SMMP

<]
<]

Application Servers

€]
=]

Wieh Ser\rer@

=]
€]

MySQL Server

<]
=]

RTRR Semer

€
]

Raync Server
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3.4 Hardware

Configure the hardware functions of the NAS.

Hardware

Enable configuration reset switch

Enable hard disk standby mode if no access within the specific time period : :

Enable light zignal alert when the free size of digk is less than the value: 3

Enable write cache (EXT4 onhy)

Buzzer Control

Enable alarm buzzer
System operations (startup, shutdown, and firmware upgrade}
System events (error and warning)

Smart Fan Configuration

@ \When ALL ofthe following temperature readings are met the fan wil rotate at low speed:

-The system temperature is lower than 40°C{104°F}.

When ANY of the following temperature readings are met the fan will rotate at high =peed:
-The system temperature ig higher than or egual to 57°C(135°F).
-The CPU temperature is higher than or equal to §2°Ci144°F).

0 self-defined temperature:

When the system temperature iz lower than : e ® , &top fan rotation.

When the system temperature is lower than , rotate at low speed.

When the system temperature iz higher than 45 ”'C , rotate at high speed.

Enable configuration reset switch
When this function is turned on, you can press the reset button for 3 seconds to reset the administrator
password and the system settings to default. The disk data will be retained.

System Basic system reset Advanced system reset
(1 beep) (2 beeps)
All NAS models Press the reset button for 3 sec Press the reset button for 10 sec
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Basic system reset (3 sec)

After pressing the reset button for 3 seconds, a beep sound will be heard. The following settings will be

reset to default:

e System administration password: admin.

e TCP/IP configuration: Obtain IP address settings automatically via DHCP.

e TCP/IP configuration: Disable Jumbo Frame.

e TCP/IP configuration: If port trunking is enabled (dual LAN models only), the port trunking mode
will be reset to “Active Backup (Failover)”.

e System port: 8080 (system service port).

e Security level: Low (Allow all connections).

e LCD panel password: (blank)*.

e VLAN will be disabled.

e Service binding: All NAS services run on all available network interfaces.

*This feature is only provided by the NAS models with LCD panels. Please visit http://www.gnap.com
for details.

Advanced system reset (10 sec)

After pressing the reset button for 10 seconds, you will hear two beeps at the third and the tenth
seconds. The NAS will reset all the system settings to default as it does by the web-based system reset
in "Administration” > “Restore to Factory Default” except all the data are reserved. The settings such as
the users, user groups, and the network shares previously created will be cleared. To retrieve the old
data after advanced system reset, create the same network shares on the NAS and the data will be
accessible again.
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Enable hard disk standby mode
This option allows the hard drives on the NAS to enter standby mode if there is no disk access within

the specified period.

Enable light signal alert when the free size of SATA disk is less than the value:
The status LED flashes red and green when this option is turned on and the free space of the SATA hard

drive is less than the value. The valid range of the value is 1-51200 MB.

Enable write cache (EXT4 only)

If the disk volume of the NAS is formatted as EXT4, turn on this option for higher write performance.
Note that an unexpected system shutdown may lead to incomplete data transfer when data write is in
process. This option will be turned off when any of the following services is enabled: Download Station,
MySQL service, user quota, and Surveillance Station. You are recommended to turn this option off if the

NAS is set as a shared storage in a virtualized or clustered environment.

Enable alarm buzzer
Turn on this option to allow the alarm buzzer to beep when certain system operations (startup,

shutdown, or firmware upgrade) are executed or system events (error or warning) occur.

Smart Fan Configuration

(i) Enable smart fan (recommended)
Select to use the default smart fan settings or define the settings manually. When the system
default settings are selected, the fan rotation speed will be automatically adjusted when the NAS
temperature, CPU temperature, and hard drive temperature meet the criteria. It is recommended
to enable this option.

(ii) Set fan rotation speed manually

By manually setting the fan rotation speed, the fan rotates at the defined speed continuously.
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Enable warning alert for redundant power supply on the web-based interface:

If two power supply units (PSU) are installed on the NAS and connected to the power sockets, both PSU
will supply the power to the NAS (applied to 1U and 2U models). Turn on the redundant power supply
mode in “System Administration” > “Hardware” to receive warning alert for the redundant power
supply. The NAS will sound and record the error messages in "System Logs” when the PSU is plugged

out or does not correspond correctly.

If only one PSU is installed on the NAS, do NOT enable this option.

* This function is disabled by default.

Hardware

Hardware

Enahle configuration reset switch

Enable hard disk standby mode (if no access within - / Status LED will be off)

Enahle light signal alert when the free size of disk is less than the value:

Enahle alarm buzzer (heep sound for errar and warning alerf)

‘! Enable Redundant Power Supply Made ]
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3.5 Security

Security Level

Specify the IP address or the network domain from which the connections to the NAS are allowed or

denied. When the connection of a host server is denied, all the protocols of that server are not allowed
to connect to the NAS.

After changing the settings, click "Apply” to save the changes. The network services will be restarted
and current connections to the NAS will be terminated.

Security {

| SECURITY LEVEL | | NETWORK ACCESS PROTECTION [ 551 SECURE CERTIFICATE 8 PRIVATE KEY |

Security Level

O High: Allow connections from the list only
O Medium: Deny connections fram the list

) Lo Allow all connections

Enter the IP address ar netwark fram which the cannections to this serer will be allowed or rejected.

+ /(=]

Genre IF address ar netwark damain Time left far IP hlocking

65



Network Access Protection

The network access protection enhances system security and prevents unwanted intrusion. You can
block an IP for a certain period of time or forever if the IP fails to login the NAS from a particular

connection method.
Security 2]
| SECURITY LEVEL | | NETWORK ACCESS PROTECTION | SSL SECURE CERTIFICATE & PRIVATE KEY |

Network Access Protection

Enahle network access pratection

S5H: In 1 after unsuccessiul attempts for - block the IP for
Telnet:  In , after unsuccessful attempts for -, block the IP for
HTTR(S): In : 1 minutes v”f, after unsuccessful attempts for 5 tirne(s) v blackthe IP far |5 minutes v

O Frr: ,after unsuccessful attempts far ., blockthe [P for |
O semps: ,after unsuccessful attempts for hlack the P far
O arp: In 1m'”Ut95 after unsuccessful attempts for ?..5}1'?1%(53 block the IF for 5m'”Ut95
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Import SSL Secure Certificate

The Secure Socket Layer (SSL) is a protocol for encrypted communication between the web servers
and the web browsers for secure data transfer. You can upload a secure certificate issued by a trusted
provider. After uploading a secure certificate, users can connect to the administration interface of the
NAS by SSL connection and there will not be any alert or error message. The NAS supports X.509
certificate and private key only.

e Download Certificate: To download the secure certificate which is currently in use.

e Download Private Key: To download the private key which is currently in use.

e Restore Default Certificate & Private Key: To restore the secure certificate and private key to
system default. The secure certificate and private key in use will be overwritten.

Security
| SECURITY LEVEL | | NETWORK ACCESS PROTECTION | | 55L SECURE CERTIFICATE 8 PRIVATE KEY

SSL Secure Certificate & Private Key

You can upload a secure certificate issued hy a trusted provider After you have uploaded a secure cerificate successfully, you
can access the administration interface by SSL connection and there will not be any alert or error message.

[fyou upload an incorrect secure cerificate, you may not be ahle to login the serverwia S5L. To resalve the problem, you can
restare the secure cedificate to default and access the system again.

Status: Uploaded secure cetificate being used

‘ Dovenload Cerificate | | Dovenload Private Hey ‘ | Restore Default Cedificate & Private Key |
Please enter a certificate in X.509PEM format below. © View sample

Please enter a certificate or private key in X.509PEM format below. © View sample

[ cear | [ uveLoap |
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3.6 Notification

Configure SMTP Server

The NAS supports email alert to inform the administrator of system errors and warning. To receive the

alert by email, configure the SMTP server.

e SMTP Server: Enter the SMTP server name, for example, smtp.gmail.com.

e Port Number: Enter the port number for the SMTP server. The default port number is 25.

e Sender: Enter the sender information.

e Enable SMTP Authentication: When this function is turned on, the system will request the
authentication of the mail server before a message is sent.

e User Name and Password: Enter the login information of the email account.

e Use SSL/TLS secure connection: If the SMTP server supports this function, turn it on.

Home > System Administration == Notification Welcome admin | Logout
Notification
| CONFIGURE SMTP SERYER ‘ | CONFIGURE IM | | CONFIGURE SMSC SERYER | | ALERT NOTIFICATION |

Configure SMTP Server

SMTP Server. G
Fort Mumber:

Sender

Enahle SMTP Authentication
UserName:  GESESESES— =0

Password: LIITTITTYY

Jse SSLSTLS secure connection

Pratocol Type:

68



Configure IM

The NAS supports instant messaging (IM) service to allow multiple authorized Windows Live Messenger
contacts to receive instant system error or warning messages and enter commands in the Windows Live

Messenger conversation to inquire real-time system information from the NAS.

Note:
e To use this feature, the NAS must be connected to the Internet.
e The NAS supports Windows Live Messenger 2009 or above.

e Register a dedicated Windows Live Messenger account for the NAS. One Windows Live Messenger
account can only be used by one NAS.

To use this feature, follow the steps below:
1. Sign up a Windows Live ID for the NAS from https://signup.live.com/.

2. Download Windows Live Messenger for your Windows OS from http://explore.live.com/. The NAS

supports Windows Live Messenger 2009 or above.

3. Login the Windows Live Messenger account registered in Step 1. Add the authorized contacts (up to
10) to interact with the NAS. Make sure these contacts have also added the Messenger account of
the NAS.

4. Go to “Notification” > “Configure IM” and enter the login information registered in Step 1. Click

“Apply”. The login status will be shown as “On”.

Notification

| CONFIGURE SMTP SERVER | | CONFIGURE IM | | CONFIGURE SMSC SERVER | | ALERT NOTIFICATION |

Configure Instant Messaging Service
Enable Instant Messaging Service

Password:

Login Status: On
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5. Go to “Notification” > “Alert Notification”. Enable alert notification by Instant Messaging and enter
the authorized contacts (up to 10) under “Instant Messaging Settings”. Click “Apply”.

Notification
| CONFIGURE SMTP SERYER | | CONFIGURE IM | | CONMFIGURE SMSC SERVER | | ALERT NOTIFICATION

Alert MNotification
YWhen a system event occurs, an alert email/SMS will be sent automatically,
Send systerm errar alert by: CIEmail [sms Instant Messaging

Send systerm warning alert by LT Email Instanthﬂessaging

E-mail Notification Settings

E-mail address 1;

E-mail address 2; ¢

[ SEND A TEST E-MAIL ]

Mote: The SMTP server must be configured first for alert mail deliverny.

Instant Messaging Settings

Authorized Contacts: [_@ ﬂdﬂ
——— (@ Remove |
e (© Remove |

6. Login an authorized Windows Live Messenger account and interact with the NAS via Windows Live
Messenger. The NAS will send instant error or warning alerts (English only) to the authorized
contacts when events occur.

70



The authorized Windows Live Messenger contacts can enter the following command to inquire real-time
system information from the NAS. The information is available in English only.

Command Description
help A list of command options will be shown.
info-cpu Inquire the current CPU temperature.
info-sys Inquire the current system temperature and fan speed.
info-model Inquire the NAS model number.
info-hd Inquire the number of hard disks on the NAS.
info-hd-[hd#] Inquire the current temperature and S.M.A.R.T. status of a hard
disk. For example, info-hd-1.
info-vol Inquire the number of disks volumes on the NAS.
info-vol-[vol#] Inquire the information of a disk volume. For example, info-vol-1.
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Configure SMS Server

Configure the SMS server settings to send SMS messages to the specified phone number(s) from the
NAS. The default SMS service provider is Clickatell. You can add your own SMS service provider by
selecting “"Add SMS Provider” from the drop-down menu.

When “Add SMS service provider” is selected, enter the name of the SMS provider and the URL
template text.

Note: The URL template text must follow the standard of the SMS service provider to receive the
SMS alert properly.

Notification
i CONFIGURE SMTP SERVER | | CONFIGURE IM | | CONFIGURE 5MSC SERVYER | | ALERT NOTIFICATION |

Configure SMSC Server

You can configure the SMSC settings to send instant system alerts via the SMS service provided by the SME provider,

SMS Service Provider ?"I;Ii;!;a_tgll v hittpitenaner. clickatell.corn

(] Enable S5L Connection
SEL Port:

SME Server Login Mame :

Shig Baier Lopif P aesword

SME Server ARPLID .
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Alert Notification

Select the type of instant alert the NAS will send to the designated users when system events (warning/
error) occur.

Email Notification Settings

Specify the email addresses (maximum 2) to receive instant system alert from the NAS.

Instant Messaging Settings

Specify the Windows Live Messenger contacts (maximum 10) who are allowed to receive instant system
alert from the NAS and inquire real-time system information from the NAS via Windows Live
Messenger.

The Windows Live Messenger contacts must first be added to the Windows Live Messenger account of
the NAS specified in “Notification” > “Configure IM".

SMS Notification Settings
Specify the cell phone numbers (maximum 2) to receive instant system alert from the NAS.
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| CONFIGURE SMTP SERYER || CONFIGURE IM || CONFIGURE SM5C SERYER | |

Alert Notification
whien a systern event occurs, an alert emnail/SMs will be sent autornatically,
Send system error alert by Email D SMZ Instant Mezsaging

Send system warning alert by: Email In=start Messaging

E-mail Motification Settings

E-mail acidre=z 1. | SO
Eondl ko= 2

SEHD A TEST E-MAIL

Mote: The SMTP server must be configured first for alert mail delivery.

Instant Messaging Settings

uhorized Contacts: @ add |

TR (S Remove |

SMS Notification Settings

Country Code; - Afghanistan (+93) bl

Cell Phone Mo, 1: +93

Cell Phone Mo, 2 +93

[ SEHD A TEST 5MS MESSAGE ]

Mote: You must configure the SMSC server to be able to send SMS notification propery .

ALERT NOTIFICATION

APPLY
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3.7 Power Management

You can restart or shut down the NAS, specify the behaviour of the NAS after a power recovery, and
set the schedule for automatic system power on/off/restart on this page.

Restart/Shutdown

Restart or shut down the NAS immediately.

If you try to restart or turn off the NAS from the web-based interface or the LCD panel (if available)
when a remote replication job is in process, the NAS will prompt you to ignore the running replication
job or not.

Turn on the option “Postpone the restart/shutdown schedule when replication job is in process” to allow
the scheduled system restart or shutdown to be carried out after a running replication job completes.
Otherwise, the NAS will ignore the running replication job and execute scheduled system restart or
shutdown.

EuP Mode Configuration

EuP (also Energy-using Products) is a European Union (EU) directive designed to improve the energy
efficiency of electrical devices, reduce use of hazardous substances, increase ease of product recycling,
and improve environment-friendliness of the product.

When EuP is enabled, the following settings will be affected so that the NAS maintains low power
consumption (less than 1W) when the NAS is powered off:

e Wake on LAN: Disabled.

e AC power resumption: The NAS will remain off after the power restores from an outage.

e Scheduled power on, off, restart settings: Disabled.

When EuP is disabled, the power consumption of the NAS is slightly higher than 1W when the NAS is
powered off. EuP is disabled by default so that you can use the functions Wake on LAN, AC power
resumption, and power schedule settings properly.

This feature is only supported by certain NAS models, please visit http://www.gnap.com for details.
Wake on LAN

Turn on this option to allow the users to power on the NAS remotely by Wake on LAN. Note that if the
power connection is physically removed (in other words, the power cable is unplugged) when the NAS is
turned off, Wake on LAN will not function whether or not the power supply is reconnected afterwards.
This feature is only supported by certain NAS models, please visit http://www.qnap.com for details.
Power resumption settings

Configure the NAS to resume to the previous power-on or power-off status, turn on, or remain off when
the AC power resumes after a power outage.
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Power on/power off/restart schedule
Specify the schedule for automatic system power on, power off, or restart. Weekdays stand for Monday
to Friday; weekend stands for Saturday and Sunday. Up to 15 schedules can be set.

Power Management

Restart,/ Shutdown

Execute system restart’ shutdown immediately.

[ RESTART ][ SHUTDOWN ]

EuP Mode Configuration
O Enable
@ Disable

Configure Wake on LAN
® Enable
© Disable

When the AC power resumes

@ Resume the serverto the previous power-on or power-off status.

O The server should remain off

Set power on/ power off/ restart schedule

Enable schedule

O Fostpone the restart’shutdown schedule when a replication job is in progress.

- Shutdown W Daily w17 w2

Shutdawn w  Daily v 17 [» 5
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3.8 Network Recycle Bin

Network Recycle Bin
The Network Recycle Bin keeps the deleted files on the NAS. Enable this feature and specify the
number of days (1-9999) to keep the deleted files. You may also specify the file extensions to be

excluded from the bin. Click “"Apply”. The NAS will create a network share “Network Recycle Bin”
automatically.

Note that this feature only supports file deletion via Samba and AFP.

Empty Network Recycle Bin
To delete all the files in the bin, click "Empty Network Recycle Bin”.

Network Recycle Bin

Network Recycle Bin
After enabling Metwork Recycle Bin, all the deleted files on the network folders of the NAS are moved to the "Netwoark Recycle
Bin™ network falder.

Enable Metwork Recycle Bin

File retention time :

Exclude these file extensions: (case insensitive, separated by comma’’)

tmp, temp, wtmp, blk, dat

Empty Network Recycle Bin

Click [EMPTY NETWORK RECYCLE BIN] to delete all the files in network recycle bin.
EMPTY NETWORK RECYCLE BIN ]
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3.9 Back up/Restore Settings

Back up System Settings
To back up all the settings, including the user accounts, server name, network configuration and so on,
click "Backup” and select to open or save the setting file.

Restore System Settings

To restore all the settings, click "Browse” to select a previously saved setting file and click "Restore”.

Back up/Restore Settings

Back up System Settings

To backup all settings, including user accounts, server name and network configuration etc., click [BACK UP] and selectto
open or save the setting file.
BACK UP

Restore System Settings

To restore all settings, click [Browse...] to select a previously saved setting file and click [RESTORE] to confirm.

|[ Browse..

RESTORE
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3.10 System Logs

System Event Logs

The NAS can store 10,000 recent event logs, including warning, error, and information messages. If the
NAS does not function correctly, refer to the event logs for troubleshooting.

4

Tip: Right click a log and delete the record. To clear all the logs, click “Clear”.

System Logs 4

| SYSTEM EVENT LOGS | | SYSTEM CONNECTION LOGS | | DMN-LINE USERS | | SYSLOG

odos los eventos V E) Clear 0 Save

ﬁﬁﬁﬁﬁﬁ_

@ 2010-11-04 17:35:09  Systemn 127.0.01 localhost [RAIDS Disk Volume: Drive 1 2 3] Recovering journal.

@ 2010-11-04 173484 System 127.0.041 localhost Systemn started.

@ 2010-11-04 173215 Systemn 127.001 localhaost Systerm was shut down on Tho Mav 4 17:32:15 CST 2010

@ 2010-11-04 172326 System 127.0.01 lacalhost Systern updated successfully from 3.4.0 to 3.4.0

@ 2010-11-03 194187 admin 1081280 — [Share Folder] "alex’ remaoved successfully,

@ 2010-11-03 19:41:57  admin 10.8.12.50 [Share Falders] A share folder [alex] removed successfully.
@ 2010-11-03  19:41:38  admin 1081280 — [Share Folders] Access rights for share falder [alex] chanoed.
@ 2010-11-03 19:40:43  admin 10.8.12.40 [Share Falders] Access rights for share folder [alex] changed.
@ 2010-11-03 174718 admin 1081280 — [Share Folders] Access rights for share falder (HDS] changed.
@ 2010-11-03 178611 admin 1081290 — [I150] 130 share [HDE] has heen mounted successfully.

There are 10000 events. Displays

ecords per page. M 4
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System Connection Logs

The NAS supports recording HTTP, FTP, Telnet, SSH, AFP, NFS, SAMBA, and iSCSI connections. Click
“Options” to select the connection type to be logged.
The file transfer performance can be slightly affected when this feature is turned on.

Tip: Right click a log and select to delete the record or block the IP and select how long the IP should
be blocked. To clear all the logs, click “Clear”.

System Logs 2

| SYSTEM EVENT LOGS || SYSTEM CONNECTION LOGS || DM-LINE USERS || SYSLOG |

2010-12-28 15:57:43 admin 10.8.12.68 Administration Lagin Ok
@ 2010-12-28 14:59:58 admin 10.8.12.432 HTTP Administration Login Ok
@  2010-12-28 14:54:43 admin 10.8.12.68 S5H Login Ok
@ 2010-12-28 14:53:00 admin 10.8.12.68 HTTP Administration Lagin Ok
@ 2010-12-28 14:22:23 admin 1081243 HTTF Administration Login Ok
@  2010-12-28 12:39:24 admin 10.8.12.43 HTTP Administration Login Ok
@ 2010-12-28 10:56:12 admin 10.8.12.43 HTTP Administration Login Ok
@  2010-12-27 0f:A0:28 admin 1081243 HTTF Administration Login Ok
@ 2010-12-27 03:37:26 admin 10.8.12.51 HTTP Administration Lagin Ok
@ 2010-12-27 10:24:18 admin 10.8.12.432 HTTP Administration Login Ok

There are 994 events. Displays

10w records per page. 00 p
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Archive logs: Turn on this option to archive the connection logs. The NAS generates a CSV file
automatically and saves it to a specified folder when the number of logs reaches the upper limit.

Connection Type

Select the connection type to be logged.

W HTTP [l FTP [ Telnet [¥] 55H
[larp [ sampa Cliscs

[ when the nurmber of logs reaches 10,000, archive the cannection logs and save the file in the
f .

Qdowenload

 APPLY CANCEL

The file-level access logs are available on this page. The NAS will record the logs when users access,

create, delete, move, or rename any files or folders via the connection type specified in "Options”. To
disable this feature, click “Stop logging”.

| SYSTEM EVENT LOGS || SYSTEM CONNECTION LOGS || ON-LINE USERS || SYSLOG |

All events V[O Optians i[ © Stop logging || © Clear ][ € Save i

2011-01-19  08:55:28  admin 10812105  reink SAMBA  Publicitesttew MicrosoftWord Docurnel Delete
@ 2011-01-19  08A526  admin 108121058  reink SAMBA  Publicitesttew Microsoft Word Docurnel Read
@  2011-01-19 086521 adrmin 10812105  reink SAMBA  Publicitesttew Microsoft Word Docurnel Read
@  2011-01-19  08A520  admin 108121058  reink SAMBA  Publicitesttew MicrosoftWord Docurmel Read
@  2011-01-19  08A519  admin 10812105  reink SAMBA  Publicitesttew Microsoft Word Docurnel Read
@ 2011-01-19 084518 guest 10812105  reink SAMBA - Lagin Ok
@ 2011-01-19  08A518  admin 108121058  reink SAMBA  Publicitesttew MicrosoftWord Docurnel Write
@  2011-01-19 085511 adrmin 108121058  reink SAMBA  Public/rename -= Publicitest Rename
@  2011-01-19  08A502  admin 10812105  reink SAMBA  Public/Mew Folder-= Public/renarme Renarme
@ 2011-01-19  08:A455  admin 108121058  reink SAMBA  Public/Mew Folder takeDir

records per page. 4 4 C1 00 p Bl

There are 10000 events. Displays
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On-line Users

The information of the on-line users connecting to the NAS by networking services is shown on this

page.

Tip: Right click a log and disconnect the IP connection and block the IP.

System Logs

| SYSTEM EVENT LOGS | | SYSTEM CONWNECTION LOGS | | OM-LINE USERS | | SYSLOG |

2010-12-28 15:34:55 admin 10.8.12.43 ok Administration
@ 2010-12-28 14:64:43 admin 10.8.12.68 - S5H -

Disconnect this connection
| addtothe block list |
Disconnect this connection and block the IP

There are 2 ewvents.
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Syslog

Syslog is a standard for forwarding the log messages on an IP network. Turn on this option to save the

event logs and connection logs to a remote syslog server.

System Logs

| SYSTEM EVENT LOGS || SYSTEM CONNECTION LOGS || ON-LINE USERS || SYSLOG

Syslog Settings

! Enable syslog

‘fou tan enakle this option to save the event logs and connection logs to a remote syslog server,

Syslog Server IP:
LDP Port:

Selectthe logs to record

System Event Logs

[ gystern Connection Logs (¥ou must enable system connection logs to use this option)

When converting the connection logs into a CSV file, the connection type and action will be number

coded. Please refer to the table below for the code meaning.

Connection type codes

Action codes

0 - UNKNOWN
1 - SAMBA

2 -FTP

3 - HTTP

4 - NFS

5 - AFP

6 - TELNET

7 - SSH

8 - ISCSI

0 - UNKNOWN
1-DEL

2 - READ

3 - WRITE

4 - OPEN

5 - MKDIR

6 - NFSMOUNT_SUCC
7 - NFSMOUNT_FAIL
8 - RENAME

9 - LOGIN_FAIL

10 - LOGIN_SUCC

11 - LOGOUT

12 - NFSUMOUNT

13 - COPY
14 - MOVE
15 - ADD
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3.11 Firmware Update

Update Firmware by Web Administration Page

Firmware Update
! FIRMWARE UPDATE |I LIVE UPDATE |

Firmware Update

Current firmware version: 3.6.0 Build 0205T

Before updating system firmware, please make sure the product model and firmware version are correct. Follow the steps
below to update firmware:

1. Download the release notes of the same version as the firmware from CINAP website hitp:'www.gnap.com/ Read
the release notes carefully to make sure you need to update the firmware.

2. Before updating system firmware, back up all disk data on the server to avoid any potential data loss during system
update.

3. Click the [Browse...] button to select the correct firmware image for system update. Click the [UPDATE SYSTEM]
putton to update the firmware.

Browse...

Hote: System update may take tens of seconds to several minutes to complete depending on the network connection status,
please wait patiently. The system will inform you when system update is completed.

[ UPDATE THE SYSTEM ]

Note: If the system is running properly, you do not need to update the firmware.

Before updating the system firmware, make sure the product model and firmware version are correct.
Follow the steps below to update firmware:

1. Download the release notes of the firmware from the QNAP website http://www.gnap.com. Read
the release notes carefully to make sure it is required to update the firmware.

2. Download the NAS firmware and unzip the IMG file to the computer.

3. Before updating the system firmware, back up all the disk data on the NAS to avoid any potential
data loss during the system update.

4. Click “Browse” to select the correct firmware image for the system update. Click “Update System”
to update the firmware.

The system update may take tens of seconds to several minutes to complete depending on the network

connection status. Please wait patiently. The NAS will inform you when the system update has

completed.
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http://www.qnap.com

Update Firmware by Finder

The NAS firmware can be updated by the QNAP Finder. Select a NAS model and choose “Update

Firmware” from the “Tools” menu.

& QMAP Finder

Servers  Connect  Setkings MEEEH
Map Metwork Drive
Restart Server
Shut down Server
Remaote Wake Up (wake On LAN)
Search Metwork Camera
|Jpdate Firmware
Marne [P| MetBak Replicatar MAC Address Firmware Status #*
AMASEEDODLS 10 QBack 00-02-98-EE-00-15 -x? (Up-to-date)
kenTest219n 10| QeEt 00-08-9B-C6-64-87 % (Up-to-date)
MaShercaTEST 10| ‘ioGate Player 00-08-9B-C6-47-28 & (Update availak
nas |10 00-08-98-C5-A3-01 nf {Up-to-date)
AMNASCAEFIE 10.8.13.56 2.5.0(0224T)  TS-259 Pro+ 00-03-98-C4-EF-38 o (Up-to-date) )
TESTC20BSE 10.8.12.57 1.1.4 (0713T) T5-219P 11 00-08-9B-C3-0B-5E & (Update availak
HASCZAABB 10.8.12.9 3.5.0 (0230T)  MS-2000 O0-08-9B-C2-A8-BB & (Update availak
TS-212 10.8.12.129 3.4.4 (0718T) TS-212 00-08-9B-C0-3B-44 &4 (Update availak
CSDMWE. 10.8.12.102 3.3.2 (6218) MR-10<4 00-08-9B-EE-DD-... % (Mot supportet
CsD-309 1n.8.12.79 2.4.2 (0331T) TS-509 00-02-9B-BE-65-CC 'I.I' (Update availak
TS5459 10.8.12.71 3.5.0 (0220T) T5-459 00-08-98-BD-F7-54 V (Up-to-date) —
Fanm-509 10.8.12.52 35.0 (0215T) TS-509 00-02-98-E0-DE-10 1.5‘ {Up-to-data)
AMNASBDOZAL 10.8.13.58 2.5.0 (0224T) TS-659 00-02-98-B0-92-,,. % (Up-to-date)
P 10.8.13.129 24,3 (0520T) TS-639 00-08-9B-BA-95-82 & (Update availak
HASBATDOS 10.8.12.73 3.5.0 (0215T) TS-639 00-02-9B-BA-95-64 4;? (Up-to-date)
BMW 335 10.8.12.66 2.5.0 (0215T) TS-509 00-02-9B-BA-84-A5 17 (Up-to-date)
Jjaussa09 10.8.13.54 2.5.0(0215T) TS-509 00-02-9-B9-28- 1B i’? (Up-to-date)
CS0-409 10.8.12.112 3.3.0 (092471 TS5-409 00-08-9B-AC-C3-93 ﬂ (Mot supportec 3
Pt B W b T LR B . R B = S E M fCmHOT T AOTm Lo T T T O o T o T e R lrllu-\ E P B -
< =
[ Connect ] [ Configure ] [ Details ] [ Refresh ]
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Login the NAS as an administrator.

Login Administrator [nas]

Adrrinistrator Marne adrmin

Adrninistrator Password ssses

[ Ok, l ’ Cancel ]

Browse and select the firmware for the NAS. Click “Start” to update the system.

Update Firmware

Select the systemn firmware to be installed or updated to the system hard disk,
(=) Path of system firmware image file:
|D:HTS-119_2I]11I]901-3.5. l.img w | [ Browse. .,

Firmware Model: TS-119, Yersion: 3.5.1.
) Automatically update the firmware to the latest version

Server Marne Model Marme | Version MaC Address Pro... | Status
nas TS-119P+ 3.5.1 (083... 00-08-9B-C5-43-01
< A

[w]Update all the servers with the same madel number within the netwaorlk

Start: I ’ Caricel

Note: The NAS servers of the same model on the same LAN can be updated by the Finder at the

same time. Administrator access is required for system update.
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Live Update

Select “Enable live update” to allow the NAS to automatically check if a new firmware version is
available for download from the Internet. If a new firmware is found, you will be notified after logging in
the NAS as an administrator.

Click "CHECK FOR UPDATE" to check if any firmware update is available.

Note that the NAS must be connected to the Internet for these features to work.

Firmware Update {
| FIRMWARE UPDATE | | LIVE UPDATE

Live Update

Status: --

[ CHECK. FOR UPDATE ]

Live Update Setting

After enabling this service, the systerm will automatically check if a newer firrmware wersion is available for download when
logging into the MAS web adminstration.

Enahble live update
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3.12 Restore to Factory Default

To reset all the system settings to default, click "RESET” and then click "OK".

Caution: When “"RESET” is pressed on this page, all the disk data, user accounts, network
_!) shares, and system settings will be cleared and restored to default. Always back up all the
important data and system settings before resetting the NAS.

To reset the NAS by the reset button, see “System Administration” > “Hardware”[6™,

Restore to Factory Default

Restore to Factory Default
To reset all settings to default, click [RESET].

Caution: 'When yvou press [RESET] on this page, all drive data, user accounts, network shares and systemn settings are cleared
and restored to default, Please make sure you have backed up all the important data and system settings before resetting the

MAS,
RESET
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4. Disk Management

Volume Management[8
RAID Management[93
Hard Disk SMART[TT®)
Encrypted File System[1281
iSCsI2d

Virtual Disk[18%

4.1 Volume Management

This page shows the model, size, and current status of the hard drives on the NAS. You can format and
check the hard drives, and scan the bad blocks on the hard drives. When the hard drives have been
formatted, the NAS will create the following default network shares:

e Public: The default network share for file sharing by everyone.

¢ Qdownload/Download*: The network share for Download Station.

e Qmultimedia/Multimedia*: The network share for Multimedia Station.

e Qusb/Usb*: The network share for data copy function using the USB ports.
e Qweb/Web*: The network share for Web Server.

e Qrecordings/Recordings*: The network share for Surveillance Station.

*The default network shares of the TS-x59 and TS-x69 Turbo NAS series are Public, Download,
Multimedia, Usb, Web, and Recordings.

Note: The default network shares of the NAS are created on the first disk volume and the directory
cannot be changed.
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Volume Management

Current Disk Volume Configuration : Physical Disks

Single Disk Velume
Create single disk volume(s).

RAID 10 Disk Velume
(" 4 Cornbine an even nurnber of disks
{minimum 4 disks) to create a disk
valume with data protection.

RAID 6 Disk Volume

Combine 4 or more disks to create a

disk valume with data protection (2
failed disks are allowed).

a4

RAID 1 Mirroring Disk Volume
Create mirraring disk volumeis).

JBOD Linear Disk Volume
Create one linear disk volume.

RAID 0 Striping Disk Volume
Create one striping disk valume.

RAID 5 Disk Velume

Combine 3 or more disks to create a
disk valume with data protection (1
failed disk is allowed).

Disk Model Capacity Status gzgf"’c"s m':xﬁm
Drive 1 Hitachi HDT725032VLA360 V540 298.09 GB Ready GOOD
Drive 2 Seagate STI250620A5 344 232.89 GB Ready GOOD
Drive 3 Seagate STI250620A5 3.44 232.89 GB Ready GOOD
Drive 4 - = Mo Disk _' SCAN HOW
Dtive 5 - = Mo Disk _' SCAN NOW |

Mote that ifyou are gaing ta install a hard drive {new ar used) which has never been installed on the MAS hefore, the hard drive will be formatted and parditioned
automatically and all the disk data will be cleared.

Disk

Configuration

Applied NAS Models

Single disk volume

All models

RAID 1, JBOD (just a bunch of disks)

2-drive models or above

RAID 5, RAID 6, RAID 5+hot spare

4-drive models or above

RAID 6+hot spare 5-drive models or above
RAID 10 4-drive models or above
RAID 10+hot spare 5-drive models or above
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Single Disk Volume

Each hard drive is used as a standalone disk.
If a hard drive is damaged, all the data will be
lost.

JBOD (Just a bunch of disks)

JBOD is a collection of hard drives that does
not offer any RAID protection. The data are
written to the physical disks sequentially. The
total storage capacity is equal to the sum of
the capacity of all member hard drives.

JBOD

Disk 1 Disk 2

RAID 0 Striping Disk Volume

RAID 0 (striping disk) combines 2 or more
hard drives into one larger volume. The data
is written to the hard drive without any parity
information and no redundancy is offered.
The total storage capacity of a RAID 0 disk
volume is equal to the sum of the capacity of
all member hard drives.

RAID O
striping

Block Al
Block A3
Block A5
Block A7
Disk 1

Block A2
Block A4
Block A6
Block A8
Disk 2

RAID 1 Mirroring Disk Volume

RAID 1 duplicates the data between two hard
drives to provide disk mirroring. To create a
RAID 1 array, a minimum of 2 hard drives are
required.

The storage capacity of a RAID 1 disk volume

is equal to the size of the smallest hard drive.

RAID 1

mirroring

Block Al
Block A2

Block Al
Block A2
Block A3
Block A4
Disk 2

Block A3
Block A4
Disk 1

O

1




RAID 5 Disk Volume

The data are striped across all the hard drives
in @ RAID 5 array. The parity information is
distributed and stored across each hard drive.
If a member hard drive fails, the array enters
degraded mode. After installing a new hard
drive to replace the failed one, the data can
be rebuilt from other member drives that
contain the parity information.

To create a RAID 5 disk volume, a minimum
of 3 hard drives are required.

The storage capacity of a RAID 5 array is
equal to (N-1) * (size of smallest hard drive).

N is the number of hard drives in the array.

RAID 5

parity across disks

Block Al
Block B1

i

Disk 1

Block A2
Block B2

Block A3

Block D1
Disk 2

Block D2
Disk 3

e
HE3-

Block B3

Block D3

Disk 4

=

RAID 6 Disk Volume

The data are striped across all the hard drives
in a RAID 6 array. RAID 6 differs from RAID 5
that a second set of parity information is
stored across the member drives in the array.
It tolerates failure of two hard drives.

To create a RAID 6 disk volume, a minimum
of 4 hard drives are required. The storage
capacity of a RAID 6 array is equal to (N-2) *
(size of smallest hard drive). N is the number
of hard drives in the array.

RAID 6

parity across disks

Block Al
Block B1

{0
L

Disk 1

Block A2

Parity Bg Parity Bp

Block D1
Disk 2

Block D2
Disk 3

kL
HE

Block B2

Disk 4

RAID 10 Disk Volume

RAID 10 combines four or more disks in a
way that protects data against loss of non-
adjacent disks. It provides security by
mirroring all data on a secondary set of disks
while using striping across each set of disks to
speed up data transfers.

RAID 10 requires an even number of hard
drives (minimum 4 hard drives). The storage
capacity of RAID 10 disk volume is equal to
(size of the smallest capacity disk in the
array) * N/2. N is the number of hard drives
in the volume.

RAID 10

RAID O

RAID 1

Disk 2

Disk 3
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4.2 RAID Management

*Online RAID capacity expansion, online RAID level migration, and RAID recovery are not supported
by one-bay NAS models, TS-210, and TS-212.

You can perform online RAID capacity expansion (RAID 1, 5, 6, 10) and online RAID level migration
(single disk, RAID 1, 5, 10), add a hard drive member to a RAID 5, 6, or 10 configuration, configure a
spare hard drive (RAID 5, 6, 10) with the data retained, enable Bitmap, and recover a RAID

configuration on this page.
To expand the storage capacity of a RAID 10 volume, you can perform online RAID capacity expansion

or add an even number of hard disk drives to the volume.

RAID Management

This function enables capacity expansion, RAID configuration migration ar spare drive configuration with the ariginal drive data reserved.
Mote: Make sure you have read the instructions carefully and you fully understand the correct operation procedure before using this function.

Current Disk Yolume Configuration

(?

Yolume Total Size Bitmap Status Description
— 4 s - The operation{s) you can execute:
CIMirraring Disk Yolume: Drive 1 2 14524 GB Mo Ready s - Expand capacity

| | recover |

Y

| EXPAND CAPACITY | | ADD HARD DRIVE | | MIGRATE | | CONFIGURE SPARE DRIVE | | BITMAP
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Expand Capacity (Online RAID Capacity Expansion)

Scenario

You bought four 250GB hard drives for initial setup of a TS-509 Pro NAS and configured RAID 5 disk
configuration with the four hard drives.

A half year later, the data size of the department has largely increased to 1.5TB. In other words, the

storage capacity of the NAS is running out of use. At the same time, the price of 1TB hard drives has
dropped to a large extent.

STEF 2. = STEPS,
P,

STEP 1. ~

Replace the drive 1,2, 3, 4

Logical Volume
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Operation procedure

In “Disk Management” > “"RAID Management”, select the disk volume for expansion and click "EXPAND
CAPACITY".

Home» Disk Hanspomests» RAL Hanagement
] Ovwndbew
(3 System Asiniszation RAID Management 2

This funclion enabies capaaty espansion, RAID confqurabon migralion or Spane deive configuration with T original dive daka reserved
Hots: Maiy sure you have resd e insinedions cansialy and you Slly undestand T Comed operation roceduns befons using Tis funcion

Currest Disk Voluma Configematon

 Volume " Total Size Bitmap  Sistus  Descripticn
P The cperalions] you can exsomde.
cagaaty

[F RACE DRk Volume: De 12345 || 0215608 Yes Ready - gdhard e
T ] - Migrabe

EXPAND CAPACITY Il AD{ HARD DRIVE || MIGRATE || COMFIGURE SPARE DRIVE || DESABLE BTMAP || RECOVER

Foof detaiad nglruchosns, pigase oo b

Click “Change” for the first hard drive to be replaced. Follow the instructions to proceed.

RAID Management - Expand capacity 7]
Salect the drive to add

Disk  Model Capacity Status Description

Ome1 | WDCWD2S00MKS-00WYAIZ0 2128968 Ready Wou can replace this drive.
| Dmve 2 WDC WD25004AKS-00VYA120 232 33GE Reaty You can replace this drive.
Iﬁl:-!;t;;_- WD WD2B00ARKS-DOVYAT2 0 2I2BOGB Reagy You can replace this dive.
[DMeE | WDCWD2S00AKS-0OVYATZD 328908 Reacy [ Change | You can replace this drive.
"Dme®  WDC WDZS00AAKS-00VYAIZO 23280G8 Ready _Change | You can replace this dive.

Target Disk Volume: RAID 5 Disk Volume: Dme 12345

EXPAND CAPACITY [ uc1c|

Tip: After replacing the hard drive, the description field shows “You can replace this drive”. This means
you can replace the hard drive to a larger one or skip this step if the hard drives have been replaced
already.

4 Caution: When the hard drive synchronization is in process, do NOT turn off the NAS or plug
\') in or unplug the hard disk drives.
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When the description displays “Please remove this drive”, remove the hard drive from the NAS. Wait
for the NAS to beep twice after removing the hard drive.

RAID Management - Expand capacity 7

Seledt e dive o add

Model Capacity Status Descripon |
Dirive 1 WDC WD 2S00AAKS-00VYA120 23289G8 Ready [ cancel ||Piease remove the drive
Detve 2 WOC WD2500ARKS-00VYA12 0 2328968 Ready Th:’;‘ﬂﬁ:':ﬂ:::”“ e

-'I:I_'h';!-___ WOE WD2 A12.0 232 89GE Ruady Mo aperation can be sxscidid on this y |

driol oF thie drive i5 Busy |
No operalion can be executed on this |
drive or the drive is busy a

& M 1 B aoiited on thi
Drtve 5 WDC WD25004AKS-D0VYAT2.0 23289GB Ready ;ﬂ?'ﬁ.é‘i‘i:‘.gi::, ke

Drive 4 WD WD2S00AMKS-00VYAIZ 0 2328968 Ready

Target Disk Volume: RAID 5 Disk Volume: Drive 12345

_ EXPAND CAPACITY | | BACK |

When the description displays “Please insert the new drive”, plug in the new hard drive to the drive slot.

RAID Management - Expand capacity 0
Select the drive 1o add

| Disk Model Capacity Status Description

Eﬂﬂu‘l |= - Mo Disk IHuasa imsert the new dive I

DrveZ WDC WD25004AKS-00VYAIZO 2128968 Ready e e it e
D3 \DC WD2500AAKS-0OVYA1Z O 2328068 Ready g::‘;‘xmg:::m“ it
.._.D_r.'u.._._:._.... - — 21289G8 Ready ;;:‘:ﬁr;mr::emﬁ::mm an iz ;

Drive 5 WOC WD S00AMKS-00VYATZ 0 277 BOGE Ready Mo operation can be execuled on this ;

TR T .

Target Disk Volume: RAID & Disk Volurme: Dive 2345

| Expamn capacmy | | Back |
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After plugging in the hard drive, wait for the NAS to beep. The system will start rebuilding.

Status

Description

= Rebuilding...

(0%)

"o operation can be executed on this

drive or the drive is busy

2= Rebuilding...
= Rebuilding..
2= Rebuilding..

2 & Rebuilding..

(0%)

. (0%)
- (0%)

. (0%)

Mo operation can be executed on this
drive aor the drive is busy

Mo operation can be executed on this

drive or the drive is busy

Mo operation can be executed on this

drive or the drive is busy

Mo aperation can be executed on this

drive ar the drive is busy

After rebuilding has completed, repeat the steps above to replace other hard drives.

Select the drive 1o add

P CPP————

RAID Management - Expand capacity

Target Disk Volume: RAID 5 Disk Volume: Dive 12345

Capacity Status Description
| Dme 1 Hitachi HDST210 10KLAZ20 GIAD 83151 G8 Ready [(Change | You can replace this drive.
"Ome2 | WOC WDZS00AMKS-00VYAI20 2328068 Reaty [ change | [¥ou can replace this anive.
D3 Do WD2500AAKS-00VYAT2O0 23289GB Ready [ Chiange | You can replace this drve.
Tome s WOC WD2500AAKS-00VYA120 2328268 Ready [ Cnange | You can replace this drive.
Die5 | WDCWDZS00AAKS-00VYATZO 23289G8 Ready [Change | You can replace this drive.

EXPAMD CAPACITY | | BACK |
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After changing the hard drives and disk rebuilding has completed, click "EXPAND CAPACITY” to execute
RAID capacity expansion.

RAID Management e

This function enatdes capacity expangion, RAID configuration migration or spare drive configuration with the original drive data reserved,
Mote: Make sure you have read the instructions carefully and you fully understand the comed operation procedure before using this funcion.

| Current Disk Volume Configuration

Volume Total Size Bitmap Status  Description
L Loind i

e ————————— The oparalionis) vou can execute:
I_-ﬁl Rﬁqﬁ;ﬁ:ﬁ“ﬁumﬁm 12345 E 91396 GB Yes Ready e e

l EXPAND CAPACITY !l'nm HARD DRIVE | | MIGRATE | | COMFIGURE SPARE DRIVE | | BITMAP | | RECOVER

|Fnr detailed instructions, please click hare,

Click "OK"” to proceed.

The NAS beeps and starts to expand the capacity.

RAID Management - Expand capacity =
Selbect the drive 10 20d

Disk Madel Capacity Status Description
f Dirive 1 Hitachi HDST21010KLAZI0 GRAD 831.51G8 Ready #': Processing..
s i
I[ Dirive 2 Hitachl HDST21010KLAZI0 GKAD 9115168 Ready %% Processing.

Dirrve 3 Hitachi HOST21010KLAZI0 GKAD 3151 GB Ready #*: Processing

Dirive 4 Htachi HDST21010KLA230 GEAD 931.51Ga Ready "‘ Frocessing.
[PE—— :

Dirive & Hitachi HOST21010KLAZ30 GKAD 93151G8 Ready #: Processing.
Target Disk Volume: RAID 5 Disk Volume: Diee 12345 You can expand the disk volume capacity 1o approximately 3726 GE

EXPAND CAPACITY | | BACK |
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The process may take from hours to tens of hours to finish depending on the drive size. Please wait
patiently for the process to finish. Do NOT turn off the power of the NAS.

Current isk Volume Configuration: Physical Disks

Disk Model  Capachy i g;__':“"“"' el
e Hitachi HD5721010KLA30 GKAD 9315168 Ready [ SCANNOW |  GOOD
| Drve2  Hitachi HDST21010KLAI30 GKAD 93151 B Ready SCANNOW | 600D
| Drrive 3 Hitachi HD5T21010KLA330 GKAD 935168 Ready _SCAN NOW GOOD
Inmu Hitachi HD5721010KLA330 GKAO oo .Raam [ NOW |  GooD
| a5 | Heach HDST21010KLAT30 GKAD o1s168 Ready | SCANNOW | | 600D

Volume "File System " Total Sire Free Size Status

37260468 33153568 Ready |

After RAID capacity expansion has finished, the new capacity is shown and the status is "Ready”. You
can start to use the NAS. (In the example you have 3.7TB logical volume.)

RAID Management &

This function enables capadty expansion, RAID configurabion migration of spare drivé configuralion with the orginal drive data résened,
Mote: Kake sure you have read the instructions carefully and you fully understand the correct operation procedure before using this function,

Current Disk Volume Configuration

Volume " Total Size Bitmap  Status  Description

T T =T A e Tl'll‘ operation(s]) you can execule;
| RADS5DiskVolume: Drive 12345 | 372604 GB  Yes Aol | e
: | pan ity

I EXPAND CAPACITY ‘ l ADD HARD DRIVE MIGRATE COMFIGURE 5PARE DRIVE EITMAP RECOVER

For detailed instrucions, please click hara.

Tip: If the description still shows “You can replace this hard drive” and the status of the drive volume
says “"Ready”, it means the RAID volume is still expandable.
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Migrate (Online RAID Level Migration)

During the initial setup of the TS-509 Pro, you bought a 1TB hard drive and configured it as single disk.
The TS-509 Pro is used as a file server for data sharing among the departments.

After a half year, more and more important data are saved on the TS-509 Pro. There is a rising
concern for hard drive damage and data loss. Therefore, you planned to upgrade the disk configuration
to RAID 5.

You can install one hard drive for setting up the TS-509 Pro and upgrade the RAID level of the NAS with
online RAID level migration in the future. The migration process can be done without turning off the
NAS. All the data will be retained.

You can do the following with online RAID level migration:

e Migrate the system from single disk to RAID 1, RAID 5, RAID 6 or RAID 10
e Migrate the system from RAID 1 to RAID 5, RAID 6 or RAID 10

e Migrate the system from RAID 5 with 3 hard drives to RAID 6

STEP 1. STEP 2, STEFP 3. ~ STEP 5.

RAID
Migration

Single Disk Add New Disks Single Disk to RAIDS

3TB
(RAID 5)

You need to:

e Prepare a hard drive of the same or larger capacity as an existing drive in the RAID configuration.

e Execute RAID level migration (migrate the system from single disk mode to RAID 5 with 4 hard
drives).
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Go to "Disk Management” > “Volume Management”. The current disk volume configuration displayed on
the page is single disk (the capacity is 1TB).

Current Disk Violume Configuration: Physical Disks

Drive 1 Hitachi HDS721010KLA330 GKAD 9315168 . Ready [m | GOOD | |
Dve2 s -_Nul:isk | scanvow i. f|
Drive 3 - - Mo Disk SEAHMW - |
Drive 4 = - Mo Disk | SCAN HOW - |
Drives - - MoDisk | SCAMNOW | — |

Current Disk Violume Configuration: Logical Volumes

‘Volume File System Total Size Free Size Status

Single Disk: Drive 1 EXT3 031.51GE 52468 GB Ready

[ FormaT Now | [ cHECK noW | mmr.m:rw
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Plug in the new 1TB hard drives to drive slots 2, 3, 4 and 5 of NAS. The NAS will detect the new hard
drives. The status of the new hard drives is "Unmounted”.

Cturrent Disk Volume Configuration: Physical Disks

Drive1  Hitachi HDS721010KLA330 GKAC 83151 GB Ready 600D
Reaty

Drive 2 Hitachi HDSTZ1010KLA330 GKAD 1.51G8

Dirive 3 Hitachi HDST210 10KLA330 GRAD 831.51 GB

(W)  coon

Ready
Drive 4 Hitachi HD5T21010KLAZ30 GKAD 931.51 GB Ready SCAN NOW GOOD
Ready

(Samwow]  cooo

Drive 5 Hitachi HDST21010KLA330 GKAD 931.51G8

Current Disk Volumea Configuration: Logical Volumeas

Total Size Free Size Status
93151G8 52463 CB Ready

[ FoRMAT NOW | [ cHECK MOW || REMOVE HOW |

e - = ] Unmounted

[ FormaT Now | | mnm]l?zmzm |

& Disk 3 EXT2 = - Unmounted

[ FoRMAT Now | [~ cHiECK Now | " REMOVE NOW |
[Sngevakomes om - - [ Cormounea
[ FormaT Now | [“cHEck wow ||| REMOVE Now |

WEEME EXT2 - = | Unmourted

[ FoRMAT Now | [ cHECK Mo ]Irnr_mu.rl-: oW |

102



Go to "Disk Management” > “"RAID Management”, select the drive configuration for migration and click
“Migrate”.

OoONAP

= [ System Adminisirabon RAID Management 7]

" 3 Volume Mansgeenet This kmchion sepbies capachy RAID corilg grabion or Spare drive coniguralion Wil the criginal arve data
[35 RAlD tana geene | e

Mot: Maiks Sire you have read B instruckions caredslly and you fully e Comect operation procedare Balons using this

Tiquiabon

[ Access Right : 5 Sing | iﬁ.ﬂﬂﬂ - Ryad 'I_'Mopcr-lﬂuﬂ'llmmtw.lr
(2] Hetwork Senaces -
Y N operation can be executed fof this drive
O Appiicatona B = Unmourted i
m 3 " Hio nperabon Can b gr8cuond dor s deg
& [ Edemal Device 1 Single Dik Divew 3 = Dol | o 2t i,
3 System Stalus — -
His BpRaban Can bis Soboubld 12 This &
{2 Single Disk: Drive 4 - - Linrmourind mﬂmm
7) Singls Disk Drive 5 s o mmmumumn:m

EXPAMD CAPROITY | | ADD HARD DRIVE COMFIGURE SPARE DRIVE BITHAP RECOVER

Fior caladed sdinaions, please choe e,

| BONAP, A Rights Resered Gy Bue -
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Select one or more available drives and the migration method. The drive capacity after migration is

shown. Click “Migrate”.

RAID Management - Migrate =
Select the drive to add
Available Model Capacity Status I

WD1000FYPS-01ZKE02.0 mis1ce  Reaty
WO000FYPS-01ZKB02.0 931.51G8 Ready |
WD1000FYPS-012KB02 0 9315168 Ready !
el e e

) Single Disk '.rolu b > Fuuﬁ 1 Mirraring Disk Volurme
I @ Single Disk Volume -~ RAID 5 Disk Volume |

™ Single Disk Volume - RAID & Disk volume

Disk Volume, The

e
MIGRATE BACK |

Target Disk Volume: Single Disk: Orive 4 The drive cenfiguration is about te be configured as
capacity is approximately 3726 GB

Note that all the data on the selected hard drive will be cleared. Click "OK” to confirm.
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When migration is in process, the required time and total drive capacity after migration are shown in

the description field.

liguration: Physhc

.Dﬂﬂl 1 . Hitachi HDS721010KLA330 GEAD 93151 GB Rixady SCAN HOW GO
Dirive 2 Hitachi HDST21010KLA330 GHAD 93151 GB Ready GO
Drive3  Hitachi HDST21010KLA330 GKAD 9315168 Ready GOOD
Dirive 4 Hitachi HDST21010KLA330 GHAD 931.51 GB Ready GOOD
Drve5  Hitachi HDST21010KLA330 GKAD 9315168 Ready [ scanwow |  Goop

" Total Size Free Size Status
83151 GB 52468 GB Ready

[ FORMAT NOW | CHECK NOW || REMOVE NOW |

- | Unmiountad

[ FormaT Now | [ check wow || REMOVE Now |

- - Unmounted

[ FORMAT NOW | [ CHECK MOW | | REMOVE NOW

= = Unmounted

[ FormaT wow | [~ check ow || Remove now |

o = Unmounted

[ FORMAT NOW | [ CHECK NOw ]'hm‘E HOW
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The NAS will enter "Read only” mode when migration is in process during 11%-49% to assure the data
of the RAID configuration will be consistent after RAID migration completes.

After migration completes, the new drive configuration (RAID 5) is shown and the status is Ready. You
can start to use the new drive configuration.

RAID Management 0

is function enatles capacity expansion, RAID configuration migration or spare drive configuration with the original drive dala
EsEnEd.

ot Make sure you have read the instructions carefully and you fully understand the comect operation procédure belore using this
nction

Current Disk Volume Conlspuration

| M . Mo operation can be execulad for this drve
s #*2 Migrating...
{2 Single Disk Drive 1 91542 GB T2 Migrating... (2%) o

EXPAHD CAPACITY ADD HARD DRIVE | | MIGRATE CONFIGURE SPARE DRIVE BITMAP RECOVER

FFor defailed instructions, please click here,

The process may take from hours to tens of hours to finish depending on the hard drive size. You can
connect to the web page of the NAS to check the status later.

106



Use Online RAID Capacity Expansion and Online RAID Level Migration

Scenario

You had a tight schedule to set up a file server and an FTP server. However, you had only one 250GB
hard drive. Therefore, you set up the TS-509 Pro with the single disk configuration.

The original plan was to set up a 3TB RAID 5 network data centre with the TS-509 Pro.
You now plan to upgrade the disk configuration of the TS-509 Pro to RAID 5 and expand the total
storage capacity to 3TB with all the original data retained after the hard drives are purchased.

RAID Level Migration (Single to RAID 5) RAID Capacity Expansion (750GB to 3TE)

ATEP A, ATEF L

0

'

0
H((CIE

Execute online RAID level migration to migrate the system from single disk to RAID 5. The total storage
capacity will be 750GB, RAID 5 (with one 250GB hard drive and three 1TB hard drives, the disk usage
will be 250GB*4 for RAID 5). You can refer to the previous step for the operation procedure.

Execute online RAID capacity expansion to replace the 250GB hard drive with a new 1TB hard drive,
and then expand the logical volume from 750GB to 3TB of RAID 5. You can refer to the previous step
for the operation procedure.
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Add a hard drive

Follow the steps below to add a hard drive member to a RAID 5 or RAID 6 disk configuration.

1.
2.

Make sure the status of the RAID 5 or RAID 6 configuration is “Ready”.

Install a hard drive on the NAS. If you have a hard drive which has already been formatted as
single disk volume on the NAS, you can add this hard drive to the RAID 5 or RAID 6
configuration. You are recommended to use hard disk drives of the same storage capacity for the
RAID configuration.

Select the RAID 5 or RAID 6 configuration on the "RAID Management” page and click "ADD HARD
DRIVE".

Select the new hard drive member. The total drive capacity after adding the drive will be shown.
Click “"ADD HARD DRIVE".

All the data on the new hard drive member will be deleted during this process. The data on the
original RAID 5 or RAID 6 configuration will be retained. Click "OK”. The NAS will beep twice.

To add hard drives member to a RAID 10 disk volume, repeat the above steps. Note that you need to
add an even number of hard disk drives to a RAID 10 volume. The storage capacity of the RAID 10

volume will increase upon successful configuration.

This process may take a few hours to tens of hours to complete depending on the number and the size

of the hard drive. Please wait patiently for the process to finish. Do NOT turn off the NAS during this

process. You can use a RAID configuration of larger capacity after the process.
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Configure Spare Drive

You can add a spare drive to or remove a spare drive from a RAID 5, 6, or 10 configuration.

Follow the steps below to use this feature.

1. Make sure the status of the RAID 5, 6, 10 configuration is “Ready”.

2. Install a hard drive on the NAS. If you have a hard drive which has already been formatted as
single disk volume on the NAS, you can configure this hard drive as the spare drive. You are
recommended to use hard disk drives of the same storage capacity for the RAID configuration.

3. Select the RAID volume and click "CONFIGURE SPARE DRIVE".

4. To add a spare drive to the selected configuration, select the hard drive and click "CONFIGURE
SPARE DRIVE”. To remove a spare drive, unselect the spare drive and click "CONFIGURE SPARE
DRIVE".

5. All the data on the selected hard drive will be deleted. Click "OK"” to proceed.

The original data on the RAID 5, 6, or 10 disk volume will be retained. After the configuration

completes, the status of the disk volume will become “Ready”.

A hot spare drive must be removed from the disk volume before executing the following action:
e Online RAID capacity expansion
e Online RAID level migration

e Adding a hard drive member to a RAID 5, RAID 6 or RAID 10 volume
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Bitmap

Bitmap improves the time for RAID rebuilding after an unexpected error, or removing or re-adding a
member hard drive of the RAID configuration. If an array has a bitmap, the member hard drive can be
removed and re-added and only blocks changes since the removal (as recorded in the bitmap) will be
re-synchronized. To use this feature, select a RAID 1, 5, or 6 disk volume and click "ENABLE BITMAP”.

Note: Bitmap support is only available for RAID 1, 5, and 6.

RAID Management L

This function enahles capacity expansion, RAID configuration migration or spare drive configuration with the original drive data reserved.
Hote: Make sure you have read the instructions carefully and you fully understand the correct operation procedure hefare using this
function.

Current Disk Yolume Configuration

Yolume Total Size Bitmap Status Description

The operation{s) you can execute:

(%JRAID 5 Disk Walume: Drive 1 2 3 455 62 GH Mo Ready Lo e

EXPAND CAPACITY || ADD HARD DRIVE | | MIGRATE | | CONFIGURE SPARE DRIVE | [FENABLEBITMAR || RECOVER |

Far detailed instructions, please click here.
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Recover (RAID Recovery)

RAID Recovery: When the NAS is configured as RAID 1, RAID 5, or RAID 6 and any number of hard
drives is uplugged from the NAS accidentally, you can plug in the same hard drives into the same drive

slots and click “"Recover” to recover the volume status from “Not active” to "Degraded mode”.

If the disk volume is configured as RAID 0 or JBOD and one or more of the hard drive members are

disconnected or unplugged, you can plug in the same hard drives into the same drive slots and use this

function to recover the volume status from “Not active” to "Normal”. The disk volume can be used

normally after successful recovery.

Disk volume

Supports RAID recovery

Maximum number of disk removal allowed

recovered to normal after synchronization.

Single No -

JBOD Yes 1 or more
RAID 0 Yes 1 or more
RAID 1 Yes lor2
RAID 5 Yes 2 or more
RAID 6 Yes 3 or more
RAID 10 No -

Note:

e After recovering a RAID 1, RAID 5 or RAID 6 disk volume from not active to degraded mode by
the RAID recovery, you can read or write the volume normally. The volume status will be

e If the disconnected drive member is damaged, the RAID recovery function will not work.
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Standard RAID QNAP RAID 5 Standard RAID QNAP RAID 6
5 6

Degraded mode N-1 N-1 N-1 & N-2 N-1 & N-2

Read Only N/A N-1, bad blocks N/A N-2, bad blocks

Protection (for found in the found in the

immediate data surviving hard surviving hard

backup & hard drives of the drives of the

drive array. array.

replacement)

RAID Recovery N/A If re-plugging in N/A If re- plugging in
all original hard all original hard

(RAID Status: drive to the NAS drives to the NAS

Not Active) and they can be and they can be
spun up, spun up,
identified, identified,
accessed, and accessed, and
the hard drive the hard drive
superblock is not superblock is not
damaged. damaged).

RAID Crash N-2 N-2 failed hard N-3 N-3 and any of

drives and any of
the remaining
hard drives
cannot be spun
up/identified/
accessed.

the remaining
hard drives
cannot be spun
up/identified/
accessed.

N = Number of hard disk drives in the array
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Set/Cancel Global Spare

A global spare drive replaces a failed hard drive in any RAID 1, 5, 6, 10 disk volumes on the NAS
automatically. When the same global spare drive is shared by multiple RAID volumes on the NAS, the

spare drive will replace the first failed drive in a RAID volume.

To set a disk drive as a global spare drive, select the single disk volume and click “Set Global Spare”.
All the disk data will be cleared on the hard drive.

Current Disk Volume Configuration

Disk/ Volume

Total Size Bitmap Status Description
B The operation(s) you can execute:
T - Set global spare
The operation(s) you can execute:
) Mirroring Disk Volume: Drive 1 5 291.94 GB No Ready ety

- Migrate
- Enable Bitmap

| EXPAND CAPACITY | | ADD HARDDRIVE | | MIGRATE | = CONFIGURE SPAREDRIVE | | BITMAP | | RECOVER \

of a RAID disk volume.

Note: The capacity of the global spare drive must be equal to or larger than that of a member drive

To cancel a global spare drive, select the drive and click "Cancel Spare Drive”.

Current Disk Volume Configuration

Disk/ Volume Total Size Bitmap Status Description
— — - = i The operation(s) you can execute:
@ Single Disk: Drive & Global Spare _ Cancel global spare

The operation(s) you can execute:
I Mirroring Disk Volume: Drive 1 5 29194 GB No Ready - Expand capacity

- Enable Bitmap
| EXPAND CAPACITY | | ADD HARD DRIVE | | MIGRATE | | CONFIGURESPAREDRIVE | | BITMAP | | RECOVER | | CANCEL GLOBAL SPARE |
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Further information about RAID management of the NAS:

The NAS supports the following actions according to the number of hard disk drives and disk

configurations supported. Please refer to the following table for the details.

Original Disk

Configuration * No. of
Hard Disk Drives

No. of New Hard
Disk Drives

Action

New Disk
Configuration * No.
of Hard Disk Drives

RAID 5 * 3 1 Add hard drive member RAID 5 * 4
RAID 5 * 3 2 Add hard drive member RAID 5 * 5
RAID 5 * 3 3 Add hard drive member RAID 5 * 6
RAID 5 * 3 4 Add hard drive member RAID 5 * 7
RAID 5 * 3 5 Add hard drive member RAID 5 * 8
RAID 5 * 4 1 Add hard drive member RAID 5 * 5
RAID 5 * 4 2 Add hard drive member RAID 5 * 6
RAID 5 * 4 3 Add hard drive member RAID 5 * 7
RAID 5 * 4 4 Add hard drive member RAID 5 * 8
RAID 5 * 5 1 Add hard drive member RAID 5 * 6
RAID 5 * 5 2 Add hard drive member RAID 5 * 7
RAID 5 * 5 3 Add hard drive member RAID 5 * 8
RAID 5 * 6 1 Add hard drive member RAID 5 * 7
RAID 5 * 6 2 Add hard drive member RAID 5 * 8
RAID 5 * 7 1 Add hard drive member RAID 5 * 8
RAID 6 * 4 1 Add hard drive member RAID 6 * 5
RAID 6 * 4 2 Add hard drive member RAID 6 * 6
RAID 6 * 4 3 Add hard drive member RAID 6 * 7
RAID 6 * 4 4 Add hard drive member RAID 6 * 8
RAID 6 * 5 1 Add hard drive member RAID 6 * 6
RAID 6 * 5 2 Add hard drive member RAID 6 * 7
RAID 6 * 5 3 Add hard drive member RAID 6 * 8
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RAID 6 * 6 Add hard drive member RAID 6 * 7
RAID 6 * 6 Add hard drive member RAID 6 * 8
RAID 6 * 7 Add hard drive member | RAID 6 * 8
RAID 10 * 4 Add hard drive member RAID 10 * 6
RAID 10 * 4 Add hard drive member RAID 10 * 8
RAID 10 * 6 Add hard drive member RAID 10 * 8
Online RAID capacity
RAID 1 * 2 RAID 1 * 2
expansion
Online RAID capacity
RAID 5 * 3 ) RAID 5 * 3
expansion
Online RAID capacity
RAID 5 * 4 RAID 5 * 4
expansion
Online RAID capacity
RAID 5 * 5 RAID 5 * 5
expansion
Online RAID capacity
RAID 5 * 6 RAID 5 * 6
expansion
Online RAID capacity
RAID 5 * 7 ) RAID 5 * 7
expansion
Online RAID capacity
RAID 5 * 8 RAID 5 * 8
expansion
Online RAID capacity
RAID 6 * 4 ) RAID 6 * 4
expansion
Online RAID capacity
RAID 6 * 5 RAID 6 * 5
expansion
Online RAID capacity
RAID 6 * 6 ) RAID 6 * 6
expansion
Online RAID capacity
RAID 6 * 7 RAID 6 * 7
expansion
Online RAID capacity
RAID 6 * 8 ) RAID 6 * 8
expansion
Online RAID capacity
RAID 10 * 4 RAID 10 * 4

expansion
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Online RAID

capacity

RAID 10 * 6 ) RAID 10 * 6
expansion
Online RAID capacity
RAID 10 * 8 ) RAID 10 * 8
expansion
. Online RAID level
Single * 1 ] ) RAID 1 * 2
migration
) Online RAID level
Single * 1 ) ) RAID 5 * 3
migration
. Online RAID level
Single * 1 ] ) RAID 5 * 4
migration
) Online RAID level
Single * 1 ) ) RAID 5 * 5
migration
. Online RAID level
Single * 1 i ) RAID 5 * 6
migration
. Online RAID level
Single * 1 ) ) RAID 5 * 7
migration
. Online RAID level
Single * 1 i ) RAID 5 * 8
migration
. Online RAID level
Single * 1 ) ) RAID 6 * 4
migration
. Online RAID level
Single * 1 i ) RAID 6 * 5
migration
. Online RAID level
Single * 1 RAID 6 * 6
migration
. Online RAID level
Single * 1 i ) RAID 6 * 7
migration
. Online RAID level
Single * 1 RAID 6 * 8
migration
. Online RAID level
Single * 1 i ) RAID 10 * 4
migration
. Online RAID level
Single * 1 RAID 10 * 6
migration
. Online RAID level
Single * 1 RAID 10 * 8
migration
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Online RAID

level

RAID 1 * 2 RAID 5 * 3
migration
Online RAID level

RAID 1 * 2 ) ] RAID 5 * 4
migration
Online RAID level

RAID 1 * 2 RAID 5 * 5
migration
Online RAID level

RAID 1 * 2 RAID 5 * 6
migration
Online RAID level

RAID 1 * 2 RAID 5 * 7
migration
Online RAID level

RAID 1 * 2 ) ] RAID 5 * 8
migration
Online RAID level

RAID 1 * 2 ] ) RAID 6 * 4
migration
Online RAID level

RAID 1 * 2 RAID 6 * 5
migration
Online RAID level

RAID 1 * 2 ] ) RAID 6 * 6
migration
Online RAID level

RAID 1 * 2 RAID 6 * 7
migration
Online RAID level

RAID 1 * 2 ] ) RAID 6 * 8
migration
Online RAID level

RAID 1 * 2 ) ] RAID 10 * 4
migration
Online RAID level

RAID 1 * 2 ] ) RAID 10 * 6
migration
Online RAID level

RAID 1 * 2 ) ] RAID 10 * 8
migration
Online RAID level

RAID 5 * 3 ] ) RAID 6 * 4
migration
Online RAID level

RAID 5 * 3 ) ] RAID 6 * 5
migration
Online RAID level

RAID 5 * 3 ] ) RAID 6 * 6
migration
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RAID 5 * 3

Online RAID level
migration

RAID 6 * 7

RAID 5 * 3

Online RAID level
migration

RAID 6 * 8
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4.3 Hard Disk S.M.A.R.T.

Monitor the hard disk drives (HDD) health, temperature, and the usage status by HDD S.M.A.R.T. (Self-
Monitoring Analysis and Reporting Technology).

The following information of each hard drive on the NAS is available.

Field Description

Summary Display the hard drive S.M.A.R.T. summary and the latest test result.

Hard disk Display the hard drive details, for example, model, serial number, HDD capacity.

information

SMART Display the hard drive S.M.A.R.T. information. Any items that the values are lower

information than the threshold are regarded as abnormal.

Test Perform quick or complete hard drive S.M.A.R.T. test.

Settings Configure temperature alarm. When the hard drive temperature is over the preset
values, the NAS records the error logs.
You can also set the quick and complete test schedule. The latest test result is
shown on the Summary page.

HDD SMART U

Monitor hard disk health, temperature, and usage status by the hard disk S.MAR.T. mechanism.
Select Hard Disk Disk 1 +

SUMMARY || HARD DISK INFORMATION || SMART INFORMATION || TEST || SETTINGS
Summary
Good Hard Disk Model Hitachi Deskstar TTKS00
No errors were detected on the Drive Capacity 293.08GR

hard disk. Your hard disk should
be operating properly.

Hard Drive Health Good

Hard Drive Temperature 44 oC |
Test Time

Test Result Mot tested

119



4.4 Encrypted File System

This feature is not supported by TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-419P, TS-410U,
TS-419U, TS-119P+, TS-219P+, TS-419P+, TS-112, TS-212, TS-412, TS-419U+, TS-412U.

You can manage the encrypted disk volumes on the NAS on this page. Each encrypted disk volume is
locked by a particular key. The encrypted volume can be unlocked by the following methods:

e Encryption Password: Enter the encryption password to unlock the disk volume. The default
password is “admin”. The password must be 8-16 characters long. Symbols (! @ # $ % ™~ & * ( )_+
= ?) are supported.

e Encryption Key File: Upload the encryption file to the NAS to unlock the disk volume. The key can
be downloaded from “Encryption Key Management” page after the disk volume has been unlocked
successfully.

The data encryption functions may not be available in accordance to the legislative restrictions of some
countries.

Disk Volume Encryption Management &

Yolume Total Size Status Action

Mirroring Disk Wolume: Drive 1 2 14524 GB LInlocked [ EMCRYPTION KEY MAHAGEMENT ]
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How to use the data encryption feature on QNAP Turbo NAS

The disk volumes on the NAS can be encrypted with 256-bit AES encryption for data breach protection.
The encrypted disk volumes can only be mounted for normal read/write access with the authorized
password. The encryption feature protects the confidential data from unauthorized access even if the
hard drives or the entire NAS were stolen.

About AES encryption:

In cryptography, the Advanced Encryption Standard (AES) is an encryption standard adopted by the U.
S. government. The standard comprises three block ciphers, AES-128, AES-192 and AES-256 [...]. Each
AES cipher has a 128-bit block size, with key sizes of 128, 192 and 256 bits, respectively. The AES
ciphers have been analyzed extensively and are now used worldwide. (Source: http://en.wikipedia.org/
wiki/Advanced_Encryption_Standard)

The AES volume-based encryption is applicable only to specific QNAP NAS models.
Please refer to the comparison table at: http://www.gnap.com/images/products/comparison/
Comparison_NAS.html

Before you start
Please beware of the following before using the data encryption feature of the NAS.

e The encryption feature of the NAS is volume-based. A volume can be a single disk, a JBOD
configuration, or a RAID array.

e Select whether or not to encrypt a disk volume before it is created on the NAS. In other words, you
will not be able to encrypt a volume after it has been created unless the disk volume is initialized.
Note that initializing a disk volume will clear all the disk data.

e The encryption on the disk volume cannot be removed without initialization. To remove the
encryption on the disk volume, you have to initialize the disk volume and all the data will be
cleared.

e Keep the encryption password or key safe. If you forgot the password or lost the encryption key,
the data cannot be accessed anymore.

e Before you start, read the instructions carefully and strictly adhere to the instructions.
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Activate disk volume encryption on the NAS

Encrypt the disk volume during the NAS installation
Follow the instructions of the Quick Installation Guide (QIG) to initialize the NAS by the web-based
interface. In Step 6 of the quick configuration, select “Yes” for the “Encrypt disk volume” option.

Note: You can execute disk volume encryption by the LCD panel (if available) of the NAS. Please refer
to the QIG for the instructions.

Once you have selected to encrypt the disk volume, the encryption settings will appear.
Step &6
Step 6i6: Select the disk configuration
Note: All drive data will be cleared unless you select not to initialize the hard drives.
Please select the disk configuration for the initialization.
Disk configuration:  sjngle Disk -
File System: EXT4 ~
Total avallable clorage capacity, 464.26 GB

You may selectto use the hard drives as single disk volumes, However,
when a drive failure occurs, all data will be lost
-

T —
Encrypt disk volume:  yo:

Input Encryption Password: |

Verify Encryption Password.

[7 Use Default Value [ Save Encryplion Key

Enter an encryption password, which will be used to unlock the encrypted volume. The encryption
password must be 8-16 characters long and cannot contain spaces ( ). Try to select a long password
which combines alphabets and numbers.
e Use Default Value: Select to use the default encryption password “admin”.
e Save Encryption Key: Save the encryption key on the NAS (this option can be changed later).
» If checked: The NAS will unlock the encrypted disk volume automatically using the saved
password when it starts up.
» If not checked: The encrypted disk volume is locked when the NAS starts up. You have to login
the NAS as an administrator and enter the encryption password to unlock the disk volume.

Then proceed to the next step and finish the NAS installation.
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Create a new encrypted disk volume with new hard drives

If the NAS has been installed, to create a new encrypted disk volume by installing new hard drives on

the NAS, follow the steps below.

1. Install the new hard drive(s) on the NAS.
2. Login the NAS as an administrator. Go to "Disk Management” > “Volume Management”.

3. Select the disk volume you want to configure according to the number of new hard drives installed.

Volume Management

RAID 1 Mirrering Disk Velume

Single Disk Velume
@: Create single diskwolume(s). @ Create mirronng diskwalume(s).
S — 'a

Linear Disk Volume

RAID O Striping Disk Velume
Create one linear disk volume

Create one striping diskvalume.

RAID & Disk Velume

= RAID 5 Disk Velume
Combine 3 or more disks lo creale Combine 4 or more disks lo create
3 diskvolume with data protection a disk volume with data protection

(2 disk crash is allowed)

{1 disk crash is allowed).

4. Select the hard drive(s) for creating the disk volume. In this example, we select to create a single

drive. The procedure applies also to a RAID configuration.

Disk Model Capacity Status
™ Drive?  SAMSUNG HD502HI 1AG0 465.76 0B Ready
W  Drive5  Seagate ST3500320MNS SN16 465.76 6B Ready

File System; _éﬁ-’r -
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5. Select “Yes” for the “Encryption” option and enter the encryption settings.

e o a— = e

' Disk ‘Model Capacity ' status
©  Dive2  SAMSUNG HD50ZHI 1AGO 465.76 6B Ready ‘
W  Dive5  Seagale ST3500320NS SN16 465,76 GB Ready ‘

Paczword ssssssssssss

Verify Encrvption Password: PTPTTITII I

I Use DefaultValue [ Save Encryption Key

File Systern: EXT4 =

6. Then click "CREATE" to create the new encrypted volume. Note that all the data on the selected
drives will be DELETED! Please back up the data before creating the encrypted volume.

All the data and network shares on the disk(s) you
selected will be cleared. The connections to the disk
() will be disconnected. Are you sure 1o continue?

| oK ] || CANCEL ]

You have created a encrypted disk volume on the NAS.
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Verify that disk volume is encrypted

To verify the disk volume is encrypted, login the NAS as an administrator. Go to "Disk Management” >
“Volume Management”.

You will be able to see the encrypted disk volume, with a lock icon in the Status column.
The lock will be open if the encrypted volume has been unlocked. A disk volume without the lock icon in
the Status column is not encrypted.

Current Disk Volums Configuration: Logical Volemes

Frize Size Status

| Fommat wow | [ cueck now | | REmovE How |

‘Single Disk Drive 5 - ExT4 256,58 6B 45679 GB -m

| Fossmat wow | | cueck wow || REMOVE NOW |

125



Behavior of an encrypted volume upon system reboot
In this example, we have two encrypted disk volumes on the NAS.

The first volume (Single Disk Drive 2) has been created with the option "Save Encryption Key” enabled.

The second volume (Single Disk Drive 5) has been created with the option "Save Encryption Key”
disabled.

After restarting the NAS, check the volume status. The first drive has been unlocked and mounted but
the second drive is locked. Since the encryption key is not saved on the second disk volume, you have
to manually enter the encryption password to unlock it.

Current Disk Volume Configuration: Logical Volumes

Volume ' File System ' Total Size

Single Disk Drive 2 EXT4 456.93 GB 456,78 GB Ready s
| FoRMAT Now ] | cHECK Nowr ] REMOVE NOW |
! Single Disk Drive 5 nkngwn = Unmounted &

FORMAT HOW CHECK HOW

REMOVE HOW |

e Saving the key on the NAS will protect you only if your hard drives are stolen. However, there is a
risk of data breach if the entire NAS is stolen as the data is accessible after restarting the NAS.

e If you select not to save the encryption key on the NAS, your NAS will be protected against data
breach even if the entire NAS were stolen. The disadvantage is that you have to unlock the disk
volume manually on each system restart.
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Encryption key management: new password, save encryption key, export encryption key

To manage the encryption key settings, login the NAS as an administrator and go to “Disk
Management” > “Encrypted File System”.

Click "ENCRYPTION KEY MANAGEMENT” on the “Action” column of an unlocked disk volume.

Encryption Key Management 2

Total Sire Status Action

Input Encryption Password ~
Open

Bingle Disk Drive 5 - Locked

You can perform the following actions:

e Change the encryption key

e Save the encryption key on the NAS
e Download the encryption key file

Encryption Key Management
aNAP P y s
YRGS Viliene: [Singhe Désk Walume: Diive 2]

[T Changs Enceyphion Key
7 S Eneryption iy

[T Dowmbaad Encrgpbion Ky File

s

e Change the encryption key:
Input your old encryption password and input the new password. (Note that after the password is
changed, any previously exported keys will not be working anymore. You have to download the
new encryption key if necessary, see below).

e Save Encryption Key:
Save the encryption key on the NAS for automatic unlocking and mounting the encrypted disk
volume when the NAS restarts.

e Download Encryption Key File:
Input the encryption password to download the encryption key file. Downloading the encryption key
file will allow you to save the encryption key in a file. The file is also encrypted and can be used to
unlock a volume, without knowing the real password (see “unlock a disk volume manually” below).
Please save the encryption key file in a secure place!
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Unlock a disk volume manually

To unlock a volume, login the NAS as an administrator. Go to "Disk Management” > “Encrypted File
System”.

You will be able to see your encrypted volumes and their status: locked or unlocked.

Encryption Key Management 2

Volume Total Size Status Action

Single Disk Drive 2 45698 GB Y Unlocked §| EHCRYPTION KEY MANAGEMENT }

Input Encryption Password v

Single Disk Drive 5 — Open

To unlock your volume, you can either input the encryption password, or use the encryption key file
that has been exported previously.

Encryption Key Management 2]

Total Size Status Action

Single Disk Drive 2 45698GB  Unlocked | ENCRYPTION KEY MANAGEMENT ]'

Input Encryption Password -

(open)

Single Disk: Drive 5 = Locked

Upkad Encryption Key Fle -

If the encryption password or the key file is correct, the volume will be unlocked and become available.

Total Size
Single Disk Drive 2 456,92 GB Unlacked [ ENCRYPTION KEY MAMAGEMENT ]
Singls Disk: Diive 5 455,98 GB Unlocked [ ENCRYPTION KEY MANAGEMENT |
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4.5 iSCsSI

Portal Management[i2%
Target Management[14®
Advanced ACL[168

LUN Backupl178

4.5.1 Portal Management

The NAS supports built-in iSCSI (Internet Small Computer System Interface) service for server
clustering and virtualized environments.

iSCSI Configuration

The NAS supports built-in iISCSI service. To use this function, follow the steps below:
1. Install an iSCSI initiator on the computer (Windows PC, Mac, or Linux).
2 Enable iISCSI Target Service on the NAS and create an iSCSI target.
3. Run the iSCSI initiator and connect to the iSCSI target (NAS).
4 After successful logon, format the iSCSI target (disk volume). You can start to use the disk
volume on the NAS as a virtual drive on the computer.

In between the relationship of your computer and the storage device, the computer is called an initiator
because it initiates the connection to the device, which is called a target.

Note: It is suggested NOT to connect to the same iSCSI target with two different clients (iISCSI
initiators) at the same time, because this may lead to data damage or disk damage.
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The description below applies to non Intel-based NAS models running firmware prior to version 3.3.0
and Intel-based NAS models running firmware prior to version 3.2.0 only. If your NAS models are not
listed, please visit http://www.gnap.com for details.

Intel-based NAS TS-x39 series, TS-x59 series, TS-x69 series, TS-509, TS-809,
TS-809 Pro, TS-809U-RP, SS-439 Pro, SS-839 Pro, TS-x59
Pro+, TS-879 Pro, TS-1079 Pro, TS-879U-RP, TS-EC879U-RP,
TS-1279U-RP, TS-EC1279U-RP

Non Intel-based NAS TS-109, TS-209, TS-409, TS-409U, TS-x10, TS-x12, TS-x19
series

Follow the steps below to create iSCSI targets and LUN on the NAS.

A logical unit number (LUN) will be created for each iSCSI target you create. A maximum of 4 targets
and 4 LUNs can be created.

1. Under the tab “iSCSI TARGET LIST”, click “"Create New iSCSI Target”.

ome>> Disk Management> > iSCSI

iSCSI Configuration

| 1sestrareer || 1scstTARGET LIST

iSCSI Target List

i Create New iSCSI Target

2. Enter the target name. Specify the volume on which the iSCSI target will be created on and the
size of the target, also whether or not to pre-allocate the disk space.

Create New iSCSI Target

iSCSI Target Profile

Target Mame: ‘mytarget

iSCal Target IQM: ign.2004-04 com.gnapts-218iscsi.mytarget 8cddio

i5CSI Target LUN

[~ Allocate the disk space now@

Volume: [single Disk: Drive 1 [+ Free Size:913GB

Capacity. -~
J
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3. Enter the CHAP authentication settings (optional) if the NAS is located on a public or untrusted

network. If you enter the user name and password settings under "CHAP” only, only the iSCSI

target authenticates the initiator. In other words, the initiators have to enter the user name and

password to connect to the target.

Mutual CHAP: Turn on this option for two-way authentication between the iSCSI target and the initiator.

The target authenticates the initiator using the first set of user name and password. The initiator

authenticates the target using the “Mutual CHAP” settings.

Field

User name limitation

Password limitation

Use

CHAP

authentication

e The only valid characters are 0-9,
a-z, A-Z
e Maximum length: 256 characters

e The only valid characters are 0-9,
a-z, A-Z
e Maximum length: 12-16

characters
Mutual CHAP e The only valid characters are 0-9, | e The only valid characters are 0-9,
a-z, A-Z, : (colon), . (dot), and - a-z, A-Z, : (colon), . (dot), and -
(dash) (dash)
e Maximum length: 12-16 e Maximum length: 12-16
characters characters
Type
 Mone
~ CHAP
User Mame: (A~Z, a~z, 0~0)
Password (A~Z, a~z, 0~9)
Re-enter Password:
[~ Mutual CHAF
Initiatar Mame: | (A~Z, a~z, 0~3)
(A~Z, a~z, 0~9)
Re-enter Password:
CRC/Checksum (optional)
[~ DataDigest
[ HeaderDigest
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4. Upon successful creation the iSCSI target will be shown on the iISCSI Target List.

iSCSI Configuration

|- l[SCSI TARGET | ‘ ISCSI TARGET LIST

iSCSI Target List

i Create New iSCSI Target

iqn.2004-04.com.qnap:ts-212:iscsi. mytarget.5cddoo 10.00 GB Offfine @

5. Select the option “Enable iSCSI Target Service” under the tab “iSCSI TARGET” and click “Apply”.
The iSCSI target will become ready.

iSCSI Portal
Enable iSCSI Target Service
ISCSI Service Port, ;
[ Enable isMs
iSME Server IF:
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iSCSI Quick Configuration Wizard

The description below applies to non Intel-based NAS models running firmware version 3.3.0 or later

and Intel-based NAS models running firmware version 3.2.0 or later only.

A maximum of 256 iSCSI targets and LUNs can be created. For example, if you create 100 targets on
the NAS, the maximum number of LUNs you can create is 156. Multiple LUNs can be created for each
target. However, the maximum number of concurrent connections to the iSCSI targets supported by
the NAS varies depending on the network infrastructure and the application performance. Too many
concurrent connections may slow down the performance of the NAS.

Follow the steps below to configure the iSCSI target service on the NAS.
1. Under the “Portal Management” tab enable iSCSI target service. Apply the settings.

iSCSI

| PORTAL MANAGEMENT || TARGET MANAGEMENT || ADVANCED ACL (| LUN BACKUP |

iSCSI Portal

Enable iSCSI Target Service
ISCSI Service Port 3 %

[J Enabie isMs

iSME Semnver IF:

2. Go to the “Target Management” tab and create iSCSI targets on the NAS. If you have not created
any iSCSI targets, the Quick Installation Wizard will show up and prompt you to create iSCSI
targets and LUN (Logical unit number). Click "OK".
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3. Select to create an iSCSI target with a mapped LUN, an iSCSI target only, or an iSCSI LUN only.
Click “Next”.

Quick Configuration Wizard

QNRAP iSCSI Quick Configuration Wizard

TURBD MNAS
['want to create

&~ jiscsl Target with a mapped LLIM

" iSCSl Target only
" iSCSILUN ohly

4. Create iSCSI target with a mapped LUN:
Click “Next".

iSCSI Quick Configuration Wizard

DNAR iSCSI Quick Configuration Wizard

TurRED NAS
Thig wizard will guide you through the following settings -
* Create an iSC S target.

* Create an iSCEI LUMN and map it to the target.
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5. Enter the target name and target alias. You may check the options “"Data Digest” and/or “Header

Digest” (optional). These are the parameters that the iSCSI initiator will be verified when it
attempts to connect to the iSCSI target.

iSCSI Quick Configuration Wizard

QNAP Create New iSCSI Target

TURBDO MAS

iISCEl Target Profile

Target Mame:  targetd

iISCEl Target ign.2004-04 com.gnap:ts-
o]t B09:iscsitarget01 Sa000f

TargetAlias:  target

CRCIChecksum (optional)
[T Data Digest
[T Hesader Digest

Step 2 of 6
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6. Enter the CHAP authentication settings. If you enter the user name and password settings under

“Use CHAP authentication” only, only the iSCSI target authenticates the initiator, i.e. the initiators

have to enter the user name and password settings here to access the target.

Mutual CHAP: Enable this option for two-way authentication between the iSCSI target and the initiator.

The target authenticates the initiator using the first set of user name and password. The initiator

authenticates the target using the “Mutual CHAP” settings.

Field

User name limitation

Password limitation

Use CHAP
authentication

The only valid characters are 0-
9, a-z, A-Z
Maximum length: 256 characters

e The only valid characters are 0-9,

a-z, A-Z
Maximum length: 12-16
characters

Mutual CHAP

The only valid characters are 0-9,
a-z, A-Z, : (colon), . (dot), and -
(dash)

Maximum length: 12-16
characters

e The only valid characters are 0-9,

a-z, A-Z, : (colon), . (dot), and -
(dash)

Maximum length: 12-16
characters

iSCSI Quick Configuration Wizard

QNAP

TUuURBDO MNAS

Step 3of B

CHAP Authentication Settings

[ Usge CHAP authentication

Lser Mame:
Password:

Re-enter Password:
v Mutual CHAP

Llser Mame:

Passwiord:

Re-enter Password.

one2345

ddr1 1111
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7. Create an iSCSI LUN.

An iSCSI LUN is a logical volume mapped to the iSCSI target. Select one of the following modes to
allocate the disk space to the LUN:

e Thin Provisioning: Allocate the disk space in a flexible manner. You can allocate the disk space to
the target anytime regardless of the current storage capacity available on the NAS. Over-allocation
is allowed as the storage capacity of the NAS can be expanded by online RAID capacity expansion.

e Instant Allocation: Allocate the disk space to the LUN instantly. This option guarantees the disk
space assigned to the LUN but may take more time to create the LUN.

Enter the name of the LUN and specify the LUN location (disk volume on the NAS). Enter the capacity
for the LUN. Click “Next".

iSCSI Quick Configuration Wizard

(m ]\ == Create an iSCSI LUN

TURBDO NAS

LUM Allocation: & Thin-Pravisioning  © Instant Allocation @
LUN Mame: 001 '

LUM Location: |IshareIHDEI_DATA * | Free Size: 281 6GH

Capacit,  —")
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8. Confirm the settings and click “Next”.

iSCSI Quick Configuration Wizard

QNRAP Confirm Settings

TurREBO NAS
Target Name: targetl]

Target IGON: iqn.2004-04 com.gnapits-209iscsitarget0l. 3a0007
Target Alias: target

Data Digest: Yes

Header Digest: Yes

CHAP awthentication: Mo

CHAP Username: one2344a

Mutual CHAP awthentication: Yes

Mutual CHAP Username: ddri1111

LUN Allocation: Thin-Frovisioning
LUN Name: 001 ]

Hlephate BACK m " CANCEL

9. When the target and the LUN have been created, click “Finish”.

iSCSI Quick Configuration Wizard

QNAPR iSCSI Quick Configuration Wizard

TURBD NAS
Created successiullyl

You can perform advance settings at the "TARGET MAMNAGEMENT"
and "ADVARNCE ACL" page.
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10. The target and LUN are shown on the list under the “Target Management” tab.

ISCS] Target List

01 {(Jgn.2004-04_com:ts-239iscsitargetd1.8chocoo) Ready

l— id:0- 001 {1.00 GB) Enabled

Total: 1 | Display niries per page. 4 4
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4.5.2 Target Management

Create iSCSI targets

The description below applies to non Intel-based NAS models running firmware version 3.3.0 or later
and Intel-based NAS models running firmware version 3.2.0 or later only.

You can create multiple LUNs for an iSCSI target. Follow the steps below to create more LUNs for an
iSCSI target.

1. Click “Quick Configuration Wizard” under “Target Management”.

iSCSI

| "F'DRTAL MANAGEMENT ” TARGET MANAGEMENT | | "ADVANEED ACL | | LUN BACKUP

Target Management

I QUICK. CONFIGURATION WIZARD I Quick Configuration Wizard will assist you to create an ISCSI target and LUN.

2. Select "iSCSI LUN only” and click “Next".

Quick Configuration Wizard

QNRAP iSCSI Quick Configuration Wizard

TURBD MNAS
[want to create
 jscal Target with a mapped LUMN
 iSCSl Target only
& JSCSILUN only
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3. Select the allocation method. Enter the name of the LUN, select the LUN directory, and specify the
capacity for the LUN. Click “Next”.

iSCSI Quick Configuration Wizard

QNRAP

TUuREBDO NAS

Step 1 of 4

Create an iSCSI LUN

LUM Allocation: & Thin-Provisioning ¢ Instant Allocation @

LUM Mame: 002

LUM Location: |IshareIHDEl_DATA '~ | Free Sire: 281 6GA

Capacity: (3

J

- GH
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4. Select the target to map the LUN to (optional step).

iSCSI Quick Configuration Wizard

QNAP

TURBD NAS

Step 2 of 4

Map to Target (Optional)

Do not rmap it to a target for now.

o ign.2004-04 com.gnapits- E

a

[ allen
oy target
[ david

80%:iscsia.B3a000f

ign.2004-04 com.gnapits-
20%iscsiallen da0oof

ign.2004-04 com.gnap:ts-
809:iscsitarget01 Ga000f

ign.2004-04 com.gnapits-
808:iscsirrr. 8a000f

[]

BACK m CANCEL

5. Confirm the settings and click “Next”.

iSCSI Quick Configuration Wizard

QNRAP

TUREBDO MNAS

Step 3 of 4

Confirm Settings

LUN Allocation: Thin-Provisioning

LUN Name: 002

LUN Location: fshareiHDB_DATA

LUN Capacity: 1GB

Map to Target: ign.2003-04 com.gnap:ts-309:iscsitargetd] 2a0007

. BACK NEXT CANCEL
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6. When the LUN has been created, click “Finish” to exit the wizard.

iSCSI Quick Configuration Wizard

l:lNFlF' Created successillyl
i You can perform advance settings atthe "TARGET MAMNAGEMENT"
TURBD NAS and "ADWVANCE ACL" page.

Step 4 of 4 FINISH

7. The LUNs created can be mapped to and unmapped from the iSCSI target anytime. You can also

unmap the LUN from a target and map it to another target.

Target Management

[ QUICK CONFIGURATION WIZARD ] Quick Configuration Wizard will a5sist vou to create an ISCSI target and LUN,

IS5l Target List
01 (ign.2004-04.com:ts-239:scsi.targetd 1.8chcsic) Ready
a 02 {iqn.2004-04.comis-239iscsitargetd?. Bchooo) Ready

Total: 2 | Display entries per page. I 4

Un-tapped iSCS! LLUIN List
0 ooz 1GB (4)(2)

003 1 GB [0%] (4)(2)
Total: 2 | Display

entries per page. 4 4
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Item

Status

Description

iSCSI target

Ready The iSCSI target is ready but no initiator has
connected to it yet.
Connected The iSCSI target has been connected by an

initiator.

Disconnected

The iSCSI target has been disconnected.

Offline The iSCSI target has been deactivated and
cannot be connected by the initiator.
LUN Enabled The LUN is active for connection and is visible
to authenticated initiators.
Disabled The LUN is inactive and is invisible to the

initiators.
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Button

Description

E

Deactivate a ready or connected target. Note that the connection from the initiators will

be removed.

Activate an offline target.

®|®

Modify the target settings: target alias, CHAP information, and checksum settings.
Modify the LUN settings: LUN allocation, name, disk volume directory, etc.

Delete an iSCSI target. All the connections will be removed.

Disable an LUN. All the connections will be removed.

Enable an LUN.

CHERSHE

Unmap the LUN from the target. Note that you must disable the LUN first before
unmapping the LUN. When you click this button, the LUN will be moved to “Un-Mapped
iSCSI LUN List”.

®)

Map the LUN to an iSCSI target. This option is only available on the “Un-Mapped iSCSI
LUN List”.

View the connection status of an iSCSI target.

145




Switch LUN mapping
The description below applies to non Intel-based NAS models running firmware version 3.3.0 or later
and Intel-based NAS models running firmware version 3.2.0 or later only.

Follow the steps below to switch the mapping of an iISCSI LUN.

1. Select an iSCSI LUN to unmap from an iSCSI target and click (Disable).

iS5 Target List

[=) 01 an.2004.04.coms-230:iscsitarget01.8chesc) Ready (IN(@)(%)
L ia0- 001 {1.00 GB) Enabled @)

2. Next, click @ (Unmap) to unmap the LUN. The LUN will appear on the Un-Mapped iSCSI LUN List.

Click @ (Map) to map the LUN to another target.

ISCSI Target List

E] 01 (iqn.2004-04.comits-23%iscsitarget01.8cheoe) Ready
L iw0- 001 (1.00 68y Disabled @@

02 (ign.2004-04.com:ts-23%:iscsi targetd2.8cheoc) Ready (I)(=)(x)

Total: 2 | Display 1E|

v entries per page.

Un-Mapped iSCE! LURMN List
O ooz 168 (#)(@)
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3. Select the target to map the LUN to and click “Apply”.

Map LUN to Target - 001

(o allen iqn.2004-04 com.gnapts-809:iscsi.allen.8a00of E

o david ign.2004-04 com.gnap:ts-808:iscsi.rrr.8a000f

[ target iqn.2004-04 com.gnapts-809iscsitargetdl . Sa000f

S

APPLY CANCEL

4. The LUN is mapped to the target.

iSCEl Target List

01 {iqn.2004-04_com:is-2 J0iscsitargetd1.Bchooo)

|— id:0- 002 (1.00 GB)

Ready

Enahled

After creating the iSCSI targets and LUN on the NAS, you can use the iSCSI initiator installed on your

computer (Windows PC, Mac, or Linux) to connect to the iISCSI targets and LUN and use the disk

volumes as the virtual drives on your computer.
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iSCSI LUN capacity expansion

The NAS supports expanding the capacity of an iSCSI LUN. To do so, follow the steps below.

1. Locate an iSCSI LUN on the iSCSI target list in "iSCSI” > “Target Management”. Click .

iSCS|
| “F"DRTAL MANAEEMENT- |J TARGET MANAGEMENT ‘ | “AD'\:'ANEED ACL | | LUN BAEKUP-

Target Management

[ QUICK CONFIGURATION WIZARD ] CQuick Configuration Wizard will assist you to create an ISCSI target and LN,

i3CEl Target List

a (ign.2004-04.com.gqnap:ts-119pplus:iscsi.a.chaiot) Ready
(=] b (iqn.2004-04.com.qnapts-119pplusiscsib.c5a301) Ready @
|: id:0-1¢1.00 GB) Enabled
id:1-2(1.00GHE) Enahled

entries per page. M 4
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2. Use the slide bar to specify the capacity of the LUN or enter the capacity in the field. Note that the
LUN capacity can be increased many times up to the maximum limit but cannot be decreased.

Type of LUN allocation Maximum LUN capacity
Thin Provisioning 32TB
Instant Allocation Free size available on the disk volume

Modify an iSCSI LUN

LU Allocation: & Thin Pravisioning @
Instant Allocation

LUMN Mame: 2

LUM Location: - Single Disk: Drive 1
Free Size: 408.19 GB

LUN Serial 7184c7aa-2142-4d0e-aale-0625f0e077a2
Murmber:

Capacity:

APPLY CANCEL

3. Click “Apply” to save the settings.

Note: An iSCSI LUN must be mapped to an iSCSI target before increasing the capacity.
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Optimize iSCSI performance

In the environments that require high performance storage, such as virtualization, users are
recommended to do the following to optimize the iISCSI and NAS hard disks performance:

Use instant allocation
When creating an iSCSI LUN, select “Instant Allocation” to achieve slightly higher iSCSI performance.
However, the benefits of thin provisioning will be lost.

i5CS5l Quick Configuration Wizard

(m ] =]= Create an iSCSI LUN

TURBDO MNAS

LUN Allocation: &) 1hin Provicinning

'@ |nstant Allocation

LUN Name: mylun

LUNLocation: | D) 6 Disk Volume: Drive 347 8 9 [=]
Free Size: 341.19 GB

Capacity: A

150



Create multiple LUNs

Create multiple LUNs according to the processor number of the NAS. The information can be checked in
“System Status” > “Resource Monitor”. If the NAS has four processors, it is advised to create four or
more LUNs to optimize the iSCSI performance.

Resource Monitor

| CPU USAGE || MEMORY USAGE || DISK USAGE || BANDWIDTH USAGE | PROCESS |

CPU (Hyper-Threading)

100%, 100%

£0% 50%

[=]
*
L
=]
#

100%; 100%
0% 1 0% “
0% 0% u

Use different LUNs for heavy load applications

Spread the applications such as database and virtual machines that need high Read/Write performance
on different LUNs. For example, if there are two virtual machines which read and write data intensively
on the LUNSs, it is recommended to create two LUNs on the NAS so that the VM workloads can be
efficiently distributed.
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4.5.2.1 Connect to the iSCSI targets by Microsoft iSCSI Initiator on Windows

Before you start to use the iISCSI target service, make sure you have created an iSCSI target with a
LUN on the NAS and installed the correct iSCSI initiator for your OS.

iSCSI initiator on Windows

Microsoft iISCSI Software Initiator v2.07 is an official application for Windows OS 2003, XP, and 2000 to
allow users to implement an external iISCSI storage array over the network. If you are using Windows
Vista or Windows Server 2008, Microsoft iSCSI Software Initiator is included. For more information and
the download location, visit:
http://www.microsoft.com/downloads/details.aspx?familyid=12cb3cla-15d6-4585-b385-
befd1319f825&displaylang=en

Start iISCSI initiator from “Control Panel” > “Administrative Tools”. Under the “Discovery” tab click “Add

Portal”. Enter the NAS IP and the port number for the iISCSI service.

1SCSI Initiator Properties

p 1
=| Discover Target Portal |i|

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button,

| TP address or DNS name: Port: (Default is 3260.)
ol |192.168.0.10 3260
Advanced. .. [ 0K | [ Cancel
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The available iSCSI targets and their status will then be shown under the “Targets” tab. Select the
target you wish to connect then click "Connect”.

Initi y

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Cornect
To discover and log on to a target using a basic cornection, type the IP address or
DNS name of the target and then dick Quick Conmect.

Target: Queck Coninect. ,. i
Discovered targets

MName Status

igri. 2004-04. com:NAS:iSCSL lun 1.B927AD Conrected

igm. 2004-04. com:NAS:SCSL. mytarget. 892740 Inactive

To connect using advanced options, select a target and then |
dick Connect.

To completely disconnect a target, select the target and Eigconnact:
then dids Disconnect.

For target properties, induding configuration of sessions, Properties.
select the target and dick Properties. _

For configuration of devices assodated with a target, select
the target and then dick Devices. _
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You may click “Advanced” to specify the logon information if you have configured the authentication
otherwise simply click "OK” to continue.

Target name:

igm..200 ccom:MAS:HSCSI.mytarget.B927AD
Add this connection to the list of Favarite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

["] Enable multi-path

]

Upon successful logon, the status of the target now shows “Connected”.

r.

Mame Status
igr. 2004-04, com:MAS:SCSLLIun1.B927AD Connected
ign. 2004-04, com:MAS:SCSL.mytarget. B9 27AD w
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After the target has been connected Windows will detect its presence and treat it as if a new hard disk
drive has been added which needs to be initialized and formatted before we can use it. Right click "My
Computer” > “Manage” to open the "Computer Management” window then go to "Disk Management”

and a window should pop up automatically asking whether you want to initialize the newly found hard
drive. Click "OK” then format this drive as normally you would when adding a new disk.

v
i Computer Management

File Achion View Help

F] System Tools

Task Scheduler

£= Disk Management

ServicecEnd Applcation:

kd £ &' g

4 Computer Management (Local

=]
=]
m

File Systerm | Status

You must initialize a disk before Logical Disk Manager can access it.
Select disks:

Basic MNTFS Healthy [Systern, Boot, Page File, Active, C
Basic NTF3 Healthy [Primary Partition
Basic MIF3 Healthy (Logical Dnve

asic  MTFS Healthy (Primary Partition

(i Dhekc 3

Lize the following partition shyle forthe selected disks:

@ MBR (Master Boot Recond)
) GPT GUID Partition Table)

MNote: The GPT pariition style is not recognized by all previous versions of
Windows. it is recommended for diske lamgerthan 2TE, or disks used on
kanium-based computers.

[ ok ||l canca
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After disk initialization and formatting, the new drive is attached to your PC. You can now use this iSCSI
target as a regular disk partition.

File Action \iew Help

e | EHERX S q

&/ Computer Management (Local
4 [[} System Tools
+ () Task Scheduler
b @ EventViewer
» @i Shared Folders
p & Local Users and Groups
b (% Peformance
i=p Device Manager
4 U8 Storage
= Disk Management
» D Services and Applications

Volume I Layout | Type | File Systuml Status
= (C) Simple Basic NTF5 Healthy (System, Boot, Page File, Activ
Ca 230G-0 (Dx) Simple Basic NTFS Healthy (Primary Partition]
i 250G-1 (E:) Simple Basic MNTFS Healthy (Logical Dirnee)

ISCS LUNT (G Simple Basic MNTFS He i
= o My i5C5I Target (F:) Simple Basic NTF5 Healthy (Frimary Partition

Fif k

L4Disk 0 ]

Basic 2530G-0 (0x) 250G-1 (E)

23289 GB 50.00 GB MTFS 182.88 GB NTFS

Online Healthy (Primary Partition’ J | Healthy [Logical Drive)

iDisk 1 S —
Basic (C:)

465.76 GE 465.76 GB NTFS

Online Healthy (Systern, Boot, Page File, Active, Crash Dump, Primary
C4Disk 2 = |
Basic ISCSI_LUNIL (G:)

2048.00 GB 204800 GB NTFS

Online Healthy (Primary Partition)

Basic My iSCSI Target (F) 77

10.00 GB 10,00 GE NTFS A

Online

Healthy (Primary Partition)

B Unallocated [l Primary partition | Edended partition [ Free space [} Logical drive
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4.5.2.2 Connect to the iSCSI targets by Xtend SAN iSCSI Initiator on Mac OS

This section shows you how to use Xtend SAN iSCSI Initiator on Mac OS to add the iSCSI target (QNAP
NAS) as an extra partition. Before you start to use the iSCSI target service, make sure you have
created an iSCSI target with a LUN on the NAS and installed the correct iSCSI initiator for your OS.

About Xtend SAN iSCSI initiator

ATTO's Xtend SAN iSCSI Initiator for Mac OS X allows Mac users to utilize and benefit from iSCSI. It is
compatible with Mac OS X 10.4.x to 10.6.x. For more information, please visit:
http://www.attotech.com/products/product.php?sku=INIT-MACO0-001

After installing Xtend SAN iSCSI initiator, you can find it in “"Applications”.

-

¥ DEVICES N - .
2l Macintosh HD (& iwork '09 » X
E ipisk @ jDownloader  Xtend_SAN...tallLog.log
i » [}l = xomodo Edit
L4 VMware Fusion 2 & mail
¥ SHARED & Microsoft Messenger
B 17217215 & || 3 Movist
E 172.17.22.93 & |} & Nally
I v &0 Notes
B samen (L] Paragon NTFS for Mac OS X+ Mame Xtend SAN
" B Photo Booth Kind Application
= samea)L
: % Preview Size 1.9 MB on disk
B DuousAmEA) (2] @ QuickTime Player Created 5/31/10 12:24 PM
I 2593270K(AFR) @ safari Modified 5/31/10 12:24 PM
@ A B screenFlow Last opened Today 3:10 PM
Version 3.25
Skype
¥ PLACES Q9
Il Deskiop . Stickies (Moreinfo... )
. (@ stuffie " —
IR G e
L B TeamViewer
[} Documents 7 Textedit
(5 oropbox @ Time Machine
¥ SEARCH FOR L @ Utllitles. ¥y
(D) Today + BY vMmware Fusion 2
e * [ Xtend SAN LT 1 i
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Click the “Discover Targets” tab, you can either choose “Discover by DNS/IP” or “Discover by iSNS”

according to the network topology. In this example, we will use the IP address to discover the iSCSI
targets.

B

Hosts

! Initiator - Discaver Targets-|

(_ Discover by DNS/IP )  (_ Discover by iSNS )

Discovered Targets

( Add ) ( Clear )

158



Follow the screen instructions and enter the server address, iSCSI target port number (default: 3260),

and CHAP information (if applicable). Click “Finish” to retrieve the target list after all the data have
been entered correctly.

| Initamr
Discover Targets
Configure the static discovery. 2
Address:  10.8.12.111 -
Part: |3260
-CHAP
Target User Name: james
& Target Secret: quuuuu ]
Mutual Authentication: .l
Initiator User Name:
Initiator Secret:
(CFinish=)  ( Cancel )
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and click “Add”.

All the available iISCSI targets on the NAS will be shown. Select the target you would like to connect

[ Initiator ~ Discover Targets-|

( Discover by DNS/IP ) [ Discover by iSNS )
- Discavered Targets

ign.2004-04 com.qnap:ts-439proiiiscsi forvista.be2 312
ign.2004-04.com.qnap:ts-439proiiiscsi.vdd.be23f2
ign.2004-04.com.qnap:ts-439proiiiscsi.formac.be2 32

{ Add )} [ Clear)
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You can configure the connection properties of the selected iSCSI target in the “Setup” tab.

| : . ] Al I Mac initiator-
Hosts . |-Setup Status  LUNs |
| v B JW-MacBook-Pro.local
[=8iqn.2004-04.com.qnap ts- Name: ign.2004-04.com.qnap:ts-439proiiiscsi.formac.be2 32
Alias:
~Ports
Hetwark Node Visible Auto Login

( parameters ) ( Security ) ( Save ) ( Remove )

- ol
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Click the “Status” tab, select the target to connect. Then click “Login” to proceed.

!m | Setup ~Status- LUNs |

v T JW-MacBook-Pro.local
o FEFETETITIETE  Name  ign.2004-04.com.gnap 1s-439proiiiscsi.formac be23f2

Alias:

Pors
Herwork Node Sratus Auto Logn

{I.oyn) . Logout | [ Parameters )




The first time you logon to the iSCSI target, a popup message will be shown to remind you the disk is
not initialized. Click “Initialize...” to format the disk. You can also open the “Disk Utilities” application to
do the initialization.

Disk Insertion
The disk you inserted was not readable by this computer.

[ Initialize... ) { wnore ) (Eect)

You can now use the iSCSI target as an external drive on your Mac.

B 55 D ¢ FT 4 == (S} (Charged) ]

MyisC511
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4.5.2.3 Connect to the iSCSI targets by Open-iSCSI Initiator on Ubuntu Linux

This section shows you how to use Linux Open-iSCSI Initiator on Ubuntu to add the iSCSI target (QNAP
NAS) as an extra partition. Before you start to use the iSCSI target service, make sure you have
created an iSCSI target with a LUN on the NAS and installed the correct iSCSI initiator for your OS.

About Linux Open-iSCSI Initiator

The Linux Open-iSCSI Initiator is a built-in package in Ubuntu 8.04 LTS (or later). You can connect to
an iSCSI volume at a shell prompt with just a few commands. More information about Ubuntu is
available at http://www.ubuntu.com and for information and download location of Open-iSCSI, please
visit: http://www.open-iscsi.org

Before you start

Install the open-iscsi package. The package is also known as the Linux Open-iSCSI Initiator.

# sudo apt-get install open-iscsi

Now follow the steps below to connect to an iSCSI target (QNAP NAS) with Linux Open-iSCSI Initiator.
You may need to modify the iscsid.conf for CHAP logon information, such as node.session.auth.
username & node.session.auth.password.

# vi /etc/iscsi/iscsid.conf

Save and close the file, then restart the open-iscsi service.
# /etc/init.d/open-iscsi restart

Discover the iSCSI targets on a specific host (the QNAP NAS in this example), for example, 10.8.12.31
with default port 3260.
# iscsiadm -m discovery -t sendtargets -p 10.8.12.31:3260

Check the available iSCSI node(s) to connect.
# iscsiadm -m node

** You can delete the node(s) you do not want to connect to when the service is on with the following
command:
# iscsiadm -m node --op delete --targethname THE_TARGET_IQN

Restart open-iscsi to login all the available nodes.
# /etc/init.d/open-iscsi restart

You should be able to see the login message as below:
Login session [iface: default, target: ign.2004-04.com:NAS:iSCSI.ForUbuntu.B9281B, portal:

10.8.12.31,3260] [ OK ]

Check the device status with dmesg.
# dmesg | tail
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Enter the following command to create a partition, /dev/sdb is the device name.
# fdisk /dev/sdb

Format the partition.
# mkfs.ext3 /dev/sdb1l

Mount the file system.
# mkdir /mnt/iscsi

# mount /dev/sdbl /mnt/iscsi/

You can test the I/O speed using the following command.
# hdparm -tT /dev/sdb1l

Below are some “iscsiadm” related commands.
Discover the targets on the host:

# iscsiadm -m discovery --type sendtargets --portal HOST_IP

Login a target:
# iscsiadm -m node --targetname THE_TARGET_IQN --login

Logout a target:
# iscsiadm -m node --targetname THE_TARGET_IQN --logout

Delete a Target:
# iscsiadm -m node --op delete --targetname THE_TARGET_IQN
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4.5.3 Advanced ACL

The description below applies to non Intel-based NAS models running firmware version 3.3.0 or later
and Intel-based NAS models running firmware version 3.2.0 or later only.

You can create LUN masking policy to configure the permission of the iISCSI initiators which attempt to

access the LUN mapped to the iSCSI targets on the NAS. To use this feature, click *Add a Policy” under
“ADVANCED ACL".

iSCSI

LUN Masking

& connected ISCSI initiator is authenticated by Target ACL and LUN Masking in order 1o access the iSCSI LUMs mapped
to the ISCSI targets on the MAS, (For detailed instructions, please click here)

LUM Masking Policy List 3 Add a Palicy

Default Folicy
& Delete | Total: 1 | Display 10 ¥ enires per page. AT
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Enter the policy name, the initiator IQN, and assign the access right for each LUN created on the NAS.
e Read-only: The connected initiator can only read the data from the LUN.

o Read/Write: The connected initiator has read and write access right to the LUN.

e Deny Access: The LUN is invisible to the connected initiator.

Add a Policy an

Define the LUK Masking policy for the initiator you input below.

Folicy Mame: reinb
Initiator 1GR: ign.1991-05.com.microsoftraink
oo O I -
001 s & -~
oz 'S = r‘
abh [ o ~
[

APPLY
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If no LUN masking policy is specified for a connected iSCSI initiator, the default policy will be applied.
The system default policy allows read and write access from all the connected iSCSI initiators. You can

click (Edit) on the LUN masking list to edit the default policy.

Note: Make sure you have created at least one LUN on the NAS before editing the default LUN policy.

LUN Masking

A connected ISCSI initiator is authenticated by Target ACL and LUM Masking in order to access the iISCSI LUNs mapped to the
ISCSI targets on the NAS. (For detailed instructions, please click here)

LUMN Masking Palicy List 3 &dd a3 Palicy

Default Policy
Tatal: 1 | Display |

entries per page.
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Hint: How do I find the initiator IQN?
Start Microsoft iSCSI initiator and click “"General”. You can find the IQN of the initiator as shown below.

1SC51 Initiator, Properties r)_<|

General |Disu:u:u‘-.=ery | Targets | Persistent Targets | Bound Volumes/Devices |

The i5C5| protocaol uzes the following information to uniquely

- identify this initiator and authenticate targets.
Initiator Hode Mame: ign. 1397 -05. com. microzoft mercury-po
To rename the initiator node, chek Change. Change...

To authenticate targets using CHAP, click Secret to
zpecify a CHAP secret, Secret

To configure IPSec Tunnel Mode addreszes, click
Tunnel.

Tunnel

ok ]| Cancel | &pply
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4.5.4 LUN Backup

The NAS supports backing up iSCSI LUNs to different storage locations (Windows, Linux, or local

network shares), restoring the LUNs to the NAS, or creating a LUN snapshot and mapping it to an iISCSI
target.

Back up an iSCSI LUN

Before backing up an iSCSI LUN, make sure at least one iSCSI LUN has been created on the NAS. To
create iSCSI targets and LUN, go to "Disk Management” > “iSCSI” > “Target Management”.

1. Go to “Disk Management” > “iSCSI” > “LUN Backup”. Click “Create a new job".

iSCSI
| PORTAL MANAGEMENT H TARGET MANAGEMENT || ADVANCED ACL | ‘ LUN BACKUP

Current Jobs

You can back up LM data to another storage or restore the data to the BAS by LUK backup.

Current Jobs |{;} Create a new job |
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2. Select "Back up an iSCSI LUN” and click “Next".

Create a LUN Snapshot

QNRAP

TurREBO MAS

LUN Backup/Restore/Snapshot

This wizard helps you back up or restore an iISCESl LUMN, or create a
LLIM shapshot. Please select the action:

=1 Back up an ISCSILUN
() Restore an iSCSILURN
O Create a LUN Shapshot

3. Select the source LUN for backup. If an online LUN is selected, the NAS will create a point-in-time
snapshot for the LUN automatically.

Back up an iSCSI LUN i
QNAP Select source LUN
TURBD MAS

® 3 Enahled 1.00 GB a

SN Enahled 1.00 GB a

3 nnn Unmapped  10.00 GB

Step 1 of B
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4. Specify the destination where the LUN will be backed up to. The NAS supports LUN backup to a
Linux share (NFS), a Windows share (CIFS/SMB), and a local folder on the NAS. Click “Test” to test
the connection to the specified path. Then click “"Next".

Back up an iSCSI LUN e

ONAR Select Destination

TUurREBO MAS

Pratocol: - Linux Share (MFS) i

IP AddressiHost Narme: SE— | @

[Examples:192 168.0.100, nas .com, nas,...)

Folder ar Path: | IPubliciBackupl | @
[Examples:fshareHDA_databackup)

Remote Host Testing: TEST
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5. Enter a name of the backup LUN image or use the one generated by the NAS. Select the subfolder
where the image file will be stored. Select to use compression* or not. Click "Next”.
*Use Compression: When this option is enabled, more CPU resources of the NAS will be consumed but
the size of the backup LUN can be reduced. The backup time may vary depending on the size of the
iSCSI LUN.

Back up an iSCSI LUN a

QOQNRAP Select Location

TUuREBO NAS

LUN Image Name: |backup-a | @

Faolder List: LLIM List:

= I

Wlise Campression
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6. Specify the backup schedule. The options available are:

¢ Now
e Hourly
e Dalily
o Weekly
e Monthly
Click “Next”.
Back up an iSCSI LUN A
QNAP Backup Schedule
TurRED NAS

Select schedule:

Step 4076 BACK m CANCEL
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7. The settings will be shown. Enter a name for the job or use the one generated by the NAS. Click

“Next"”.
Back up an iSCSI LUN o
QNRAP Confirm Settings

TURBDO MAS

Back up an iSCSI LUN:

Job Hame: |Elackup_a-:~backup-a |

Source LUM: 5 (1.00 GB)

Protocol: Linux Share (MFS)

Select Destination: SEEE_—_———————
LUN Image Name: /backup-a

Schedule: Daily 00 : 00

i i

8. Click “Finish” to exit.

Back up an iSCSI LUN

QONAPR Setup complete

TURBO MNMAS

Congratulations! The settings hawve been completed. Click "FIMISH"
o exit the wizard.

Step 6 of 6
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9. The backup job is shown on the list.

Button Description

Start the job immediately.

Stop the running job.

(]

Edit the job settings.

)

View the job status and logs.

)

Current lobs

Yau can back up LUMN data to another storage or restare the data ta the MAS by LURN backup.

Current Jobs | & Create a new job
[ ] | Job Name Type Ilstatus ‘ Action

[ Backup_a-=hackup-a Back up (Schedule; Daiky 00 00y @

| @ Delete |
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Restore an iSCSI LUN

1. To restore an iSCSI LUN to the NAS, go to “"Disk Management” > “iSCSI” > “LUN Backup”. Click
“Create a new job”.

iSCSI

| PORTAL MANAGEMENT H .TAREET MANAGEMENT || ADVANCED ACL ” LUN BACKUP

Current Jobs

“ou can back up LUK data to anather storage or restare the data to the RAS by LURN backup,

Current Jobs l@ Create a new job I

2. Select "Restore an iSCSI LUN” and click “Next”.

Create a LUN Snapshot

QNAP LUN Backup/Restore/Snapshot

TurREDO NAS

This wizard helps you back up or restore an iSCSI LUN, or create a
LLIM snapshot. Please select the action:

O Back up aniSCSI LUN
{*] Restore anisCSsILUN
L Create a LN Bnapsho
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3. Specify the protocol, IP address/host name, and folder/path of the restore source. Click “"Test” to

test the connection. Then

Restore an iSCSI LUN

QNAP

TUuRBED MAS

Step 1 of s

click “Next”.
a2

Select the restore source

Pratocal: Linux Share (MFS) i

IP AddressiHost Narme: Sm— | @

[Examples:192.165.0.100, nas.cam, Nas,...)

Falder ar Path: \IPubliciBackup | @
[Examples: fshareHDA_databackup)

Femaote Host Testing: TEST

4. Browse and select the LUN image file. Click “Next".

Restore an iSCSI LUN (o

QNRAP

TurRBO MNAS

Step 2 of s

Select Source Location

Folder List: LLIM List:

= I

Ehackup-a (a:1.00GHE)
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5. Select the destination.
e Overwrite existing LUN: Restore the iSCSI LUN and overwrite the existing LUN on the NAS. All
the data on the original LUN will be overwritten.
e Create a new LUN: Restore the iSCSI LUN to the NAS as a new LUN. Enter the name and select
the location of the new LUN.
Click “Next".

Restore an iSCS| LUN )

ONRAPR Select Destination

TURBDO MNAS

O C_Jx-'erwrite existing LM
‘@ (1.00 GB, Enahbled) : Free Size; 276.21 GB

Warning The LLUIMN is husy.
Mote: The original data an the LUMN will be overaritten.

® Create a new LUN
LUN Name: test2 | @

LLIM Lucatinn:é Single Disk: Drive 1w
Free Size:275.65 GB
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6. The settings will be shown. Enter a name for the job or use the one generated by the NAS. Click

“Next”.
Restore an iSCSI LUN )
QNRARP Confirm Settings

TURBDO MAS

Restore an iISCSILUN:

Jobh Hame: | Restare_hackup-a-=test-2 |

Protocol: Linux Share (NFS)

Remote Host:

LUN Image Name: fhackup-a (a:1.00GH)
LUN Hame: test-2 {Create a new LLIM, 1.00%

i i
7. Click “Finish” to exit.

QNRAP Setup complete

TUREBDO MAS

Congratulations! The settings have heen completed. Click "FINISH"
o exit the wizard.

Step o ofa
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8. The restore job will be executed immediately.

Button Description
@ Stop the running job.
Edit the job settings.
View the job status and logs.

Current Jobs

You can back up LUM data to another storage or restore the data to the NAS by LUN backup.

Current Jobs | &2 Create a new job |
_D |_.l_nh Name Type Status | Action

[0 Backup_a-=hackup-a Back up {Schedule: Daily 00 : 00) Finigshed {2011/08M 0 15:01:08) P

Ll IRestore_backup-a-:test—? Recovery Fracessing.. 0 % @ I
| @ Delete |
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Create an iSCSI LUN Snapshot

Before creating an iISCSI LUN snapshot, make sure at least one iSCSI LUN and one iSCSI target has
been created on the NAS. To create iSCSI targets and LUN, go to "Disk Management” > “iSCSI"” >
“Target Management”.

1. To create an iSCSI LUN snapshot, go to "Disk Management” > “iSCSI” > “LUN Backup”. Click
“Create a new job”.

.PEIRTnL MANAGEMENT | | TARGET MANAGEMENT | | .nDVANEED ACL | | LUN BACKUP

Current Jobs

You can back up LUM data to another storage or restore the data to the MAS by LUMN backup.

Current Jobs |@ Create a new job ]

2. Select “"Create a LUN Snapshot” and click “Next”.

Create a LUN Snapshot

QNAP LUN Backup/Restore/Snapshot

TURBD MAS

This wizard helps you back up aor restare an iSCSILUN, or create a
LLIM snapshot. Please select the action:

Q Backup an iSCSILUN
O Restore an iSCSI LUN
5] Create a LUN Snapshot
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3. Select an iSCSI LUN on the NAS. Only one snapshot can be created for each iSCSI LUN. Click

“Next”.

Create a LUN Snapshot

QNRAP

TUuRBDO NAS

Step 1 ofa

Select source LUN

O Enabled 1.00 GB a
b Enahled 1.00 GB a

) nnn Unmapped  10.00 GB

Mote: Only one snapshot can be created for each iISCSLLMN.

Enter a name for the LUN snapshot or use the one generated by the NAS. Select an iSCSI target

where the LUN snapshot is mapped to. Click "Next”. The LUN snapshot must be mapped to another
iSCSI target different from the original one.

Create a LUN Snapshot

QNRAP

TUuRBDO NAS

Step 2of &

Configure LUN Settings

LLIM Snapshot Mame: |snap-a |
Map LM to Target

iqn.2004-04 com.gnap:ts-119ppl
a usiiscsia.chali

£33 " iqn.2004-04 com.gnap:ts-119ppl
i usiscsib.chaii

BACK m CANCEL
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5. Specify the snapshot schedule and the snapshot duration. The snapshot will be removed
automatically when the snapshot duration is reached.

Create a LUN Snapshot

QNRAP Snapshot Schedule

TurBDO NAS

Select schedule:

Snapshot duration: (- & day(s) 3 % hour(s)

Slep 202 " BACK m CANCEL

6. The settings will be shown. Enter a name for the job or use the one generated by the NAS. Click
“Next”.

QNRAP Confirm Settings

TurRBD MAS
Create a LUN Snapshot:

Job Hame: |Snap_shnta-:~5nap-a

Source LUM: a (1.00 GB)
LUN Snapshot Name: shap-a
Map LUN to Target: b
Schedule: Mow

184



7. Click “Finish” to exit.

Create a LUN Snapshot o

QONAP Setup complete

TURBD MNAS

Cangratulations! The settings have heen completed. Click "FIMISH"
o exit the wizard.

8. The snapshot will be created immediately. The status and duration will be shown on the list.

Current Jobs

You can back up LUMN data to another storage or restare the data to the NAS by LUN hackup.

Current Jobs [@ Create a new job ]

LUN Snapshatis enabled (Snapshot

U S o
S ars ot S e N $;r§gindjzn11rnar1u15.09.10 0110810 [(m)(&)[@)

[1 Snap_shota-=snap-a
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9. Go to “iSCSI” > “Target Management”, the snapshot LUN will be shown in the iSCSI Target List. Use
iSCSI initiator software to connect to the iISCSI target and access the point-in-time data on the
snapshot LUN. For the information of connecting to the iISCSI targets on QNAP NAS, please refer to
http://www.gnap.com/pro_application.asp?ap_id=135.

Note: The source LUN and snapshot LUN cannot be mounted on the same NAS on certain operating
systems such as Windows 7 and Windows 2008 R2. Please mount the LUN to different NAS servers in
such case.

| PORTAL MANAGEMENT | | TARGET MAMNAGEMENT ‘ | ADYANCED ACL | | LUN BACKUP

Target Management

[ QUICK COMFIGURATION WIZARD ] Quick Configuration \Wizard will assist you to create an iSCSI target and LUN,

IS8l Target List

H““ﬂ

a(igqn.2004-04 com.qnaps-119pplus:iscsia.cha3ot) Ready
E] b (igqn.2004-04_ com.qnapas-119pplusiiscsib.c5a301) Ready @@
[ prr— Enabled (m)(2)

Tatal: 2 | Display

v entries per page. 4 4
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Manage LUN Backup/Restore/Snapshot by Command Line

QNAP NAS users can execute or stop the iSCSI LUN backup, restore, or snapshot jobs on the NAS by
command line. Follow the instructions below to use this feature.

Note: The following instructions should only be operated by IT administrators who are familiar with
command line.

1. First make sure the iISCSI LUN backup, restore, or snapshot jobs have been created on the NAS in
“Disk Management” > “iSCSI” > “LUN Backup”.

2. Connect to the NAS by an SSH utility such as Putty.

Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name for IP address) Port
L] 22
Connection type:
()Raw () Telnet () Rlogn @ S5H () Sedal
Load, save or delete a stored session
Saved Sessions

Default Settings
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3. Login the NAS as an administrator.

W

4. Input the command “lunbackup”. The command usage description will be shown.

s .1 R < =+ > <=

)
7 e—
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4.6 Virtual Disk

You can use this function to add the iSCSI targets of other QNAP NAS or storage servers to the NAS as
the virtual disks for storage capacity expansion. The NAS supports maximum 8 virtual disks.

Note:
e The maximum size of a virtual disk the NAS supports is 16TB.

¢ When the virtual disk (iISCSI target) was disconnected, the virtual disk will disappear on the NAS
interface and the NAS will try to connect to the target in two minutes. If the target cannot be
connected after two minutes, the status of the virtual disk will become “Disconnected”.

Virtual Disk (2

o add virtual Disk

Mo virtual disk availahle.

To add a virtual disk to the NAS, make sure an iSCSI target has been created. Click “Add Virtual Disk”.

Virtual Disk (2

& Add Virtual Disk |

Mo wirtual disk available.
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Enter the target server IP and port number (default: 3260). Click "Get Remote Disk”. Select a target
from the target list. If authentication is required, enter the user name and the password. You may
select the options “"Data Digest” and/or “Header Digest” (optional). These are the parameters that the
iSCSI initiator will be verified when it attempts to connect to the iISCSI target. Then, click "Next".

Add Virtual Disk

Add Virtual Disk

Target Server IPIMame: 10812111 . Port: 3260

[ GET REMOTE DISK ]

Target Mame: Hign.2004-04 com.gnapts-439praiiiscsi 001 be23fi w

Initiator (Mg . 2004-04 com.gnap T5-119.AMAPAlIRx

[] Authentication CRCIChecksum (optional)
User Mame: [] Data Digest
Passwaord: . Header Digest
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Enter a name for the virtual disk. If the target is mapped with multiple LUNs, select a LUN from the list.
Make sure only this NAS can connect to the LUN. The NAS supports mounting EXT3, EXT4, FAT32, NTFS,
HFS+ file systems. If the file system of the LUN is “Unknown”, select “Format virtual disk now” and the
file system. You can format the virtual disk as EXT3, EXT4, FAT 32, NTFS, or HFS+. By selecting
“Format virtual disk now”, the data on the LUN will be removed.

Add Virtual Disk

Configure Virtual Disk

Yirtual Disk Mame: MirtualDis ki

LM List: LMD ~  File System: ext3

Mlote: Make sure anly this MAS can connect to the selected LM,
[ Formatwirtual disk now

File System CEXT
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Click “Finish” to exit the wizard.

Add Virtual Disk 2

Setup complete

Avittual disk has been created successfully.

Virtual Disk Marme: YirtualDiski

File System ext3

Total Size 1023 MB

Free Size 943 MB

Status Feady

LLIM Serial Mumber: hbYfebce-c8hA-4935-99a0-0d033cfa25he

Step 3 of 3 .FII;II.S.I-I

The storage capacity of your NAS has been expanded by the virtual disk. You can go to “Access Right
Management” > “Share Folders” to create new share folders on the virtual disk.

Virtual Disk 2
l_-----

....... 10.8.12.111

{iqn.2004-04.com.qnapts- Connected
"""" 439proiiiiscsi.001.be2312)
L virtuaipiske ext3 1023 MB 943MB  Ready FEEE

Mote: Create & share falder far the virtual disks.
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Icon

Description

(Edit)

To edit a virtual disk name or the authentication information of an iSCSI
target.

(Connect)

To connect to an iSCSI target.

@ (Disconnect)

To disconnect an iSCSI target.

(Format)

To format a virtual disk as EXT3, EXT 4, FAT 32, NTFS, or HFS+ file system.

@ (Delete)

To delete a virtual disk or an iSCSI target.
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5. Access Right Management

Domain Security [T9%
Users[218)

User Groups(232
Share Folders[233
Quotaf264

5.1 Domain Security

The NAS supports user authentication by local access right management, Microsoft Active Directory
(Windows Server 2003/2008), and Lightweight Directory Access Protocol (LDAP) directory. By joining
the NAS to an Active Directory or a LDAP directory, the AD or LDAP users can access the NAS using
their own accounts without extra user account setup on the NAS.

No domain security
Only the local users can access the NAS.

Active Directory authentication (domain members)

Join the NAS to an Active Directory. The domain users can be authenticated by the NAS. After joining
the NAS to an AD domain, both the local NAS users and AD users can access the NAS via the following
protocols/services:

e Samba (Microsoft Networking)

e AFP

e FTP

e Web File Manager
e WebDAV

LDAP authentication

Connect the NAS to an LDAP directory. The LDAP users can be authenticated by the NAS. After
connecting the NAS to an LDAP directory, either the local NAS users or the LDAP users can be
authenticated to access the NAS via Samba (Microsoft Networking). Both the local NAS users and LDAP
users can access the NAS via the following protocols/services:

o AFP

e FTP

e Web File Manager
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Domain Security

Domain Security for File Services
& Mo domain security flocal users anly)
O Active Directary authentication {domain member)

O LDAP authentication
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5.1.1 Join the NAS to Active Directory (Windows Server 2003/2008)

Active Directory is a Microsoft directory used in Windows environments to centrally store, share, and
manage the information and resources on the network. It is a hierarchical data centre which centrally
holds the information of the users, user groups, and the computers for secure access management.

The NAS supports Active Directory (AD). By joining the NAS to the Active Directory, all the user
accounts of the AD server will be imported to the NAS automatically. The AD users can use the same
set of user name and password to login the NAS

If you are using Active Directory with Windows Server 2008 R2, you must update the NAS firmware to
V3.2.0 or above to join the NAS to the AD.

Follow the steps below to join the QNAP NAS to the Windows Active Directory.

1. Login the NAS as an administrator. Go to "System Administration” > “"General Settings” > “Date
and Time”. Set the date and time of the NAS, which must be consistent with the time of the AD
server. The maximum time difference allowed is 5 minutes.

2. Go to “"System Administration” > “Network” > “TCP/IP". Set the IP of the primary DNS server as
the IP of the Active Directory server that contains the DNS service. It must be the IP of the DNS
server that is used for your Active Directory. If you use an external DNS server, you will not be
able to join the domain.

- Systemn Administration == Network Welcome admin | Logout

1IF ALULINESS

Interface DHCP P Address Subnet Mask MAC Address Speed MTU Link Edit

Ethernet 1+2 fes 10.8.12.46 255.255.254.0 108121 00:08:98:8C:BCEC 100Mbps 1500 @

Default Gateway

Uss the sattings from: Ethernet 142 ¥
Port Trunking

Fort Trunking provides network load balancing and fault tolerance by combining two Ethernet interfaces into one to increase the handwidth
heyond the limits of any one single interface atthe same time offers the redundancy for higher availahility when both interfaces are
connected to the same switch that supports 'Port Trunking'.

Enahle Netwaork Port Trunking

Selectthe port trunking mode from below. Please note that incompatible mode settings might cause the network interface to hang ar
affect the averall performance. For mare information, please click here.

: Balance-rr (Round-Robin) v
DNS Server:
| Frimary DNS Server: 10 L

Secondary DMS Server. 10 =
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3. Go to “Access Right Management” > “"Domain Security”. Enable “Active Directory authentication
(domain member)”, and enter the AD domain information.

Access Right Management > Domain Security Welcome admin | Logout

Domain Security

Domain Security for File Services

O Mo domain security {local users ankyh

® Active Directory authentication (domain member’

O LDAF authentication

[ QUICK COMFIGURATION WIZARD ] Guick Canfiguration Wizard will help you join the MAS to an Active Directary domain.

Server Description (Optional): Myserer
Domain MetBI0S Name: test

AD Server Marme: AD
Domain: ADtestlocal

Crganization Unit {Optional):

Domain Administrator Username: ‘administratar

Domain Administrator Passward: iassssens

Note:
e Enter a fully qualified AD domain name, for example, gnap-test.com
e The AD user entered here must have the administrator access right to the AD domain.

e WINS Support: If you are using a WINS server on the network and the workstation is configured
to use that WINS server for name resolution, you must set up the WINS server IP on the NAS (use
the specified WINS server).
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Join the NAS to Active Directory (AD) by Quick Configuration Wizard

To join the NAS to an AD domain by the Quick Configuration Wizard, follow the steps below.

1. Go to “Access Right Management” > “"Domain Security”. Select “Active Directory authentication
(domain member)” and click “"Quick Configuration Wizard”.

Home == Access Right Management = Domain Security Welcome admin | Logout

Domain Security

Domain Security for File Services

O Mo domain security (ocal users only

@ Active Directary authentication (damain member)
) LDAP authentication

I QUICK. CONFIGURATION WIZARD I Gdick Configuration Wizard will help yau join the RAS to an Active Directary damain.

Server Description (Optianal):

Domain NetBIOS Mame:

AD Server Mame:

Domain:

Qrganization Linit (Optianal):

Domain Administrator Username;

Domain Administrator Password:
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2. Read the introduction of the wizard. Click “"Next".

Active Directory Wizard

(] =)= Wizard information

TURBDO NAS
This wizard will help you complete the following actions:

& Canfigure the DRS infarmation an the MAS.
& Synchronize the time of the MAS with the domain controller.
® Jointhe MAS to an Active Directory domain.

Introduction m CANCEL -
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3. Enter the domain name of the domain name service (DNS). The NetBIOS name will be generated

automatically when you type the domain name. Specify the DNS server IP for domain resolution.
The IP must be the same as the DNS server of your Active Directory. Click “Next".

Active Directory Wizard

QNAP

TUuURBDO MNAS

Step 1 of 3

Domain name service (DNS) and Domain

information
Full DMS domain narne: adtestlocal

Exainpie. mydomain lacal

MetBios domain name: ADTEST
Exarngie; W¥OOMATN

Enter the OMS Server [P for the domain resolution. It must be the
DME server of your Active Directory.

Chtain DMES server address automatically by DHCP server.
Domain DME Server 172 L ] (23
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4. Select a domain controller from the drop-down menu. The domain controller is responsible for time

synchronization between the NAS and the domain server and user authentication. Enter the domain
administrator name and password. Click “"JOIN".

Active Directory Wizard

QNRAPE

TURBDO NAS

Authentication information

The selected Domain Controller will e used for the time
synchronization and the user authentication.:
Selectthe Domain Contraller:

§win-mbEnEpDrch.adteat.lucal

Domain Administrator Username: admind 23

Domain Administrator Password: ssssssss

If you failed to join the NAS to the domain, you could copy the error logs or go back to modify the

5.

settings.

Active Directory Wizard

QNRAP Summary

TUuRBDO MAS

Diomain information

DME Server: 17217.23.230
DME name: adtest local

RetBI0OS Mame:  ADTEST
Diomain contraller: WinN-mMBERNBPORUSC adtest.local

Failed to join the domain.

Microsoft Metworking configured failed, Authentication ~
failed, pleaze check Domain Administrator m and =2
Domain Administrator Pazsward,
—==—==== [EEUG 5THRT =======

w

Copy to clipboard

Step 3 o0f 3

201



6. Upon successful login to the domain server, the NAS has joined to the domain. Click “Finish” to exit
the wizard.

Active Directory Wizard

QOQNRAP Summary

TUuRBDO MNAS
Damain infarmation
CME Server: 172.17.23.230
DME name: adtestlocal

MetBIOS Mame:  ADTEST
Domain controller; WIN-MBEMNEPOIRLUSC adtestlocal
Tirme Server: Win-MBENBPORLISC adtest local

The NAS has joined the domain successfully.

Step 3 of 3 FINISH

7. Go to “Access Right Management” > “Users” or “User Groups” to load the domain users or user

groups to the NAS.

Home > Access Right Management »> Users Welcome admin | Logout Erigis
Users
Domain Users i w | Q] @ | ImportfExport Users || €3 Create a New User || < Create Multile Users |
ADTEST +krhtgt B3
ADTEST+administrator -
ADTEST+Guest -
ADTEST+kent -
ADTEST+rances -
ADTEST+jaussadm =
ADTEST+t =
ADTEST+exc =
ADTEST+mathieu B3
ADTEST+uu
Total: 27 | Display entries per page.
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Windows 2003

The AD server name and AD domain name can be checked in "System Properties”.
System Propetties

Carnputer M anme | Hardwarel .ﬁ.dvancedl Hemu:utel

Full cormputer name; gnap-test.com

Dramair; qnap-test com

To rename thiz computer or change itz
workgroup, click Change. b

2k, I Cancel Spply

a. In Windows 2003 servers, the AD server name is "nodel” NOT “nodel.gnap-test.com”.

b. The domain name remains the same.
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Windows Server 2008

Check the AD server name and domain name in “Control Panel” > “"System”.

a.This is the AD server name.

b.This is the domain name.

— e —_— |
Rofk:d P ControlBuml = Szt o | L2
Fie Edt Vew Tooks Hep
W
Tasks Wiew basic information about your computer
W Device Manager adtion
) Remote seltings Wircowes Serven® Dutatenter
il Advarced system settings Copyright & 2007 Microsolt Corporation. &l ights reserved. 1{.
Service Pack | ufu
_r
Tpshesm
Processon: InbekR) CoreTM)2 Quad CPU Q9400 & 2.40GH: 2.49 GHz
Mersary (RAM): L.00 GE
a Siysbem bype: Ed=bit Operabing System
nusimes, dhomsin, and workgroup settings
]Carm Fhme radel l W Change sebtinegs
b‘ Full computer name: recde 1 .gnap-test .com
Computer descrighion:
Wirdows ackivation
W T 53 day(s) to sctivabe. Activate Windows now
See aleo
Wirsdows: Lipdsbe
Note:

e After joining the NAS to the Active Directory, the local NAS users who have access right to the AD
server should use "NASname\username” to login; the AD users should use their own user names
to login the AD server.

e The local NAS users and the AD users (with username as domain name + username) are allowed
to login the NAS (firmware version 3.2.0 or above) via AFP, FTP, Web File Manager, and WebDAV.
However, if the firmware version of the NAS is earlier than 3.2.0, only the local NAS users are
allowed to login the NAS by Web File Manager and WebDAV.

e For TS-109/209/409/509 series NAS, if the AD domain is based on Windows 2008 Server, the NAS
firmware must be updated to version 2.1.2 or above.
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Windows 7

If you are using a Windows 7 PC which is not a member of an Active Directory, while your NAS is an

AD domain member and its firmware version is earlier than v3.2.0, change your PC settings as shown

below to allow your PC to connect to the NAS.

a. Go to “Control Panel” > “"Administrative Tools”.

¥ Control Panel » All Control Panel Iterms »

I Adjust your computer’s settings

P' Action Center
% BitLocker Drive Encryption

Administrative Tools

KX Color Management

b. Click “Local Security Policy”.

P =

Organize * Open Burn =~ 0 @
fk’ Eautviitas MNarme ° Date modified Type Size
@- Component Services 14/07/2009 12:46 Shortcut 2KB
| Libraries @ Computer Management 14/07/2009 12:41 Shortcut 2KB
Data Sources (QDBC) 14/07/2009 12:41 Shortcut 2KB
1% Computer {7l Event Viewer 14/07,/2009 12:42 Shortcut 2KB
@, iSCSIInitiator 14/07/2009 12:41 Shortcut 2KB
€ Network “Eg Local Security Policy | 13/11/200917:31  Shortcut 2KB
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c. Go to “Local Policies” > “Security Options”. Select "Network security: LAN Manager authentication

Irl

leve

g
S Local Security Policy

= | E S |

i [ & User Rights Assignment
[ Security Options
i+ [ Windows Firewall with Advanced Sec

] Metwork List Manager Policies
[ || Public Key Policies
i || Software Restriction Policies
i [ Application Contral Policies
[ g IP Security Policies on Local Compute
[

| Advanced Audit Policy Configuration

File Action View Help
o2 2EXE = H
i Security Settings Policy = Security Setting -
B Cecomne Balioes 1] Metwark security: Configure encryption types allowed for Ke... Mot Defined
WL 1] Metwark security: Do not store LAN Manager hash value on ... Enabled
L e 17| Network security: Force logoff when logon hours expire Disabled

[ Metwork security: LAN Manager authentication level Mot Defined

1] Network security: LDAP client signing requirements

17| Metwork security: Minimum session security for NTLM 55P ...
17s] Network security: Minimum session security for NTLM 55P ...
17| Metwork security: Restrict NTLM: Add remote server excepti...
17| Metwork security: Restrict NTLM: Add server exceptions in t..,
1| Metwork security: Restrict NTLM: Audit Incoming NTLM Tra...
17s] Metwork security: Restrick NTLM: Audit NTLM authenticatio...

Megotiate signing

Require 128-bit encrypti...

Require 128-bit encrypti... I
Mot Defined
Mot Defined
Mot Defined
Mot Defined i

d. Select the “Local Security Setting” tab, and select "Send LM & NTLMv2 - use NTLMv2 session
security if negotiated” from the list. Then click "OK".

Ft B
MNetwork security: LAN Manager authentication level Properties &Ig
Local Security Setting | Explain |
3 Metworl securty: LAM Manager authentication level
=H=
[Send LM & NTLM -use NTLMvZ session security f negotiated -
|
|
s Modifying this setting may affect compatibility with clients, services, |
Y| AbL and appiications.
For more information, see Network security: LAN Manager |
i authentication level. (3823659) |
| |
l 1
[l |

0K || Canel

J

Apply
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Verify the settings

To verify that the NAS has been joined to the Active Directory successfully, go to “"Access Right
Management” > “Users” and “User Groups”. A list of users and user groups will be shown on the
“Domain Users” and “"Domain Groups” lists respectively.

If you have created new users or user groups in the domain, you can click the reload button next to
“Domain Users” drop-down menu in “Access Right Management” > “Users” or "Domain Groups” drop-
down menu in “Access Right Management” > “User Groups”. This will reload the user and user group
lists from the Active Directory to the NAS. The user permission settings will be synchronized in real time
with the domain controller.

= Users Welcome admin | Logout

$Domain Users | v @ Q. | & Create a Mew User || € Create Multiple Users || © Import/Export Users |
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5.1.2 Connect the NAS to an LDAP Directory

LDAP stands for Lightweight Directory Access Protocol. It is a directory that can store the information of
all the users and groups in a centralized server. Using LDAP, the administrator can manage the users in
the LDAP directory and allow the users to connect to multiple NAS servers with the same username and
password.

This feature is intended for administrator and users who have some knowledge about Linux servers,
LDAP servers, and Samba. An LDAP server which is up and running is required when using the LDAP
feature of the QNAP NAS.

Required information/settings:

e The LDAP server connection and authentication information
e The LDAP structure, where the users and groups are stored
e The LDAP server security settings

Follow the steps below to connect the QNAP NAS to an LDAP directory.

Login the web interface of the NAS as an administrator.

2. Go to “Access Right Management” > “"Domain Security”. By default, the option "No domain
security” is enabled. That means only the local NAS users can connect to the NAS.

3. Select "LDAP authentication” and complete the settings.

Domain Security

Domain Security for File Services

) Mo domain security (local users anly)
) pctive Directory authentication {(dormain member)
& LDAF authertication

Selectthe type of LDAP server: Remote LDAP Server %
Status

LOAP Server Host

LDAP Security idapij/ b

BASE DM
Root DM
FPassword

Users Base DM

Group Base DR
You can enable LDAF authentication for Microsoft Metworking (Samba)
Current Samba ID; 5-1-5-21-14961TE302-41 5796954 2-135114597 41
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s

LDAP Server Host: The host name or IP address of the LDAP server.

LDAP Security: Specify how the NAS will communicate with the LDAP server:

» ldap:// = Use a standard LDAP connection (default port: 389).

» Idap:// (Idap + SSL) = Use an encrypted connection with SSL (default port: 686). This is usually
used by older version of LDAP servers.

» Idap:// (Idap + TLS) = Use an encrypted connection with TLS (default port: 389). This is usually
used by newer version of LDAP servers

BASE DN: The LDAP domain. For example: dc=mydomain,dc=local

Root DN: The LDAP root user. For example cn=admin, dc=mydomain,dc=local

Password: The root user password.

Users Base DN: The organization unit (OU) in which users are stored. For example: ou=people,

dc=mydomain,dc=local

Groups Base DN: The organization unit (OU) in which groups are stored. For example ou=group,

dc=mydomain,dc=local

Click “Apply” to save the settings. Upon successful configuration, the NAS will be able to connect to
the LDAP server.
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5. Configure LDAP authentication options.

o If Microsoft Networking has been enabled (Network Services > Microsoft Networking) when
applying the LDAP settings, specify the users who can access the NAS via Microsoft Networking
(Samba).

» Local users only: Only the local NAS users can access the NAS via Microsoft Networking.
» LDAP users only: Only the LDAP users can access the NAS via Microsoft Networking.

Note: Both the LDAP users and local NAS users can access the NAS via Web File Manager, FTP, and
AFP.

LDAP authentication options

QNAP LDAP authentication options

TURBDO MNAS
LDAP users and MAS local users can be authenticated and access
the MAS via WWeh File Manager, FTP and AFP. For MAS access via
Microsoft Metworking (Samba), either the MAS local users or the
LDAR users will be authenticated.

Specify the users who will be authenticated for NAS access via
Microsoft Metworking

& Local users only: Only MAS local users can access the MNAS via
Micrasoft Metwaorking.

O LDAF users anly: Only LDAF users can access the MAS via
Microsoft Metworking.
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e If Microsoft Networking is enabled after the NAS has already been connected to the LDAP
server, select the authentication type for Microsoft Networking.

» Standalone Server: Only local NAS users can access the NAS via Microsoft Networking.
» LDAP Domain Authentication: Only LDAP users can access the NAS via Microsoft

Networking.
Home - Network Services > = Microsoft Networking Welcome admin | Logout English
Microsoft Networking g
‘ MICROSOFT NETWORKING || ADYANCED OPTIONS

Microsoft Networking

Enahle file service for Microsoft networking

Server Description (Qptional): MAS Server

YWarkgroup: MAS

Ff} Standalone Senrerl

AD Daomain Member (To enable Domain Security, please click here )

IC‘ LDAF Diomain Authentication (To enahble Daomain Security, please click here.}l
Current Samba 1D 5-1-5-21-3251207 26-16397145159-2151483818
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6. When the NAS is connected to an LDAP server, the administrator can:
e Go to “Access Right Management” > “Users” and select "Domain Users” from the drop-down
menu. The LDAP users list will be shown.
e Go to “Access Right Management” > “User Groups” and select *“Domain Groups” from the drop-
down menu. The LDAP groups will be shown.
e Specify the folder permissions of the LDAP domain users or groups in “Access Right

Management” > “Shared Folders” > “Folder Permissions” @

Home == Access Right Management = Share Folders Welcome admin | Logout English
Share Folders @
| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER AGGREGATION | | ADVANCED OPTIONS |

Shares

[@ Mew Share Folder "@ Restore Default Network Shares ]

| Metwork Recycle Bin 1 Mo ..@...

Public 25.04 GB 48 710 Mo @

Select users and groups

| Domain Users |~ [JQ| @, Total: 4 il 4l

Hame

AT

AP Usas link

nnnng
nnnng
7
g
nnnné

ADD CANCEL

212



Technical requirements of LDAP authentication with Microsoft Networking:

Required items to authenticate the LDAP users on Microsoft Networking (Samba):
1. a third party software to synchronize the password between LDAP and Samba in the LDAP server.
2. importing the Samba schema to the LDAP directory.

1) Third-party software:

Some software are available and allow management of the LDAP users, including Samba password. For

example:

e LDAP Account Manager (LAM), with a Web-based interface, available at: http://www.ldap-account-
manager.org/

¢ smbldap-tools (command line tool)

e webmin-ldap-useradmin - LDAP user administration module for Webmin.

2) Samba schema:

To import the samba schema to the LDAP server, please refer to the documentation or FAQ of the LDAP
server.

The samba.schema file is required and can be found in the directory examples/LDAP in the Samba
source distribution.

Example for open-ldap in the Linux server where the LDAP server is running (it can be different
depending on the Linux distribution):

Copy the samba schema:

zcat /usr/share/doc/samba-doc/examples/LDAP/samba.schema.gz > /etc/Idap/schema/samba.
schema

Edit /etc/ldap/slapd.conf (openldap server configuration file) and make sure the following lines are
present in the file:

include /etc/ldap/schema/samba.schema
include /etc/ldap/schema/cosine.schema
include /etc/ldap/schema/inetorgperson.schema

include /etc/ldap/schema/nis.schema
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Configuration examples:
The following are some configuration examples. They are not mandatory and need to be adapted to

match the LDAP server configuration:

1. Linux OpenLDAP Server

Base DN: dc=gnap,dc=com

Root DN: cn=admin,dc=qgnap,dc=com

Users Base DN: ou=people,dc=qgnap,dc=com
Groups Base DN: ou=group,dc=gnap,dc=com

2. Mac Open Directory Server

Base DN: dc=macserver,dc=gnap,dc=com

Root DN: uid=root,cn=users,dc=macserver,dc=gnap,dc=com
Users Base DN: cn=users,dc=macserver,dc=qgnap,dc=com

Groups Base DN: cn=groups,dc=macserver,dc=qnap,dc=com

214



5.2 Users

The NAS has created the following users by default:

e admin

The administrator “admin” has full access to system administration and all network shares. It

cannot be deleted.

e guest

This is a built-in user and will not be displayed on the “User Management” page. A guest does not

belong to any user group. The login password is “guest”.

e anonymous

This is a built-in user and will not be shown on the “User Management” page. When you connect to

the server by FTP, you can use this name to login.

The number of users you can create on the NAS varies according to the NAS models. If your NAS

models are not listed, please visit http://www.qnap.com for details.

Maximum number of NAS models

users

1,024 TS-110, TS-210

2,048 TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-239 Pro
II+, TS-259 Pro+

4,096 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+, SS-439

Pro, SS-839 Pro, TS-439 Pro II+, TS-459U-RP/SP, TS-459U-RP+/SP+,
TS-459 Pro+, TS-459 Pro II, TS-559 Pro+, TS-559 Pro II, TS-659 Pro+,
TS-659 Pro II, TS-859 Pro+, TS-859U-RP, TS-859U-RP+, TS-809 Pro,
TS-809U-RP, TS-879 Pro, TS-1079 Pro, TS-879U-RP, TS-EC879U-RP,
TS-1279U-RP, TS-EC1279U-RP
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The following information is required to create a new user:

e User name
The user name must not exceed 32 characters. It is case-insensitive and supports double-byte
characters, such as Chinese, Japanese, and Korean. The invalid characters are listed below:

A

AYEERE I S e

e Password
The password is case-sensitive and supports maximum 16 characters. It is recommended to use a

password of at least 6 characters.

Users
Local Users [ @ Q|4 Create a User || ¥ create Multiple Users || € Import/Export Users || € Home Folders |
O |vserbeme  |Descreton . G|  Acos
] admin administrators -

' [+] entries per page. 4 4

Total: 1 | Display 10
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Create a User

To create a user on the NAS, click “Create a User”.

Users !

LocalUsers [ =] @ Q; I@ Create a User l@ Create Muttiple Users || € Import/Export Users || & Home Folders |

[]  admin administrators

T

entries per page. 4 4

Follow the instructions of the wizard to complete the details.

Add A New User L

DNARP Create a User

TUurRBD MAS
Thiz wizard guides you through the following settings:

Lger Information
Cluota

Personal Share Folder

.
[ ]

® Llser Group
L]

® Privilege
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Create Multiple Users

1. To create multiple users on the NAS, click “Create Multiple Users”.

Users

LocalUsers [ @ 2 [ Create a User || & Create Multiple Users || € Import/Export Users || & Home Folders |

2. Click “Next".

Multiple Users Creation Wizard

DONAE Create Multiple Users

TurRBDO NAS
This wizard helps you create multiple users.

Click NEXT to proceed.
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3. Enter the name prefix, e.g. test. Enter the start number for the user name, e.g. 0001 and the
number of users to be created, e.g. 10. The NAS creates ten users named test0001, test0002,
test0003...test0010. The password entered here is the same for all the new users.

Multiple Users Creation Wizard

QNRAP

TURBDO NAS

Step 2 of4a

Account Login Info

User Hame Prefix : test
User Name Start No : (0001
Mumber of Users : A0
Password : snne
Verify Password : snuel

Mote: Far increased security, password should be at leastf
characters.
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4. Select to create a private network share for each user or not. The network share will be named
after the user name. If a network share of the same name has already existed, the NAS will not
create the folder.

Multiple Users Creation Wizard

DONAP Create Private Network Share

TURBDO MAS
Do wou swant to create a private netwark share far each user?

¥ivEs
MO

Mote:|fyvou select No, will direct the completion of the wizard, you
can later modify permissions management.

SR 'BACK m CANCEL
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5. Specify the folder settings.

Multiple Users Creation Wizard

ONAP Private Network Share Settings
TurBD NAS
Hide network drive OvES ® NO
Lock file {oplocks): ®ves O Mo
Disk Volume RAID 5 Diskvolume: Drive 123 »

shD s BACK m CANCEL

6. You can view the new users created in the last step. Click “Finish” to exit the wizard.

Multiple Users Creation Wizard

QNAP Account Created Successfully

TURBDO MNAS
Cangratulations! You have created the fallowing accounts:

New Users:test01, test02, test03, testld, test0s, testls, testOT,
test0d, test04, test10

e 100%
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7. Check that the users have been created.

Users E

Local Users V5 : q,: i'@ Create 3 User ][@ Create Multiple Users ]i@ Imnport/Export Lsers ]

admin GJEEYE)

[ testonnt 1000 MB
[ testonnz 1000 MB
[ testonos 1000 MB
[] testooos 1000 MB
[ testonos 1000 MB
[ testonos 1000 MB
[] testono? 1000 MB
[ testonos 1000 MB
[ testonns 1000 MB

@ Delete | Totel: 11 | Display 10w entries per page. M 2 i
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8. Check that the network shares have been created for the users.

= Access Right Management = Share Folders Welcome admin | Logout English _
Share Folders s
‘ SHARE FOLDERS | | IS0 SHARE FDLDEEE?m] ( FOLDER AGGREG;_f;_QN: Il ADVANCED DPTIEI:J?;...]

Shares a, [@ Mew Share Folder ]i 2 Restore Default Network Shares ]

[ testoood EBEEELE

[] testoooz 4KD 0 0 Mo

[] testooos 4KB 0 0 Mo (7)) (s (9] ) (¥

[0 testooos 4KD 0 0 Mo () () (s (9] ) ()

[] testooos 4KB 0 0 Mo

[] testooos 4KD 0 0 Mo

[ testooo? 4KD 0 0 Mo

[] testooos 4K 0 0 Mo ()3 (s (9] ()

[] testooos 4KB 0 0 Mo

[] testooio 4KB 0 0 Mo

Tatal: 20 | Displa antries per page. [ 4
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Import/Export Users

You can import users to or export users from the NAS with this function.

Note: The password rules (if applicable) will not be applied when importing the users.

Export users

Follow the steps below to export users from the NAS:
1. Click “Import/Export Users”.

Users

Local Users E {QJ Q. l.‘; Creafe a i_iser j“[ \.} C.reai:e Mu-r-t:ip.le IUsers _-‘]l £} Import/Export Users leﬁ .Hame F-olélers 1

2. Select the option “Export user and user group settings”.
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3. Click “Next” to download and save the account setting file (*.bin). The file can be imported to
another NAS for account setup.

Import/Export Users

OQNAP Import/Export Users

TurRBDO MAS

Olmpnrt userand user group settings

You can impaort muoltiple users and their settings to the MNAS from
a TAT, C5Y, or BIM file {settings from another MAS)Y. For detailed
instructions, please refer to the anline help.

Cwverwrite duplicate users

I Browsze..

{3 Export user and group account settings

Step 1 of3

Note that the quota settings can be exported only when the quota function is enabled in “Access Right
Management” > “Quota”.
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Import users

Before you import users to the NAS, make sure you have backed up the original users settings by
exporting the users. Follow the steps below to import users to the NAS:

1. Click “Import/Export Users”.

Users

LocalUsers | =] @ Q|4 Create a User || Create Multiple Users || € Import/Export Users || & Home Folders |

2. Select “Import user and user group settings”. Select the option "Overwrite duplicate users” to
overwrite existing users on the NAS.

ImportfExport Users

QNAP Import/Export Users

TURBD MNAS

@Impnn uzerand user group settings

You can import multiple users and their settings to the MAS from
a TAT, C8Y, ar BIM file {settings from another MNAS). Far detailed
instructions, please refer to the online help.

L] cwerrite duplicate users

|C:1Dncuments and SE“ Browse..: J

) Exportuser and user group settings
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3. Click "Browse” and select the file (*.txt, *.csv, *.bin) which contains the users information. Click
“Next” to import the users.

4. A list of imported users will be displayed. Any users with abnormal status, highlighted in red, will be
skipped. Note that this step will not be shown if you import users by a BIN file.

Import/Export Users

Irmpart User Preview

User Name Password Cuota Group Name  Status

test test 2000 test Create a Mew User Group
userdl userd] 2000 test Create a Bew User Group
Userd? userl2 2000 test Create a Mew User Group
Userld3 userll Mo limit  test Create a Mew User Group
userl4 userl4 2000 test Create a Mew User Group
U=erls userls 2000 test Create a Mew User Group

5. Click “"Next” to create the user accounts.
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6. Click “Finish” after the users have been created.

Import/Export Users

QNRAP

TURBDO MAS

Step 3of3

Import/Export Users

The uzer account has been created,

7. The imported user accounts will be shown.

Users

Lu:ucal Users

Ve Q.

| & Create a User || <> Create Multiple Users || 4 Import/Export Users |

4l
O
O
4
O
il

& Delete | Total: 7 | Display 1

admin

test

userdl

userd2

userd3

userdd

userds

entries per page.

1.95GH

1.95 GB

1.95 GB

1.95 GB

1.95 GB

GIGIEIEY
LICIEEY
PE®E@
CIEIEVEY
LIEIEIEY
GIGIEIEY

GIGIEIEY

2
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The NAS supports importing user accounts from TXT, CSV or BIN files. To create a list of user accounts
with these file types, follow the steps below.

TXT
1. Open a new file with a text editor.
2. Enter a user's information in the following order and separate them by “,”: Username, Password,
Quota (MB), Group Name
3. Go to the next line and repeat the previous step to create another user account. Each line indicates
one user's information.
4. Save the file in UTF-8 encoding if it contains double-byte characters.

An example is shown as below. Note that if the quota is left empty, the user will have no limit in using
the disk space of the NAS.

I Untitled - Notepad
File Edit Farmak Yiew Help

test test, 2000 test
user0l,user01,2000,test

LserD2, user02, 2000 test
userl? user0s, test
userld yser0d, 2000 test
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CSV (Excel)
1. Open a new file with Excel.
2. Enter a user's information in the same row in the following order:
Column A: Username
Column B: Password
Column C: Quota(MB)
Column D: Group name

3. Go to the next row and repeat the previous step to create another user account. Each row indicates
one user's information. Save the file in CSV format.

4. Open the CSV file with Notepad and save it in UTF-8 encoding if it contains double-byte characters.

An example is shown as below:

A | B | c .-
test test 2000 test
usert] uzert] 2000 teat
userz usert)z 2000 test
user3 usert)3 test
usertd uzerCd 2000 teat
users userto 2000 test

L I S O O

BIN (Exported from the NAS)
The BIN file is exported from a QNAP NAS. It contains information including user name, password,

quota, and user group. The quota setting can be exported only when the quota function is enabled in
“Access Right Management” > “Quota”.
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Home Folders

Enable Home Folders to create a personal folder to each local and domain user on the NAS. Users can
access their folders “home” via Microsoft networking, FTP, AFP, and Web File Manager. All the home
folders are located in the network share “Homes”, which can only be accessed by “admin” by default.

To use this feature, click "Home Folders”.

Users @

LocalUsers | =] @ Q. [ Create a User || 4> Create Multiple Users || 2 Import/Export Users || & Home Folders |

[] admin administrators GEBE
user01 1000 MB GEBE
user02 1000 MB
user03 1000 MB
user04 1000 MB
user0s 1000 MB

10 entries per page. It 4

L 1]

Total: § | Display

Select "Enable home folder for all users” and the disk volume where the home folders will be created
in. Click “Finish”.

Home Folders (]

ONRAP Home Folders

TUuRBO MAS
Enakble home folder for all users
Disk Volume:  Single Disk: Drive 1w |

Siepal TURNISH
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5.3 User Groups

A user group is a collection of users with the same access right to the files or folders. The NAS has
created the following user groups by default:
e administrators
All the members in this group have the administration right of the NAS. This group cannot be
deleted.
e everyone
All the registered users belong to everyone group. This group cannot be deleted.

The number of user groups you can create on the NAS varies according to the NAS models. If your NAS
models are not listed, please visit http://www.gnap.com for details.

Maximum number of user NAS models

groups

128 TS-110, TS-210

256 TS-112, TS-119, TS-119P+, TS-212, TS-219P+, TS-410, TS-239 Pro
I+, TS-259 Pro+

512 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+, SS-439

Pro, SS-839 Pro, TS-439 Pro 11+, TS-459U-RP/SP, TS-459U-RP+/
SP+, TS-459 Pro+, TS-459 Pro II, TS-559 Pro+, TS-559 Pro II, TS-
659 Pro+, TS-659 Pro 1I, TS-859 Pro+, TS-859U-RP, TS-859U-RP+,
TS-809 Pro, TS-809U-RP, TS-879 Pro, TS-1079 Pro, TS-879U-RP, TS-
EC879U-RP, TS-1279U-RP, TS-EC1279U-RP

A group name must not exceed 256 characters. It is case-insensitive and supports double-byte
characters, such as Chinese, Japanese, and Korean, except the following ones:
WANBENEE PR SRS

User Groups

‘Local Groups v @, [C,) Create a User Group ]
administratars
EveryOne

[ test
Total: 3 |
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5.4 Share Folders

Share Folders

You can create multiple network shares on the NAS and specify the access rights of the users and user
groups to the shares.

The number of network shares you can create on the NAS varies according to the NAS models. If your
NAS models are not listed, please visit http://www.qgnap.com for details.

Maximum number of network NAS models

shares

256 TS-110, TS-210, TS-112, TS-119, TS-119P+, TS-212, TS-219P+,
TS-410, TS-239 Pro II+, TS-259 Pro+

512 TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-419U+, SS-

439 Pro, SS-839 Pro, TS-439 Pro 11+, TS-459U-RP/SP, TS-459U-
RP+/SP+, TS-459 Pro+, TS-459 Pro II, TS-559 Pro+, TS-559 Pro
11, TS-659 Pro+, TS-659 Pro II, TS-859 Pro+, TS-859U-RP, TS-
859U-RP+, TS-809 Pro, TS-809U-RP, TS-879 Pro, TS-1079 Pro,
TS-879U-RP, TS-EC879U-RP, TS-1279U-RP, TS-EC1279U-RP

On the folder list, you can view the current data size, number of sub-folders and files created in the
network share, and the folder status (hidden or not).

Home > Access Right Management =2 Share Folders Welcome admin | Logout

Share Folders (2

| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER. AGGREGATION | | ADVANCED OPTIONS |

| & Mew Share Folder || 3 Restare Default Network Shares |

ﬂMﬂMﬂM“

[] Dept 30 KB ZareER
Download 400.2 MB 7 8 Mo () () (s (8] [ ()
Multimedia 12.84 6B 85 875 Mo EEREEE
Metwork Recycle Bin 1 12013 MB 22 7 Mo (2)(2) (s () () Q)
Public 26.55 GB M9 1650 Mo () () s () ) ()
Recordings 88 KB 18 2 Mo (2)(20) (ves) () 1) Q)
Ush 28 KB 4 2 Mo (=) () (vs) (@) =) Q)
Wb 236.48 MB 263 2108 Mo EEREERIEE

Ll a=a 4 kB u s Mo ZaEeEE

P |ivan 47 MB 0 1 Mo (2)(22) (ves) () () ()

& Delete | Total: 12 | Display

233


http://www.qnap.com

1. To create a network share, click "New Share Folder”.

Shares

l-&’} Mew Share Folder l-@ Festore Default Metwark Shares ]

Downlaad 2056 M () () (v (@) ()

Multimedia 19.87 GB 345 3994 Mo (2)(3) ) (@)

Network Recycle Bin 1 13.45 KB 4 2 Mo
Public 549 GB 1446 16458 Mo (2] (23 (ves () ()
Recordings 26 45 KB 19 2 Mo (22) (23 (hes) (8 ()
Ush 13.45 KB 1 2 No (Z)[@)w) (@)
ek 21.06 MB 86 1076 Mo (2) () (s () [

O root 170.08 GB 2873 64513 Mo ..@..
Total: B | Display 1

entries per page. I

2. Click “Next”.

Create A Share Folder A

DNAP Create a Share Folder

TURBDO MNAS
This wwizard guides you through the following settings:

® Share Folder Settings
* Privilege

To continue, click Mext. To exit, click Cancel.

Step 1 of 7 U nexr B cANCEL
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3. Enter the folder settings.

e Folder name: Enter the share name. The share name does not support" /\[]:; | =, +*?<
>

¢ Hide Folder: Select to hide the network share or not in Microsoft Networking. When a network
share is hidden, you have to enter the complete directory \\NAS_IP\share_name to access the
share.

e Lock file (oplocks): Opportunistic locking is a Windows mechanism for the client to place an
opportunistic lock (oplock) on a file residing on a server in order to cache the data locally for
improved performance. Oplocks is enabled by default for everyday usage. For networks that
require multiple users concurrently accessing the same file such as a database, oplocks should
be disabled.

e Path: Specify the path of the network share or select to let the NAS specify the path
automatically.

e Description: Enter an optional description of the network share.

Create A Share Folder “}ﬂ

CQNAP Share Folder Settings

rTuRED NAS
Folder Name; test @
Disk Volume: Mirroring Digk Wolume: Drive 1 2 s
Hide Folder: Oves @ o @
Lock file (oplocks): & ves O No
Path: ) Specify path autornatically

OEnterpath rmanually

Description:

Step 2 0f 7 m “wexr B cancel
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4. Select the way you want to specify the access right to the folder and specify the guest access right.

Create A Share Folder [ ]
aNnAp Brivilage

TUuURBDO MNAS
You can select ane ofthe following methads to configure the user
access right to the netwoaork share folder:

O Full access (Grant full access right for everyone)
* By User

(O By User Group

O Cnly the system administrator (admin) has full access. General
users have Read Onby access.

Guest Access Right
® Deny Access O Read anly O Readiwrite

Step 3 aof ¥
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5. If you select to specify the access right by user or user group, you can select to grant read only,
read/write, or deny access to the users or user groups.

Create A Share Folder A

Access Control (By User)

@, Total: 7 4!l 4
User Hame | Read onhs | ReadMyTite | Deny Access
admin F ]
test O ]
userd ] F ]
userd2 F O
userd3 Fl ]
userl4 F O
userds ] F bl

Step 4 of 7 “Back @ wexr W cANcEL
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6. Confirm the settings and click “Next”.

Create A Share Folder

QNAP

TUuREBDO MNAS

Step G of 7

Confirm Settings

Folder Hame:

Hide Folder:

Lock file {oplocks):

Path:

Description:

Access right:

Access User/User Group:

BACK

test
Mo
Tes

Mirraring Disk Volume: Drive 1 2 ftest

By Lser

admin, test, userl2, userd3, userld,

userls .

NEXT B CANCEL
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7. Click “Finish” to complete the setup.

Create A Share Folder

QNAP

TURBDO NAS

Step T of ¥

Setup complete

The new share folder has been created successfully.
Click FINISH to exit.

[=5 £
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To delete a network share, select the folder checkbox and click “Delete”. You can select the option

“Also delete the data in these folder(s)” to delete the folder and the files in it. If you select not to delete

the folder data, the data will be retained in the NAS. You can create a network share of the same name

again to access the data.

Share Folders

| SHARE FOLDERS ‘ | ISO SHARE FOLDERS (| FOLDER. AGGREGATION | | ADYANCED OPTIONS |

| & Mew Share Folder HO Restore Default Metwork Shares i

E

O All the selected share falder(s) will be removed. Are | 2 °

e B No EHEGOLIS

[ aiso delete the data in these falder(s). Y . @aneER

7w @EBEeEE

Public 26.55 GB 39 1650 Mo (&)@ ® =)

Recardings 88 KB 19 2 Mo ()3 ()@=

Ush 28 KB 4 2 Mo (&)@ ) (@)=

Wi 236.48 MB 763 2108 No (@)@ )@=

aaa 4 kB U u Mo
[ ivan 47 MB 0 1 Mo

Total: 12 | Display |

PaweER
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Icon

Description

(Folder property)

Edit the folder property. Select to hide or show the
network share, enable or disable oplocks, folder path,
comment, and enable or disable write-only access on FTP
connection.

(Folder permissions)

Edit folder permissions and subfolder permissions.

(NFS access control)

Specify NFS access right to the network share. An asterisk
(*) means all connections.

@ (WebDAV access control)

Specify WebDAV access right to the network share.

(Microsoft Networking host access

control)

Enter the host names or IP addresses which are allowed
to connect to the network share via Microsoft Networking.
Note that a user still needs a correct login name and
password to access the share via Microsoft Networking.

(Refresh)

Refresh the network share details.
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Folder Permissions

Configure folder and subfolder permissions on the NAS. To edit basic folder permissions, locate a folder

name in “Access Right Management” > “Share Folders” and click .

Share Folders 4

‘ SHARE FOLDERS ‘ | IS0 SHARE FOLDERS || FOLDER AGGREGATION | | ;nD‘u'nNEED OPTIONS |

Shares i@ Mew Share Folder ][0 Restaore Default Netwark Shares i

Dept 64 KB .....

Dowenload 400.22 MB 9 14 Mo
Multimedia 1284 GH 65 576 Mo
Metwork Recycle Bin 1 23 KB 4 2 o
Fuhlic 0.1 GB 318 1668 Mo
Recordings a8 kB 149 2 o
Ush 28 KB 4 2 Mo
Wieh 237.31 MB 2649 2164 Mo

[ iwvan 4.7 nMB 0 1 Mo

[ root 28 KB 4 2 Mo

Total: 20 | Display 1|:|v entries per page. I
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The folder name will be shown on the left and the users with configured access rights are shown in the
panel. You can also specify the guest access right at the bottom of the panel.

Share Folders 7]

‘.. SHARE FOLDERS 1 [ IS0 SHARE FOLDERS l I FOLDER. AGGREGATION ] [ ADYANCED OPTIONS |

[ Dept e EvENONE ] | =]
& admin O O

|+ Addd ||— Remove |

Guest Access Right:

For detailed instructions, please click here:
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Click "+ Add” to select more users and user groups and specify their access rights to the folder. Click
“ADD” to confirm.

Select users and groups 2

Lo w[Q) Q Tota; 18 TR W LA

Name | Read only | ReadWrite | Deny Access

messagehus F F F

alex ] I ]

ivan I ¥ .|

test ] ] i

icecast ¥ F 4

test0002 ] ]

testd003 . ]

test0004 Il [

test0005 ] F L

test0006 ] F ]
o
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Click "- Remove” to remove any configured permissions. You can select multiple items by holding the
Ctrl key and left clicking the mouse. Click “"Apply” to save the settings.

Share Folders

| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER AGGREGATION | | ADYANCED OPTIONS |

(]

[ Dept 1%

Bveryone
& admin

&, testonnz

&, testonns
&, test0nng

=

EEO

& O

P A

e . A I |

Guest Access Right:é

For detailed instructions, please click here

|=I= Acld |||“' Remove I
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Subfolder Permissions

The NAS supports subfolder permissions for secure management of the folders and subfolders. You can
specify read, read/write, and deny access of individual user to each folder and subfolder.

To configure subfolder permissions, go to "Access Right Management” > “Share Folders” > “Advanced
Options” tab. Select “Enable Advanced Folder Permissions” and click “Apply”.

Note: You can create maximum 230 permission entries for each folder when Advanced Folder

Permission is enabled.

Share Folders

| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER AGGREGATION | | ADVANCED OPTIONS

Advanced Options

Enahle Advanced Folders Permissions

Go to “Access Right Management” > “Share Folders” > “Share Folders” tab. Select a root folder, for

example Dept, and click .

Share Folders

| SHARE FOLDERS | | IS0 SHARE FDLDERSl | | FOLDER. AGGREGATION | | ADVYANCED OPTIONS |

Shares i@ Mews Share Folder “{3‘ Restore Default Metwark Shares |

] Dent 80 KB No ERRROE
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The network share name and its first-level subfolders are shown on the left. The users with configured
access rights are shown in the panel, with special permission below. Double click the first-level
subfolders to view the second-level subfolders.

Share Folders

EF Dept
[ Adrmin
E HR
[0 Production
[ Zales
[ test

For detailed instructions, please click here

!ever\rone ¥ E O

& admin ] =l |

|=i= Al | |'= Remove

Guest Access Righ

Owner. _admin Only the awner can delete the contents {see anline help)

Only admin can create files and folders (see online help)
Apply changes to files and sub-folders
L Apply and replace all existing permissions ofthis folder, files, and subfolders

APPLY

Select the root folder (Dept). Click “+ Add” to specify read only, read/write, or deny access for the

users and user groups.

Share Folders

| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER AGGREGATION | ADVANCED OPTIONS

2 Production
[ Sales
[ test

For detailed instructions, please click here

o BVEIYONE .| ) )
&, admin O ] ]

=i= Ao == Remove

Guest Access Righ

Owner. _admin Only the owner can delete the contents (see online help)

Cnly admin can create files and folders (see anline help)
Apply changes to files and sub-folders
O Apply and replace all existing permissions ofthis falder, files, and subfolders

APPLY
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Note:

e If you have specified “deny access” for a user on the root folder, the user will not be allowed to
access the folder and subfolders even if you select read/write access to the subfolders.

e If you have specified “read only access” for a user on the root folder, the user will have read only
access to all the subfolders even if you select read/write access to the subfolders.

e To specify read only permission on the root folder and read/write permission on the subfolders,
you must set read/write permission on the root folder and use the option "Only admin can create
files and folders” (to be explained later).

Click "ADD” when you have finished the settings.

Select users and groups m
Lo w0 Q Totat 7 TIRT T
Name Read only ReadMWrite Deny Access

123 F Ll ]

456 ¥l F L
messagehus ] ] F]

alex ] F ]

ivan F Ll Ll

test ] Fi

icecast F E ]

Specify other permissions settings below the folder permissions panel.

Owner.  admin [ onlythe owner can delete the contents izee online help

O] Only admin can create files and folders (see onling helg)
Apply changes to files and sub-folders
O] Apply and replace all existing permissions ofthis folder, files, and subfolders
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e Guest Access Right: Specify to grant full or read only access or deny guest access.
e Owner: Specify the owner of the folder. By default, the folder owner is the creator. To change the

folder owner, click .

Share Folders a8

| SHARE FOLDERS | | .ISEI SHARE FOLDERS | | FOLDER. AGGREGATION | | ADVANCED OPTIONS I

: & everyone E ] E
— T Admin

1 HR & admin 4| O O
[=) Production &, test E O F
[ sales

[ test

|+ Add | |==" Remove

GuestAccess Right:

Owner. _admin | | Only the owner can delete the contents (see online help)

Only admin can create files and folders (see online help)
Apply changes to files and sub-folders
L4l Apply and replace all existing permissions of this folder, files, and subfolders

For detailed instructions, please click here

Select a user from the list or search a user name. Then click “Set”.

| Local Users v | E‘

Search to select the user or User group:

adrnin

123

456
messagebius
alex

ivar

test

icecast

a| [ set
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e Only the owner can delete the contents

When you apply this option to a folder, e.g. Dept, only the folder owner can delete the first-level
subfolders and files. Users who are not the owner but possess read/write permission to the folder
cannot delete the folders Admin, HR, Production, Sales, and test in this example. This option does
not apply to the subfolders of the selected folder even if the options “"Apply changes to files and

subfolders” and “Apply and replace all existing permissions of this folder, files, and subfolders” are
selected.

=@
= 25 Admin
I Admindl
I3 adminnz
= ) HR
51 HRL
I HRz
I3 Production
I Sales
I rest

Only admin can create files and folders: This option is only available for root folders. Select this
option to allow admin to create first-level subfolders and files in the selected folder only. For
example, in the folder “Dept”, only admin can create files and subfolders Admin, HR, Production,
and so on. Other users with read/write access to Dept can only create files and folders in the
second and lower-level subfolders such as Admin01, Admin02, HR1, and HR2.

22
= 53 admin
I3 Adminol
I3 Adminoz
= [ HR
I3 HR1
Iy HRz
I3 Production
[ Sales
[ test

Apply changes to files and subfolders: Apply permissions settings except owner protection and root
folder write protection settings to all the files and subfolders within the selected folder. These
settings include new users, deleted users, modified permissions, and folder owner. The options
"“Only the owner can delete the contents” and “Only admin can create files and folders” will not be
applied to subfolders.

Apply and replace all existing permissions of this folder, files, and subfolders: Select this option to
override all previously configured permissions of the selected folder and its files and subfolders

except owner protection and root folder write protection settings. The options “Only the owner can
delete the contents” and “"Only admin can create files and folders” will not be applied to subfolders.

250



e Special Permission: This option is only available for root folders. Select this option and choose
between “"Read only” or "“Read/Write” to allow a user to access to all the contents of a folder
irrespectively of the pre-configured permissions. A user with special permission will be identified as
“admin” when he/she connects to the folder via Microsoft Networking. If you have granted special
permission with “Read/Write” access to the user, the user will have full access and is able to
configure the folder permissions on Windows. Note that all the files created by this user belong to
“admin”. Since “admin” does not have quota limit on the NAS, the number and size of the files
created by users with special permission will not be limited by their pre-configured quota settings.
This option should be used for administrative and backup tasks only.

After changing the permissions, click “Apply” and then “YES"” to confirm.

Share Folders 7]

i SHARE FOLDERS | I 150 SHARE FOLDERS il FOLDER AGGREGATION l

| ADVANCED OPTIONS

Applying the permissions 1o files and sub-folders L O
may take some time depending on the number of
fileg and folders to be processed. L] L4

Do yvouwantto apply the permissions now?

| Productio

_| Sales 7
YES HO
| test ! L -

|4=' Al | |'-= Remove

GuestAccess Right D

Cwiner: _admin

Only the owner can delete the contents {(see online helpj

Only admin can create files and folders (see online help)
Apply changes to files and sub-folders
O Apply and replace all existing permissions ofthis folder, files, and subfolders

For detailed instructions, please click here

I APPLY |
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Microsoft Networking Host Access Control

The NAS folders can be accessed via Samba connection (Windows) by default. You can specify the IP

addresses and hosts which are allowed to access the NAS via Microsoft Networking. Click @ to edit the
host access control of a folder.

Share Folders @

| SHARE FOLDERS | | IS0 SHARE FOLDERS | | FOLDER. AGGREGATION | | ADVANCED OPTIONS |

[O Mews Share Folder “O Restore Default Metwaork Shares i

Dept 40 KB ...
Download 4002 MB 7 8 MNo (&)(@) () [ @=| Q)
Multirmedia 12.84 GB 85 575 Mo EEEE O
Network Recycle Bin 1 28 KB 4 T Mo EBMEE L
Public 26.55 GB 319 1650 Mo (&) () (v (@)= Q)
Recordings 88 KB 19 2 MNo EEMHEOE
A wizard will be shown. Enter the allowed IP addresses and host names. For example:
IP address 192.168.12.12
192.168.% *
Host name dnsname.domain.local

*.domain.local
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Microsoft Networking Host Access Control

ONAP Host Access Control

TURBDO MNAS
Enterthe hosts or IP addresses which are allowed to connectto
this shared folder: Dept

Naote: Ulsars will st need access parmissions fo aocess the shared

folcar.
Allowed IP Address or Domain Name Examples
192, 168.%.* il :

* domain, local

MHote: Please make sure the format you enter is carrect. An incorrect
farmat can lead to access errorlf no entry () is entered, all hosts

access will be allovwed.
“aeeLy W cANCEL

Wildcard characters
You can enter wildcard characters in an IP address or host name entry to represent unknown
characters.

Asterisk (*)

Use an asterisk (*) as a substitute for zero or more characters. For example, if you enter *.domain.
local, the following items are included:

a.domain.local

cde.domain.local

test.domain.local

Question mark (?)

Use a question mark (?) as a substitute for only one character. For example, test?.domain.local includes
the following:

testl.domain.local

test2.domain.local

testa.domain.local

When you use wildcard characters in a valid host name, dot (.) is included in wildcard characters. For

example, when you enter *.example.com, “one.example.com” and “one.two.example.com” are

included.
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ISO Share Folders

You can mount the ISO image files on the NAS as ISO shares and access the contents without disc
burning. The NAS supports mounting up to 256 ISO shares.

*TS-110, TS-119, TS-210, TS-219, TS-219P, TS-410, TS-119P+, TS-219P+, TS-112, TS-212 support
maximum 256 network shares only (including 6 default network shares). The maximum number of ISO
image files supported by these models is less than 256 (256 minus 6 default shares minus number of
network recycle bin folders).

Follow the steps below to mount an ISO file on the NAS by the web interface.

1. Login the NAS as an administrator. Go to “Share Folders” > "ISO SHARE FOLDERS". Click “Mount
An ISO File”.

Share Folders

|: SHARE FOLDERS | ‘ IS0 SHARE FOLDERS ‘ | FOLDER. AGGREGATION | | ADVANCED OPTIONS |

150 Shares [| < Mount an 150 File ]

' entries per page.

2. Select an ISO image file on the NAS. Click “Next".

Create An IS0 Share Folder

QNAP Choose An ISO Image File

TURBDO MNAS

This wizard guides you through the following settings:

® |50 Share Folder Settings
® Privilege
Source 190 Image File: festISOF_TSCD_288L_ 20100514,

Mote: Cnly 150 image files will be listed.

Step 1 of 7 NextT B CANCEL
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3. The image file will be mounted as a network share of the NAS. Enter the folder name.

CQNAP ISO Share Folder Settings
TurRBDO MNAS

Folder Name: [AS|

Hide Folder: (O ves & g @
Description:

Step 2 of ¥

Back B new B CANCEL

4.

Specify the access rights of the NAS users or user groups to the network share. You can also select
“Deny Access” or “Read only” for the guest access right. Click “Next".

Create An IS0 Share Folder

ONAPR Privilege

TurRBDO NAS
You can select one of the following methods to configure the user
access right to the netwoaork share folder:

@ Grant read-only access right for administrators only
O By User

) By User Group

Guest Access Right:
® Deny Access 0 Read arly

Step 3aof 7

“gack B Onextr B canceL
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5. Confirm the settings and click “Next”.

Create An IS0 Share Folder

QNAP Confirm Settings

TurRED NAS
Folder Hame: MAS
Hide Folder: Mo
Path: iMAS
Description:

Grant read-only access right for

BECESS Ul administrators anly

Access User/User Group:

Step 6 of 7 “pack B next B CANCEL

o

6. Click “Finish”.

Create An IS0 Share Folder

ONRAP Setup complete

TURBDO NAS
The newy share folder has been created successiully.
Click FINISH to exit.
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7. After mounting the image file, you can specify the access rights of the users over different network
protocols such as SMB, AFP, NFS, and WebDAYV by clicking the icons in the “Action” column.

|" SHARE FDLDERS.-] | 150 SHARE FOLDERS ] |'.-.FEILDER AGGREGATION ﬂ| |" ADYANCED OPTIONS "|

T p i@ T ]

MAS 4.28 MB Mo EEEEE

Total: 1 | Display

entries per page.

The NAS supports mounting ISO image files by Web File Manager, see herel31h for more information.
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Folder Aggregation

You can aggregate the shared folders on Microsoft network as a portal folder on the NAS and let the
NAS users access the folders through your NAS. Up to 10 folders can be linked to a portal folder.

Note: This function is supported only in Microsoft networking service.

To use this function, follow the steps below.

1. Enable folder aggregation.

Share Folders

[ SHARE FOLDERS | | 150 SHARE FOLDERS || FOLDER AGGREGATION || ADVANCED OPTIONS |

Folder Aggregation
Enahle Folder Aggregation
Enabile this function will allow you to agaregate all shared folders in local netwark into 2 " portal falder " inyour MAS.

Folder Aggregation is for Microsoft Metwark § Samba Service OMLY.

Folder Aggregation List

i@ Create & Portal Folder ][@ Impartf Export Folder Tree i

2. Click “Create A Portal Folder”.

Folder Aggregation List

l@ Create & Portal Faolder Ii@ Import) Export Folder Tree i
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3. Enter the portal folder name. Select to hide the folder or not, and enter an optional comment for
the portal folder.

Create A Portal Folder

OQNAP Create A Portal Folder
TURBD MNMAS
Folder Name Shzres| @
Hide Folder: ) ves &) g @
Comment:

Step 1 of 1 APPLY CANCEL
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4. Click (Link Configuration) and enter the remote folder settings. Make sure the folders are

open for public access.

Note: If there is permission control on the folders, you need to join the NAS and the remote servers

to the same AD domain.

Folder Aggregation List

[ & create & Portal Folder || & Trportf Export Folder Tree |

.:1 .

1 | shares

Remote Folder Link o

Femote Folder Link

Fortal Faolder Mame: Shares

Link Name Host Hame Remote Share Folder
1 2ublic on 10812103 10812103 Public '
2 diaon172.17.27.240 {1 Media
4
5
6
i
g
a
10

Step 1 of 1 .Al.'-'PLY. (AN(EL
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File Edit Wiew Favorites Tools

Back - '__ Search [T" Folders -
I

Address | \1172.17.23.107 shares

File and Folder Tasks
Other Places

Details

Help #
L
Marne Siz
[iMedia on 172.17.27.249
[CPublic on 10.8.12,103
& Al ] bl |

0 bytes e Internet
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Advanced Options

“Advanced Folder Permissions” and “Windows ACL" provide subfolder and file level permissions

control. They can be enabled independently or together.

Share Folders

| SHARE FOLDERS || ISO SHARE FOLDERS || FOLDER AGGREGATION ||

Advanced Options

ADVANCED OPTIONS

When this option is enabled, you can assign the folder and subfolder permission to individual users and user groups.

Enable Advanced Folder Permissions

Enable Windows ACL Support

Protocols

Permission

Options

How to Configure

Advanced Folder

Permissions

FTP, AFP, Web File
Manager, Samba

3 (Read, Read & Write,
Deny)

NAS web UI

Windows ACL

Samba

13 (NTFS permissions)

Windows File Explorer

Both

FTP, AFP, Web File
Manager, Samba

Please see the
application note (http://
www.gnap.com/index.
php?lang=en&sn=4686
) for more details.

Windows File Explorer
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http://www.qnap.com/index.php?lang=en&sn=4686
http://www.qnap.com/index.php?lang=en&sn=4686
http://www.qnap.com/index.php?lang=en&sn=4686

Advanced Folder Permissions

Use “Advanced Folder Permissions” to configure subfolder permissions directly from the NAS UI. There
is no depth limitation for the subfolder permissions. However, it is highly recommended to change the
permissions only on the first or second level of the subfolders. When “Advanced Folder Permissions” is

enabled, click the “Folder Permissions” icon under the “Share Folders” tab to configure the
subfolder permission settings. See “Share Folders” > “Folder Permission”[233) of this section for details.

Windows ACL

Use "Windows ACL” to configure the subfolder and file level permissions from Windows File Explorer. All
Windows Permissions are supported. For detailed Windows ACL behavior, please refer to standard NTFS
permissions: http://www.ntfs.com/#ntfs_permiss

e To assign subfolder and file permissions to a user or a user group, full control share-level
permissions must be granted to the user or user group.

e When Windows ACL is enabled while “"Advanced Folder Permissions” are disabled, subfolder and file
permissions will have effect only when accessing the NAS from Windows File Explorer. Users
connecting to the NAS via FTP, AFP, or Web File Manager will only have share-level permissions.

¢ When Windows ACL and Advanced Folder Permissions are both enabled, users cannot configure
Advanced Folder Permissions from the NAS UI. The permissions (Read only, Read/Write, and Deny)
of Advanced Folder Permissions for AFP, Web File Manager, and FTP will automatically follow
Windows ACL configuration.
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5.5 Quota

To allocate the disk volume efficiently, you can specify the quota that can be used by each user. When

this function is enabled and a user has reached the disk quota, the user cannot upload any data to the

server anymore. By default, no limitations are set for the users. You can modify the following options:

e Enable quota for all users
e Quota size on each disk volume

Quota

Quota

Enahle quota for all users

Cunta size on the disk

Mote: Individual user guota size can be changed in Users - Quota Settings [ Users ]

APPLY

After applying the changes, the quota settings will be shown. Click "GENERATE” to generate a quota
settings file in CSV format. After the file has been generated, click "DOWNLOAD” to save it to your

specified location.

[Localusers (v | Q|

admin =
test 1.95 GB
user0 195 GB
userd2 1.95 GB
userd3 1.95 GB
userl4 1.95 GB
userls 1.95 GB
guest 185 GB
Total: & | Display entries per page.

[ GENERATE ] [ DOWNLOAD ]

Mote: 2010_05_12_Local_User_Quota_Volumel.csvis ready to be downloaded.

167 MB

0Me
0me
0me
0MB
0MB
0Me
0me

|Mirr0ring Disk Volume: Drive 1 2 V|

Ma size limitation

Available1.95 GB
Available1.95 GB
Available1.95 GB
Available1.95 GB
Available1.95 GB
Available1.95 GB

Available1.95 GB

N
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6. Network Services

Microsoft Networking[268)
Apple Networking[278

NFS ServiceR™3

FTP Servicel278
Telnet/SSH[278

SNMP Settingsk7®

Web Server[28h

Network Service Discovery[303)
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6.1 Microsoft Networking

Microsoft Networking

To allow access to the NAS on Microsoft Windows Network, enable file service for Microsoft networking.
Specify also how the users will be authenticated.

Home > Network Services 3> Microsoft Networking

Welcome admin | Logout English

Microsoft Networking [

| MICROSOFT NETWORKING || ADVANCED OPTIONS

Microsoft Networking

Enable file service for Micrasoft netwarking

Server Description (Optional): MAS Server

Warkgraup: MAS

& standalone Server
AD Domain Member (To enable Damain Security, please click heral)

O LDAP Domain Authentication (To enable Domain Security, please click here)
Current Samba 1D 5-1-5-21-325120726-1639715159-2191483818
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Standalone Server

Use local users for authentication. The NAS will use the local user accounts information (created in

“Access Right Management” > “Users”) to authenticate the users who access the NAS.

e Server Description (optional): Describe the NAS so that the users can easily identify the server on
Microsoft Network.

e Workgroup: Specify the workgroup to which the NAS belongs. A workgroup name supports up to 15
characters but cannot contain:
"=\ *X?<>;[1%,"

AD Domain Member

Use Microsoft Active Directory (AD) to authenticate the users. To use this option, enable Active
Directory authentication in “"Access Right Management” > “"Domain Security” and join the NAS to an
Active Directory.

LDAP Domain Authentication

Use Lightweight Directory Access Protocol (LDAP) directory to authenticate the users. To use this
option, enable LDAP authentication and specify the settings in "Access Right Management” > "Domain
Security”. When this option is enabled, you need to select either the local NAS users or the LDAP users
can access the NAS via Microsoft Networking.
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Advanced Options

Microsoft Networking
| MICROSOFT NETWORKING I| ADVYANCED OPTIONS

Advanced Options
[ Enable wiNS server
] usethe specified WINS server
WINS server IP address: o ) o ph

Local Master Browser
[T aliow onlky MTLM2 authentication.

Mame Resolve F'ric:rity:f

i Lagin style: DOMAIRUSERMAME instead of DOMAIN+LUSERMAME far FTR, AFF, &YWeh File Manager
id Altomatically register in DME

] Enable trusted domains

WINS server

If the local network has a WINS server installed, specify the IP address. The NAS will automatically
register its name and IP address with WINS service. If you have a WINS server on your network and
want to use this server, enter the WINS server IP. Do not turn on this option if you are not sure about
the settings.

Local Domain Master

A Domain Master Browser is responsible for collecting and recording resources and services available
for each PC on the network or a workgroup of Windows. When you find the waiting time for connecting
to the Network Neighborhood/My Network Places too long, it may be caused by failure of an existing
master browser or a missing master browser on the network. If there is no master browser on your
network, select the option "Domain Master” to configure the NAS as the master browser. Do not turn on
this option if you are not sure about the settings.

Allow only NTLMv2 authentication

NTLMv2 stands for NT LAN Manager version 2. When this option is turned on, login to the shared folders
by Microsoft Networking will be allowed only with NTLMv2 authentication. If the option is turned off,
NTLM (NT LAN Manager) will be used by default and NTLMv2 can be negotiated by the client. The default
setting is disabled.
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Name resolution priority

You can select to use DNS server or WINS server to resolve client host names from IP addresses.
When you set up your NAS to use a WINS server or to be a WINS server, you can choose to use DNS
or WINS first for name resolution. When WINS is enabled, the default setting is “Try WINS then DNS”.
Otherwise, DNS will be used for name resolution by default.

Login style: DOMAIN\USERNAME instead of DOMAIN+USERNAME for FTP, AFP, and Web File Manager
In an Active Directory environment, the default login formats for the domain users are:

Windows shares: domain\username

FTP: domain+username

Web File Manager: domain+username

AFP: domain+username

When you turn on this option, the users can use the same login name format (domain\username) to
connect to the NAS via AFP, FTP, and Web File Manager.

Automatically register in DNS: When this option is turned on and the NAS is joined to an Active
Directory, the NAS will register itself automatically in the domain DNS server. This will create a DNS
host entry for the NAS in the DNS server. If the NAS IP is changed, the NAS will automatically update
the new IP in the DNS server.

Enable trusted domains: Select this option to load the users from trusted Active Directory domains

and specify their access permissions to the NAS in “Access Right Management” > “Share Folders”. (The
domain trusts are set up in Active Directory only, not on the NAS.)
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6.2 Apple Networking

To connect to the NAS from Mac, enable Apple Filing Protocol. If the AppleTalk network uses extended
networks and is assigned with multiple zones, assign a zone name to the NAS. Enter an asterisk (*) to
use the default setting. This setting is disabled by default.

To allow access to the NAS from Mac OS X 10.7 Lion, enable "DHX2 authentication support”. Click
“Apply” to save the settings.

Home == MNetwork Services == Apple Networking Welcome admin | Logout

Apple Networking

Apple Networking
Enahle Apple Filing Protacal

Fone: *

DH+2 authentication suppart

270



You can use the Finder to connect to a shared folder from Mac. Go to “"Go” > “Connect to Server”, or
simply use the default keyboard shortcut "Command+k”.

Window Help
Back B[
Forward 3]

Enclosing Folder

B Computer
7% Home {+3H
4 Desktop %D
A Network {+ 38K
El iDisk >
% Applications {+38A
" Documents {380
S Utilities

Recent Folders

Co to Folder...
Connect to Server...
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Enter the connection information in the “Server Address” field, such as “afp://
YOUR_NAS_IP_OR_HOSTNAME". Here are some examples:

afp://10.8.12.111

afp://NAS-559

smb://192.168.1.159

Server Address:

afp://192.168.1.159
Favorite Servers:

2 afp://192.168.1.159
I afp://10.8.12.111

@ [ Remove

Note: Mac OS X supports both Apple Filing Protocol and Microsoft Networking. To connect to the NAS
via Apple Filing Protocol, the server address should start with “afp://”. To connect to the NAS via
Microsoft Networking, please use “smb://".
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6.3 NFS Service

To connect to the NAS from Linux, enable NFS service.

NFS Service

NFS Service
Enable MNFS Service

Yol can setthe allowed damain name and the access authority in Share Falder Management.
Click here to setthe NFS access right of the netwark share.

APPLY

To configure the NFS access right to the network shares on the NAS, go to “Access Right Management”
> “Share Folders”. Click the NFS button on the “Action” column.

ccess Right Management > Share Folders Welcome admin | Logout English =

Share Folders 2

‘- SHARE FOLDERS | | IS0 SHARE FOLDERS | | FDLDER AGGREGATION “ ;ADVANEED DPTIDNS. [

[@ Mews Share Folder "{3 Restore Default Metwork Shares ]

O Dept 30 KB EBEEEE

Download 400.2 MB 7 8 MNo
Multimedia 123468 85 575 No
Network Recycle Bin 1 12013 B 22 77 Mo
Public 26,55 GB 318 1850 Mo (22) (23] (wrs () () )
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Specify the access right to the network share. If you select "No limit” or "Read only”, you can specify
the IP address or domains that are allowed to connect to the folder by NFS.

No limit: Allow users to create, read, write, and delete files or folders in the network share and any
subdirectories.

Read only: Allow users to read files in the network share and any subdirectories but they are not
allowed to write, create, or delete any files.

e Deny access: Deny all access to the network share.

MNFS Access Control

ONRAP NFS Access Control

TURBDO MAS
You can setthe MFS access right of the network share.
Metwork Share Name: Fublic

Access Right: M lirnit S

Allowed IP Address or
10,812, 12

Fead anly
Deny access

Mote: Please make sure the format vou enter is correct. An incorrect
format can lead to access error.

Step 1 of 1

arpLy B CANCEL
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Connect to the NAS by NFS

On Linux, run the following command:
mount -t nfs <NAS IP>:/<Network Share Name> <Directory to Mount>

For example, if the IP address of your NAS is 192.168.0.1 and you want to link the network share
“public” under the /mnt/pub directory, use the following command:
mount -t nfs 192.168.0.1:/public /mnt/pub

Note: You must login as the “root” user to initiate the above command.

Login as the user ID you define, you can use the mounted directory to connect to your shared files.
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6.4 FTP Service

When you turn on FTP service, you can specify the port number and the maximum number of users
that are allowed to connect to the NAS by FTP at the same time.

FTP Service

General
Enable FTP Setvice
Protocol Type: FTP {standard)

CI FTP with SSLTLS (Explicit)
Part Murmber:

Unicode Support; Oves @ no
Enable Anonymous:; Oves @ no

Note: Ifyour FTF client does not support Unicode, please select"Mo" for Unicode Support and select a supported filename encoding
from [Filename Encoding] under [General Settings] so that the folders and files on FTF can be properly shown,

Connection
Maximurm Mumhber of all FTP connections:

Maximurm Mumhber of Connections Faor a Single Account: (10

[ Enable FTF transfer limitation
KBis
kBis

Maximurm upload rate (<Brs);

Maximurn download rate (KBis): |

Advanced

Passive FTP Port Range: @ Use the default port range (55536 - 56559)
O Define purtrange:é_ i

O Respond with external IP address for passive FTP connection request

Extarnal IP address:

To use the FTP service of the NAS, enable this function. Open an IE browser and enter ftp://NAS IP.
Enter the user name and the password to login the FTP service.

Protocol Type
Select to use standard FTP connection or SSL/TLS encrypted FTP. Select the correct protocol type in
your client FTP software to ensure successful connection.
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Unicode Support

Turn on or off the Unicode support. The default setting is No. If your FTP client does not support
Unicode, you are recommended to turn off this option and select the language you specify in “General
Settings” > “Language” so that the file and folder names can be correctly shown. If your FTP client
supports Unicode, enable Unicode support for both your client and the NAS.

Anonymous Login
You can turn on this option to allow anonymous access to the NAS by FTP. The users can connect to the
files and folders which are open for public access. If this option is turned off, the users must enter an

authorized user name and password to connect to the server.

Passive FTP Port Range
You can use the default port range (55536-56559) or specify a port range larger than 1023. When using
this function, make sure you have opened the ports on your router or firewall.

FTP Transfer Limitation
Specify the maximum number of FTP connections, maximum connections of a single user account and

the maximum upload/download rates of a single connection.

Respond with external IP address for passive FTP connection request

When passive FTP connection is in use, the FTP server (NAS) is behind a router, and a remote computer
cannot connect to the FTP server over the WAN, enable this function. When this option is turned on, the
NAS replies the IP address you specify or automatically detects the external IP address so that the
remote computer is able to connect to the FTP server.
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6.5 Telnet/SSH

Turn on this option to connect to the NAS by Telnet or SSH encrypted connection (only the “admin”
account can login remotely). Use Telnet or SSH connection clients, for example, putty for connection.
Make sure the specified ports have been opened on the router or firewall.

To use SFTP (known as SSH File Transfer Protocol or Secure File Transfer Protocol), make sure the
option “Allow SSH connection” has been turned on.

Telnet / SSH

Telnhet / SSH

After enabling this option, you can access this servervia Telnet or S5H connection. (Only the account admin can login remotely.)
O] allow Telnet connection
Fort Murmber:

Allaw S5H connection
Porthumber 22
Enakle SFTP
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6.6 SNMP Settings

Enable SNMP (Simple Network Management Protocol) service on the NAS and enter the trap address of
the SNMP management stations (SNMP manager), for example, PC with SNMP software installed. When
an event, warning, or error occurs on the NAS, the NAS (SNMP agent) reports the real-time alert to the
SNMP management stations.

The fields are described as below:

Field Description

SNMP Trap Level Select the information to be sent to the SNMP management
stations.

Trap Address The IP address of the SNMP manager. Specify maximum 3 trap
addresses.

SNMP MIB (Management The MIB is a type of database in ASCII text format used to manage

Information Base) the NAS in the SNMP network. The SNMP manager uses the MIB to

determine the values or understand the messages sent from the
agent (NAS) within the network. You can download the MIB and
view it with any word processor or text editor.

Community (SNMP V1/V2) An SNMP community string is a text string that acts as a password.
It is used to authenticate messages that are sent between the
management station and the NAS. The community string is included
in every packet that is transmitted between the SNMP manager and
the SNMP agent.

SNMP V3 The NAS supports SNMP version 3. Specify the authentication and
privacy settings if available.
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SNMP Settings

SHNYIP

After enahling this service, the MAS will he able to report information via SMNMP to the managing systems.
Enable SNMP Service
Paort Murmber: 1161

SHMP Trap Level: [ information [ Warning O Error

Trap Address 1;

Trap Address 2:

Trap Address 2:

SNMP Version: SR VLN v

Comrmunity; public

SNVIP MIB

Toinstall the MIB to your managing systems, click [Download].

DOWHLOAD

APPLY
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6.7 Web Server

The NAS supports Web Server for web sites creation and management. It also supports Joomla!, PHP
and MySQL/SQLite to establish an interactive website.

Metwork Services = Web Server Welcome admin | Logout
Web Server i
| WEB SERVER || VIRTUAL HOST
web Server

After enahbling this function, vou can upload the wehpage files to "Weh" network share to publish your wehsite.
Enable weh Ser\ter@
Part Mumber:
register_glohals: O on @ of
Enahle Secure Connection (SSL)

Port
Mumber:

Enable WebDAY

Show service link on the login page

After enahling this service, click the following link to enter to Weh Server.
hittpoir1 0.8.12.111:800
hitps:r10.8.12.111:8081/

php.ini Maintenance
O php.ini Maintenance

The file php.ini is the system configuration file of Weh Server. After enabling this function, you can edit, upload ar restore this file. It
is recammended to use the systern default setting.
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To use Web Server, follow the steps below.
1. Enable the service and enter the port number. The default number is 80.

2. Configure other settings:

e Configure register_globals
Select to enable or disable register_globals. The setting is disabled by default. When the web

program prompts you to enable php register_globals, enable this option. However, for system
security concern, it is recommended to turn this option off.

e php.ini Maintenance
Select the option “php.ini Maintenance” and choose to upload, edit or restore php.ini.

Note: To use PHP mail(), go to "System Administration” > “Notification” > “Configure SMTP

Server” and configure the SMTP server settings.

e Secure Connection (SSL)
Enter the port number for SSL connection.

3. Upload the HTML files to the network share (Qweb/Web) on the NAS. The file index.html, index.htm

or index.php will be the home path of your web page.

You can access the web page you upload by entering http://NAS IP/ in the web browser. Note that
when Web Server is enabled, you have to enter http://NAS IP:8080 in your web browser to access

the login page of the NAS.

282



WebDAV

WebDAV (Web-based Distributed Authoring and Versioning) is a set of extensions to the HTTP(S)
protocol that allows the users to edit and manage the files collaboratively on the remote World Wide
Web servers. After turning on this function, you can map the network shares of your NAS as the
network drives of a remote PC over the Internet. To edit the access right settings, go to “Access Right
Management” > “Share Folders” page.

To map a network share on the NAS as a network drive of your PC, turn on WebDAV and follow the
steps below.
Go to “Access Right Management” > “Share Folders” > “Share Folder”. Click the "WebDAV Access

Control” button in the “Action” column, and set the WebDAV access right of the users to the
network shares.

Home =2 Access Right Management =2 Share Folders Welcome admin | Logout Eriglish
Share Folders O
| SHARE FOLDERS | | 150 SHARE FOLDERS | | FEILDER AGGREGJ&TIDN H ADVANEED EIF'TIEINS |

Shares [@ MNeswy Share Folder “0 Restore Default Metwork Shares i

] Dept B4 KB BERIEE
Download 400.23 MB 3 14 No B EIEE]
Multirmedia 14,95 GB 66 530 Mo NS | [ ()
Metwark Recycle Bin 1 28 KB 4 2 Mo BRI
Public 30.1 GB 318 1868 Mo B EEHE

Next, mount the network shares of the NAS as the network shares on your operating systems by
WebDAV.
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Windows XP:

1.

Right click "My Computer” and select "Map Network Drive...”

OCUmMEents

Fix_

Open
Explare
Search...
Manage

PL Scan For wiruses

Create Sharkcut
Intermn Delete
Excplar
! Renarne

Propetties

2. Click “Sign up for online storage or connect to a network server”.

Windows can help vou connect to a shared network Folder
and assign a drive letker ko the connection so that you can
access the Folder using My Computer,

e tWorkDrive

Specify the drive letter For the connection and the Folder
that wou wank to connect bo;

Drive: ‘f - EJ

Example: Yiserverishare
Reconnect at logon

Conneck using a different user name,

= Back Finish Cancel
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3. Select “"Choose another network location”.

Add I etworKa aoe Wivarnd

Where do you want to create thiz network place?

Select a service provider, If you do not have & membership with the provi
you create an account, To just create a shorout, click "Choose another network location.”

Service providers:

| MSN Commiinities
Share wour files with others, ar stare them for your personal uze,

Ty}

ite, nebwork. locabion, of FTP site.

| <Back || Nest> | [ Cancel |
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4. Enter the URL of your NAS with the folder name. Note that you should put a “#” key at the end of
the URL. Click “Next".
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME/#

‘What iz the addresz of this network place?

Type the address of the Web site, FTP site, or network location that thiz shortcut will open.

| <¢Back || Mew> | | Cancel |

5. Enter the user name and password which has the WebDAV access right to connect to the folder.
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6. Type a name for this network place.

AddNetworkPlace Wizard o

What do you want to name this place?

Create a name fior thiz shortcut that will help you easily identify this network place:
hittpe /41 92,1681, 39 MywebD AW .

Type a name for thiz network: place:
iu,mnnmm 192168.1.39

| <Back |[ Mew> | | Cancel |
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7.

A iR etwors Il dee iz

The network place has been created and is ready to be used.

Completing the Add Network Place
Wizard

You have successfully created thiz network place:

A shostout For this place will appear in My Metwork Places,

Open this netwaork, place when | click Finizh.

To cloze thiz wizard, click Finish.

| Finizh

.If!ani:e.]. ]
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8. Now you can connect to this folder anytime through WebDAV. A shortcut has also been created in

“My Network Places”.

i My W ebDAY 0N 192.168.1.39 o =] E3
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Windows Vista

If you are using Windows Vista, you might need to install the “Software Update for Web Folders
(KB907306)". This update is for 32-bit Windows OS only. http://www.microsoft.com/downloads/details.
aspx?Familyld=17c36612-632e-4c04-9382-987622ed1d64&displaylang=en

1. Rightclick "Computer” and select “Map Network Drive...”

Disconnect Metwork Drive...

Create Shortcut
Delete

Rename

Properties
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2. Click “Connect to a Web site that you can use to store your documents and pictures”.

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive:  [X: -]

Folder: |

Example: \\server\share

[¥] Reconnect at logon

Connect using a gifferent user name.
| Connect to a Web site that you can use to store your documents and pictures. I
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3. Select "Choose a custom network location”.

Where do you want to create this network location?

Choose a custom network location
el Specify the address of a website, network location, or FTP site.

| Net || cancel |
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4. Enter the URL of your NAS with the folder name.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME

Specify the location of your website

Type the address of the website, FTP site, or network location that this shortcut will open.

[ Net || cancel |

5. Enter the user name and password which has the WebDAV access right to connect to this folder.
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6. Type a name for this network location.

What do you want to name this location?

Create a name for this shortcut that will help you easily identify this network location:

http://10.8.12111/ My Web DAY,

Type a name for this network location:
MyWebDAV@TS-509|
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7. The Web folder has been successfully created.

Completing the Add Network Location Wizard

You have successfully created this network location:

A shortcut for this location will appear in Computer.

[ Open this network location when [ click Finish,

| Finish || cCancel |
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8. You can locate the web folder in the “Network Location” section in "Computer”.

Total Size Free Space

Devices with Remevable Sterage (B)
t| Dacuments

; & ;

Fictures DD RV Dirive (E2) ; CD Drive (k)
- S

Music $ =

¢ Recently Changed P ble Disk (F:) Remevable Disk (G:)
- smevable Disk (F: =D ona :
Searches wf‘ "?

s Public
== Remeovable Disk (He) = Removable Disk (T}
—-— -

Metwork Lecation (3)

- Qmultimedia (\10.812.119)
)

=
[ MyWebDAVETS-500

IW-PC Werkgroup: WORKGROUP

- Processor: Intel(R) Pentium(R) D CPU 280GH:
A Memorn: 300 GB
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9. You can connect to the folder though this link via HTTP/WebDAV.

Favorite Links MName Internet Address
T Testing Feed  http://10.812.111/MyWebDAV/ Testing Fead.ml

B Documents
B Pictures

n' Music

Maore »

Folders
B Desktop

B w
J Public
1S Computer
&L Local Disk (C:)
a Local Disk (D:)
i DVD RW Drive (E:)
- Remaovable Disk (F:)
. Remmahle Mick (51
1 item
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Mac OS X

Follow the steps below to connect to your NAS via WebDAV on Mac OS X.
Client Operating System: Mac OS X Snow Leopard (10.6.1)

1. Open “Finder” > “Connect to Server”, and enter the URL of the folder.
Format: http://NAS_IP_or_HOST_NAME/SHARE_FOLDER_NAME
Server Address:

| http://10.8.12.111 /MyWebDAW J(+]) (©7)
Favorite: Sereers:

@ ( Remove ) [ Browse | ( Connect )

4

2. Enter the user name and password which has the WebDAV access right to connect to this folder.

Enter your name and password for the server
“10.8.12.111".

Connect as: () Guest
@ Registered User

Name: James

Password: I-----l ]

| Remember this password in my keychain

( Cancel ) ( Connect )
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3. You can connect to the folder through this link via HTTP/WebDAV.

B ioisk _ Testing Feed.xml Today, 2:00 PM

4. You can also find the mount point in the "SHARED” category in Finder and make it one of the login
items.

Note that the instructions above are based on Mac OS X 10.6, and can be applied to 10.4 or later.
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Ubuntu

Follow the steps below to connect to your NAS via WebDAV on Ubuntu.
Client Operating System: Ubuntu 9.10 Desktop

1. Open “Places” > “Connect to Server...”

<3 Applications system @@
|8 Home Foider

[l Desktop
I"_-:Ifm-l:l.lﬂuerls

| Music

i Pictures
ﬁmm

i} Downloads

& 4| E MonMov 2, %:25PM () james

B computer

nmﬁ:

Search for Files...

Recent Docurments
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2. Select "WebDAV (HTTP)” or “Secure WebDAV (HTTPS)” for the Service type according to your NAS
settings and enter your host information. Enter the user name and password which has the
WebDAV access right to connect to this folder. Click "Connect” to initialize the connection.

(% Applications Places System (@ & 4 Mon Nav 2, S:26PM () james

Conmnect T
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3. This WebDAV connection has been established successfully, a linked folder will be created on the

desktop automatically.
& Mon Nov 2, 9:29PM () james

MyWebDAVY - File Browser
File Edit View Go Bookmarks Tabs Help

Back ~ Forward ~ ﬁ X | e l.‘ ! q
EI | dav| MywebDAV € 100% @ I'Jmn'l;iew vl

Places~ =
ini james =
B Deskiop Testing Fead.xmil
1 File Systerm

121 Network

— Floppy Drive

= WebDAV ...

F2 Trach

1 itemn
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MySQL Management

Install phpMyAdmin software and save the program files in the Web or Qweb share of the NAS. You can
change the folder name and connect to the database by entering the URL in the browser.

Note: The default user name of MySQL is “root”. The password is “admin”. Please change your root
password immediately after logging in to the phpMyAdmin management interface.

SQLite Management

Follow the steps below or refer to the INSTALL file in the downloaded SQLiteManager-*.tar.gz? to install
SQLiteManager.

(1) Unpack the downloaded file SQLiteManager-*.tar.gz.

(2) Upload the unpacked folder SQLiteManager-* to \\NAS IP\Web\ or \\NASIP\Qweb.

(3) Open a web browser and go to http://NAS IP/SQLiteManager-*/.

?: The symbol “*” refers to the version number of SQLiteManager.
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6.7.1 Virtual Host

Virtual host is a web server technique that provides the capability to host more than one domain

(website) on one physical host offers a cost-effective solution for personal and small business with such

need. You can host multiple websites (maximum 32) on the NAS with this feature.

In this tutorial we will use the information provided in the table below as the reference guide.

Host name

WAN/LAN IP and port

Document root

Demo web application

sitel.mysite.com

site2.mysite.com

www.mysite2.com

WAN IP: 111.222.333.444
LAN IP: 10.8.12.45 (NAS)

Port: 80 (NAS)

/Qweb/sitel_mysite Joomla!
/Qweb/site2_mysite WordPress
/Qweb/www_mysite2 phpBB3

Before you start, make

e Web Server

sure you have checked the following items:

Enable Web Server in "Network Services” > “Web Server”.

e DNS records

The host name must point to the WAN IP of your NAS and you can normally configure this from

your DNS service providers.

e Port forwarding

If the web server listens on port 80 you need to configure port forwarding on your router to allow
inbound traffic from port 80 to the LAN IP (10.8.12.45) of your NAS.

e SSL certificate import

If you are going to enable SSL connection for the website and intend to use your own trusted SSL

certificates you may import the certificate from within the administration backend under “System

Administration” > “Security” > “Import SSL Secure Certificate”.
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Follow the steps below to use virtual host.
1. Select “Enable Virtual Host” and click “Apply”.
2. Click “Create New Virtual Host".

Web Server
| WEB SERVER” | | VIRTUAL HOST

virtual Host

After enahling this function, you can create multiple wehsites by uploading Weh files to each folder.
{¥] Enable virtual Host

|[ & Create Mew Virtual Host |

3. Enter the host name and specify the folder (under Web or Qweb) where the web files will be
uploaded to.

4. Specify the protocol (HTTP or HTTPS) for connection. If you select HTTPS, make sure the option
“Enable Secure Connection (SSL)” in Web Server has been turned on.

5. Specify the port number for connection.

6. Click “Apply”.
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7. Continue to enter the information for the rest of the sites you want to host on the NAS.

Modify Virtual Host

ONAP Modify Virtual Host

TURBO MAS

Host Hame: ‘gite] mysite.com
Folder Name: ek sitel _mysite
Protocol : & HTTP O HTTPS
Port: a0 :

Step 1 of 1 " UAPPLY CANCEL

Web Server

| WEB SERVER || VIRTUAL HOST

Virtual Host

After enahbling this function, you can create multiple wehsites by uploading Web files to each falder.
[l Enable virual Host

[ €2 Create New virtual Host |

O | sitet mysite.com Iowebisitel_mysite HTTP an
] site2_tmysite.com Ioweblisite2_mysite HTTF an
O wan Imysite?.com ICnwe b _mysite2 HTTP an
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8. Create a folder for each website (sitel_mysite, site2_mysite, and www_mysite2) and start
transferring the website files to the corresponding folders.

Organize = Burn Mew folder

4 & Downloads
4 | Web Sites
b Joomla
b 4. phpBB3
b WordPress

)

sitel_mysite site2_mysite www_mysited

from Joomla (C\Users..\Joomla) to sitel_mysite (P:\sitel_mysite)
About 3 Minutes and 30 Seconds remaining

(%) More details

Once the files transfers complete point your web browser to the websites by http://NAS_host_name or
https://NAS_host_name according to your settings. In this example, the URLs are:
http://sitel.mysite.com

http://site2.mysite.com

http://www.mysite2.com

You should see the Joomla!, phpBB3, and WordPress web pages respectively.
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6.8 Network Service Discovery

UPnP Discovery Service

When a UPnP device is added to the network, the UPnP discovery protocol allows the device to
advertise its services to the control points on the network.

By enabling UPnP Discovery Service, the NAS can be discovered by any operating systems that support
UPnP.

Home = Metwork Services > Network Service Discovery Velcome admin | Logout Englisk
Network Service Discovery {
| UPNP DISCOYERY SERYICE | | BONIOUR |

UPNP Discovery Service

After enabling this service, yaur MAS can be discovered by any operating systems that support LIPnP.
Enahle LIPnP Serice
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Bonjour

By broadcasting the network service(s) with Bonjour, your Mac will automatically discover the network
services, such as FTP, running on the NAS without the need to enter the IP addresses or configure the
DNS servers.

Note: You have to activate the services on their setup pages and then turn them on in this section so
that the NAS will advertise this service with Bonjour.

UPNP DISCOVERY SERVICE BONIOUR

Bonjour
Before broadcasting the following services through Bonjour, please DO MOT forgetto enahle these sewvices first.

[¥] salect all

Wieh Administration

Service Mame: nas

SAMBA (Server Message Block aver TCRIF)
Service Mame: nas(SAMBA)

AFP (Apple File Protocol over TCRAP)

Serice Mame: hasaFF

S5H

Service Mame: nas(S5H)

FTF {File Transfer Protocol)

Service Mame: nas{FTF)

HTTPS (Secure web server)
Service Mame: nas(HTTFS)

IUPnP Media Server
Service Mame: nasi{JPMNP)

Gidobile far iPhonefiPod touch

Service Mame: nasi{Qbobile)
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7. Application Servers

Web File Managerp™h
Multimedia Station[32%
Photo Station[38%
Music Station[408)
Download Station[428
Surveillance Station[458
iTunes Server[458
UPnP Media Serverksh
MySQL Server[463)
QPKG Center[463
Syslog Serverf6®
RADIUS Serverl7h
Backup Serverf7®
Antivirusf483

TFTP Serverf92

VPN Servicekod

LDAP Server[509)
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7.1 Web File Manager

To connect to the files on the NAS by a web browser, enable Web File Manager. If the NAS is connected

to the Internet and uses a valid IP address, you can connect to the NAS by web browser from
anywhere.

To use Web File Manager, go to “Application Servers” > “Web File Manager”. Enable the service.

Home > Application Servers == Web File Manager

Welcome admin | Logout

Web File Manager I

web File Manager

Enahble ¥eb File Manager
Show service link on the lagin page
After enahling this service, click the fallowing link to enter to Web File Manager.
hitp:i10.8.13.59:8080/cgi-binfilemanager!
hitps:1M10.8.13.559:443icgi-binfilemanager!

Click “Web File Manager” on the top or on the login page of the NAS to connect to the Web File

Manager. If you login the service from the login page of the NAS, you are required to enter the user
name and password.
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With Web File Manager, you can upload, download, rename, move, copy, or delete the files and folder

on the NAS.

‘Web File Manager «| | Jusb

Welcome admin | Logout

English

=] 4 KenTestEsg o«
([ Download
#[JLog
@ ] Muttimedia
 CINB_BK
[ 2] Network Recycle Bin 1
(2] Public
[ ] Recordings.
H[JUsb
B [web
(] all_volume

OO BRI /7 cO&

Size Type

Jaa Folder

&, Sharing Links
Details

No Selection

(B |

Page| 11| b b | &
[ Disk info ] Used Size : 123.84 GB , Free Size : 167.6 GB

@ ]

Modified Time Permission Owner Group

201111714 17:34:08 TT0 (rexrwx—) admin

Display tem: 1-1, Total: 1 = Show 20

administrators.

v items

312



Upload files

Note: The maximum size of a file that can be uploaded to the NAS by Web File Manager is 2GB.

To use this feature, install Adobe Flash plugin for your web browser.

i. Select a folder and click E’ .
ii. Click "Browse” to select the file(s).
iii. Selectto skip or overwrite the existing file(s) in the folder.

iv. Click to upload a file or “Upload All” to upload all the selected files.
Upload destination: /Public/pic
Browse Clear
Files to be uploaded:{2) Total size: 184.9 KB Uploaded files(0) Tokal size: 0B

hode Mame Size % Transfer Rate Time Remaining

@ E Winter jpg 10307 KB 0% 0 B/Sec.
@ : water llies oo 81.53 KB 0% 0 BYSec.

Upload Al

If the file already exists: (&) Skip () Cwerwrite
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Download file
i. Select a file or folder to download.

ii. Right click the mouse and select "Download” or click ! to download the file.

Create folder
i. Select a network share or folder in which you want to create a new folder.

ii. Click BG (Create Folder).
iii. Enter the name of the new folder and click “"OK".

Rename file or folder
i. Select a file or folder to rename.

ii. Click =— (Rename).
iii. Enter the new file or folder name and click “"OK".

Copy files or folders

i. Select the files or folders to copy.
ii. Click — (Copy).

iii. Select the destination folder.
iv. Select to skip or overwrite the existing file in the destination folder. Click “"OK".

Move files or folders
i. Select the files or folders to move.
i. Click % (Move).

iii. Select the destination folder.
iv. Select to skip or overwrite the existing file in the destination folder. Click "OK".

Delete file or folder
i. Select a file or folder to delete.

ii. Click 0 (Delete) on the toolbar.
iii. Confirm to delete the file or folder.
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Extract files

i. To extract a zipped file on the NAS, right click the zipped file and select “Extract”.

O® BRIk / 1 0

Matme - Size Type

i e inl T R

o Dowenload

Exdract |k Extract...

o hlove

o Copy

&) Delete

/ Rename

Propetties

ii. Select the files to extract and configure the extraction settings.
Extract - sky and flowers.zip

File List Setkings

Mame « Size Packed Modified Time
% Blue bills jpy 2785 KB 26.06 KB 200110823 20:00:00
™ Sunsetjog B352HB  B7.85HB 200108623 20:00:00
yeter filies jog 81.83 KB 80.53 KB 200110823 20:00:00
# inter jog 10307KB 10167 KB 200108623 20:00:00
Page 1 of1 A | »T? Digplay tem: 1 ~4  Tatal: 4 Show S0 v items

| Extract to : iGdovwnioad

Extract Select Extract Al Cancel
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Files/Folders Search

Web File Manager supports smart search of files, sub-folders, and folders on the NAS. You can search a
file or folder by all or part of the file or folder name, or by the file extension, for example, AVI, MP3.

SMultimedia Welcome admin | Logout English
O R YL OB 2 jog

Mame - Size Type Modified Time Permission Oyt Group
% Hydrangeas jog 581 33 KB JPGFile 20090744 063231 BEE (rw-rwy-rwe-] acdmin acdministrators b
1 p10S0364 JPG 395 MB JPG File 201107724 04:52:12 BEE (-t -rne-) acdmin administrators
8 P S03TT JPG 4 67 MB JPG File 20110724 050252 BEE (rw-rwy-rw-] acdmin acdministrators
#1 p1030353 JPG 418 MB JPG File 2011219 15:59:36 BEE [rwe-rwe-rne-) acmin administrators
8 P 040081 JPG 262 MB JPG File 201107531 04:52:.00 BEE (rw-rwy-rwe-] acdmin acdministrators
4 S AN 003 PG 255 MB JPG File 20110701 14:30:46 BEE [rwe-rwe-re-) acdmin administrators
#9 Sap_0035.JPG 246 MB JPG File 20110701 14:30:46 BEE (rw-rw-rwe-] acdmin acdministrators
#4 SaAM 0039 PG 246 MB JPG File 20110701 14:30:48 BEE [rwe-rwe-rne-) acdmin administrators
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Mount ISO Shares

To mount an ISO file on the NAS as a network share, follow the steps below.

Locate the ISO file on the NAS. Right click the file and select "Mount ISO”".

S test /IS0
— _ I —
O® BRi / @ ¢®
hame Size Type
F_TSCD_859U_20100514_3.2 6.cksum 528 CHSLM File
< F_TSCD_§59U_20100514_3.2 Biso 430.38 b IS0 Fils
5 Dowenload ;
. 55-439_3.1.1_BuildDa15 img - MG File
) $5.439_3.1.1_Puildoa15.zip ZIP File
o Mourt IS0
o Move
o Copy
&3 Delete
f Rename
Properties

Enter the share name and click “"OK".

' Mount IS0

Share folder F_TSCD 859U 20100
name: i i

‘ | Ok || Cancel |

Click "OK” to confirm.
. System message
ja) This 150 share [F_TSCD_8591) 20100514 3.2.6] has been mounted successtilly,
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The ISO share will appear on the folder list. You can access the contents of the ISO image file. You can
login the NAS web interface with an administrator account and specify the access rights of the users in

“Access Right Management” > “Share Folders” > “ISO Share Folders”.

Web File Manager

“| | /F_TSCD_859U_20100514_3.2.6

Welcome admin | Log

= = NASECECEC

Id [EIF_TSCD_859U_20100514_326 |

40® B 4

[ Y (o ] Maime - Size Type Modified Time Permission et
& (] Finder 1 avgoRun Folder 20100514 10:33:41 355 (F-xr-xr-x) acdmin
& e )
(== Folder 201000514 1003341 555 (r-xr-xr-x) admin
(3 anusl Sindet
=[] Gzt I Mac Falder 200100051 4 1003347 9935 (r-xr-xr-x) admin
= (CJese 3 Manual Falder 20100514 10:3355 555 (rr-xr-x) achmin
ez i Replicator
[ (I Metwark Recycle Bin 1 ) et Folder 2010005M4 10:33:44 555 (r-xr-xr-x) admin
& ] Public ase Folder 2010/5/18 10:33:50 555 (r-xr-xr-x) acimin
[ ] @download
& ] Gmuttimedia = Replicatar Folder 20100054 10:33:47 555 (r-xr-xr-x) admin
[ [ ] Grecordings - = A TORUM IS0 JEE B 12O File 20000051 4 1005424 855 (r-xr-xr-x) Scimin
] Gush = : -
Qe AUTORUN JMF 558 IMF File: 2010005M 4 10:34:24 555 (r-xr-xr-x) aclmin
1=~ i g

To unmount the share, right click the folder name and select *Unmount”. Click “Yes” to confirm and

then click "OK” to unmount.

Web File Manager

= o MASECRCEC o

= [ &utoRun
= [ Finder

= [ Ihac
[ Manual

H [ et

H I Jesc

= [ Replicator

= [EF_TSCD_ 859U 2010

N=44 2 9 F

LInmourit
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File/Folder Level Permissions

You can set file or folder level permissions on the NAS by Web File Manager. Right click a file or folder
and select “Properties”.

Web File Manager “ | fDept/Admin/Admin01
= o nas & ~ €Y (% B e LN @
e QO® B / ©
=5 Admin Mame « Size Type
# [ Admind1 Sl 105KE  DOC File
[ Admin0z
= [CJHR
4 [ Production 3 3.dod 105KB DG File
H ] Sales
H [ Jtest
[~ Dowvnlosd o Move
&[] Live_CD_build 0081
=[] Multimediz
& [ Metwork Recycle Bin 1 €9 Delete
& [ Public
H [ Recordings

s e .

H T ek

T2 god ME| Downicad 105KB  DOC File

o Copy

! Rename
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If the “"Advanced Folder Permissions” option is disabled in “Access Right Management” > “Share Folder”
> “Advanced Options”, the following settings will be shown. Define the Read, Write, and Execute access

rights for Owner, Group, and Public.
e Owner: Owner of file or folder.
e Group: Group owner of the file or folder.

e Public: Any other (local or domain member) users who are not the owner or a member of the group

owner.
Properties
—Info
Mame @ 1.doc
Location : fDepkiadmingadmindl
Size: 1I0.5 KB

Modified Time : 2011/01/19 09:15:54

— Permission
Read Write Execute
Chaner
Group
Public ]
Ok || Cancel |
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If a folder is selected, you can choose “Apply changes to folder(s), subfolder(s) and file(s)” to apply the
settings to all the files and subfolders within the selected folder. Click "OK” to confirm.

Properties

—Info

Marne : Admin0l

Locakion @ [Depkadmin

Size 1 31,5 KB

Modified Time ; 201101719 09:16:12

— Permission
Fead Wite Execute
Chaner
Graup
Public

] Apply changes to the Folder{s), subfolder(s) and File{s)

Ok || Cancel |
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If the "Advanced Folder Permissions” option is enabled in “Access Right Management” > “Share Folder”
> “Advanced Options”, you will be able to specify the file and folder permissions by users and user

groups. Click EE:I .
Properties
Info
Marme 1 .doc
Location Dept/Admind2dming
Size 10.5 KB
Mocified Time 20118149 091354

Permission

Mame Read Witite Execute
,f; admin
& guest [ [ [

O FIEES | Sdmmin |

o] .4 Cancel
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Select the users and user groups and specify the Read, Write, Execute rights. Click “Add".

Local Users

| | festt 234

|E|| jauss

[l | testsss
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To remove the permissions on the list, select the user(s) or user group(s) and click

Properties
Info
rame 1 .doc
Location Deptradminscming
Size 10.5 KB
Modified Time 20118119 09:15:54

Permission

Marme Fead Wykite Execute

& admin

& guest O ] [

& test [l [ [l

& testl ] [l ]

& testz [l ] [
.:ﬂ:. ==

Cheers | 5dmin 2|

8]38 Cancel
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You can also define the file and folder owner by clicking . Select a user from the list or search a

user name. Then click “"Set”.

Local Users 2
Search bo select the user:

admin

Ale

jauss

test

te=t

test1234

test2

Set
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The following options are available for folder permission settings. You are recommended to configure
folder permissions and subfolder permissions in “Access Right Management” > “Share Folders”[233,

e Only the owner can delete the contents: When you apply this option to a folder, the first-level
subfolders and files can be deleted only by their owner.

e Apply changes to files and subfolders: Apply changed permissions settings except owner protection
to all the files and subfolders within the selected folder. The option “"Only the owner can delete the
contents” will not be applied to subfolders.

e Apply and replace all existing permissions of this folder, files, and subfolders: Select this option to
override all previously configured permissions of the selected folder and its files and subfolders
except owner protection. The option "Only the owner can delete the contents” will not be applied to

subfolders.
Properties
Info
Marme Admind1
Location DeptrAdmin
Size 31.5KB
Modified Time 20110118 091 6:12

Permission

Matme Read Write Execute
& admin
& guest [l [ [l
.:ﬂ:. ==
CWREr! | 5omin [ 2|

[ ] 2nly the owner can delete the content
Apply changes to this folder, files and subfolders
[ ] &pply and replace all existing permissions of this folder, files and subfolders

Ik Cancel
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Share Files

Note: This feature can only be used by admin.

To share the files on the NAS by Web File Manager, select the files and click & or right click the file
(s) and select “Share”.

Name = Sizel

1 Photn 20141-12-28 17-08-31 jpg 105,

*% Photo 2011-12-29 17-09-| « Download

1 Photo 2011-12.29 17-09_| @ Share

*4 Photo 2011-12-29 17-38- : b
# Photo 2011-12-29 17-38-
# Photo 2011-12-29 17-47-

¢ Move

*% Photo 2011-12-29 17-57-
oto & Copy

@ Delete

S Rename

Properties

Select the IP or domain name of the NAS. Select to create the link(s) in SSL (optional) and specify the
expiration settings and enter a password (optional).

Create Download Links

Domain name/IP:  jasontest.mycloudnas.con ¥

[] Create the link(s) in SSL (https://)
Expiration:
i@ Expire in:
n7 | Day(s) | g || Hour(s)

™ valid until:

i) Ahways valid
Password protection (optional):

| Random |

| Create || Cancel
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To share the links by emails, select "Share the download links through email” and enter the contents.
Click “Create”.

Note: To use this function, the mail server settings must be properly configured in "System
Administration” > “Notification” > “"Configure SMTP Server”.

Share the download links through email:

To: EEE—
Subject: To Share with Youl

Content: I've shared the following file(s) with you using
QOMAP Turbo MAS:

m

*Note: Separate the email addresses by comma () or a semi-colon (). Up to 5
email addresses can be sent, A

Create Cancel

Confirm the information and click “Start Sharing”.
Sharing Links
Please confirm the following information
1. Photo 2011-12-29 17-09-31.jpg
http:/fmcna.mydoudnas. com:3080/cgi-hin/filemanager
JutiRegquest. cgi?ssid =0MASSNKME4

Period of validity: 02/18/2012 23:56

Start sharing Cancel
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7.2 Multimedia Station

Multimedia Station is a web-based application which lets you view your photos, play music, and videos
on the NAS by a web browser. You can also share the multimedia files with your friends and publish
photos to popular social networking sites such as Facebook, Plurk, Twitter, Blogger, and so on.

To use Multimedia Station, follow the steps below.
1. Go to "Network Services” > "Web Server”. Turn on the web server feature. To allow access to
Multimedia Station by HTTPS, turn on the option “Enable Secure Connection (SSL)".

2. Go to “Application Servers” > “Multimedia Station”. Enable the service. Next, go to the web page of

Multimedia Station by http://NAS_IP:80/MSV2/ or https://NAS_IP:8081/MSV2/ (secure connection).
The port number may be different according to your own settings.

Multimedia Station {

Multimedia Station

Enable Multimedia Station
Show service link an the login page

After enahbling this service, you may click one of the following links to enter Multimedia Station.
hitp:i1 08,1 3.59: 80/ 320

hitpsfi10.8.13.55:808 1 MSN 20
Rescan media libhrary

Reset admin password

Passwaord | |

Yearify Password | |

OF.
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3. The first time you connect to Multimedia Station, enter a new password for the “"admin” account.
Then click “Submit”. If you have created user accounts for the previous version of Multimedia
Station, you may select "Keep existing user accounts” to reserve the user accounts. Note that the
user accounts (including admin) of Multimedia Station are different from the system user accounts
on the NAS. For security concern, you are highly suggested to set a different password for admin.
The password must be 1 to 16 characters long. It can only contain A-Z, a-z, 0-9, -, !, @, #, $, %,

Welcome

that th
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4. When the page of Multimedia Station is shown, click “Login”. Enter the user name with access right
to this service and the password. If you login as the administrator (admin), you can create new

users and configure other advanced settings.

MULTIMEDIA STATI

Media Center
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Multimedia Station consists of Media Center, My Jukebox, and Control Panel.

Home | My Photo

Media Center
L)

EER
My

My Photo

My Video

“osta Rican Fr...

My Jukebox y ' Pensive Parak...
Control Panel

£
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Media Center
The folders and multimedia files of the default network share (Qmultimedia/Multimedia) of Multimedia
Station are shown in Media Center. You can view or play the multimedia contents (images, videos, and

audio files) on the NAS on the web browser over LAN or WAN.

Supported file format

File format

Type
Audio MP3

JPG/JPEG, GIF, PNG
Image

(Animation will not be shown for animated GIF files)

Playback: FLV, MPEG-4 Video (H.264 + AAC)
Video Transcode: AVI, MP4, M4V, MPG, MPEG, RM, RMVB, WMV
(Files will be converted to FLV)

Home / music

>

albumol
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[
(o]
o
=

Description

>

Home

Return to the home directory of Multimedia Station.

Parent Directory

Return to the parent directory.

Refresh

Refresh current directory.

Manage Album*

You can: 1. Create new album under the current directory and 2. Add new files to this
album by copying or uploading files to this directory.

2 006

Set Album Cover*

You can set up the album cover for each album/directory by specifying one photo in this
album/directory.

®

Cooliris

Browse your photos in 3-dimensional way with Cooliris. You need to install the Cooliris

plug-in for your browser first.

Slide Show

Start slide show. You can set up the photo frame, background music, and animation in the
slide show mode.

Publish*

Publish the chosen photos (max. 5 photos) to popular social networking sites. It now
supports: Twitter, Facebook, MySpace, Plurk, Windows Live, and Blogger. Note that the
album must be set to public (Control Panel > Set Folder Public) before it can be published,
and Multimedia Station must be accessible from the Internet. It is suggested to set up the
DDNS for the NAS before using this feature.

E-mail*

Send photos (max. 5 photos) to friends by e-mails. Note that you have to set up the SMTP

server in the NAS administration console before using this feature.

Thumbnails

You can browse the files in thumbnail view. This is the default view in Multimedia Station.

Details
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You can browse the files in detailed view. It supports the following functions: Open,
Rename, Delete, Download, and Full Image View.

A Sort

You can choose to sort files alphabetically in ascending or descending order.

-~ Search

You can search files by this function. Note that it only supports search within the current
directory.

*QOptions that can be operated by administrators only.
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Play music

The NAS supports playing music files on the web browser. Simply click a file (MP3) on the web page,
the NAS will start playing it. If you click a music file in a folder, all other supported music files in the
folder will also be shown in the playlist and played. Click “X” to exit the playback page.

01 Love of My Life.mp3

02 Can't Live a Day.mp3

03 Celebrate You.mp3

04 K You Could See What | See.mp3

05 Answered Prayer.mp3

06 God Causes All Things to Grow.mp3
07 Love Will Be Our Home.mp3

08 Go There with You.mp3

09 How Beautiful.mp3

10 Shine on Us.mp3

11 In Rememhbrance of Me.mp3

12 Household of Faith.mp3

Title: 01 Lt

02:04 /04:50 Yolume:
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View image files

When viewing an image file, you can click “EXIF” to view the detailed information such as file name,
size, date, and aperture. To add a caption for the file, click “Edit caption” and enter the description. The
description must not exceed 512 characters.

You can also submit your comments on the image file and view the comments from other users on “All
comments”. Each comment cannot exceed 128 characters.

0 Edit caption .

Comment All comments

Hame: admin

Comment:

(FSubmit |
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Set background music

To set the background music of an image file or a folder of image files, make sure you have created a
playlist in "Control Panel” > “Playlist Editor” (to be introduced later) in Multimedia Station.

Open an image file in Media Center and click B

Photo Frame | v |
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Select the playlist and click "Save”. To remove the background music, you can select "No music”.

Mo music
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Create album

To create an album (folder) by the web-based interface on Multimedia Station, locate the directory in

Media Center. Click E (Create Album).

+ | Sort: Hame |+

Select "Create New Album” and enter the album name. Click “"Next”".
The album name must be 1 to 64 characters long, and cannot contain | \ : ? " < > *

Manage Album

& L I loan
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To copy the files from other location in Media center to the album, select “File Copy”, choose the files to
copy and click >. Then click “File Copy” to start copying the files.

Manage Album

Miate: The fil fth & Mar he files inthe . ination folder wil

File Copry File Upload

Current Path: Homefphotos

& music Song_of_Solomon_01.mp3
& photos

& video

' File Copy
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To upload files to the album, click "Browse” to select the files and click “File Upload”.

Manage Album

Mate: The f ME NAME

“File Copy || File Upload
Zurrent Path: Homelphotos
2010-05-18_095043.pny
2010-05-20_153954.pny

2010-05-18_095043.png
2010-05-18_111205.jpy

[ Browse || Remove File Upload
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Manage album

To manage an album (folder) by the web-based interface on Multimedia Station, locate the directory in

Media Center. Click E (Create Album).

Select “Upload & Organize” and click “Next".

Manage Album

& Create Mew Album | O Uploar
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To copy the files from other location in Media center to the album, select “File Copy”, choose the files to
copy and click >. Then click “File Copy” to start copying the files. To upload files to the album, click
“Browse” to select the files and click “File Upload”.

Manage Album

Mate: The files of th & nar he files in the o ination folder wil

File Copry File Upload

Current Path: Homelphotos

& music Song_of_Solomon_01.mp3
& photos
& video

File Copy

You can click E to browse the multimedia contents in details and click the icons to open, rename,
delete, or download the files or folders.

Home | music

Nt O &

Name ‘ Type ‘
alburmol 20 [ Folder

Folder

audio
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Set album cover

To set an image file as the album cover, click ﬂ

Home /photos

10z4 = 2616-1920-1... 1600-12..,
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Select the image file and click “Save”.

Set Album Cover

(Msave | [ Cancel |
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Slide Show

Click n to view multiple image files in slide show. Select the playback speed (3s/6s/9s/15s) and the
slide show effect (for full screen display) from the drop-down menu. You can also select the photo

frame for displaying the image file. To view the image files in 3-dimensional (3D) display, click E

€) ) FadeZoom i & BB 8 [ No Frame i Pr | - I::
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Publish image files

You can publish the image files on Multimedia Station to social networking sites such as Facebook and

Twitter. Click

Home / photos

f &

>

01 Love of My ...
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Select the image files to publish. You can publish maximum 5 photos at a time. Enter the title and

description. Then select the website to publish the files to and enter the login information of the website.
Note that the album must be set to public (Control Panel > Set Folder Public) before it can be published,
and Multimedia Station must be accessible from the Internet. It is suggested to set up the DDNS for the

NAS before using this feature.

Field Limitation

Title Maximum number of characters: 256

Link (the IP address or host name | Support alphanumeric characters, dot (.), and slash (/) only

of the NAS)
Maximum number of characters: 256

Description Maximum number of characters: 1024

nan MULTIMEDIA STATIOMN

«

[W[al 8 10.5.12. 46 i

B 7 U |9 o |F|i=i=
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Email image files

To email the image files, make sure SMTP server settings have been correctly configured on the NAS.

Click .

Enter the information and click “Send”.

Field Limitation
Subject Maximum number of characters: 128
My Name The name only supports alphabets (A-Z and a-z), humbers (0-9),

dash (-), and underscore (_)

My Email Maximum number of characters: 128
Friend's Name Maximum number of characters: 128
Friend's Email Maximum number of characters: 128
Message Maximum number of characters: 1024

uan MULTIMEDIA STATION

@

Selected Images

Yoo can post your persondl message
here.
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Play video

The NAS supports playing video files on the web browser. Simply click a video file on the web page, the
NAS will start playing it. If you click a video file in a folder, all other supported video files in the folder
will also be shown in the playlist and played. Click “X” to exit the playback page.

QNAFP TS-632 Pro Turbo NAS.MP4

00:01:19 ) 00:07:27 seeking Yolume: - g
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Transcode video

If the video files are in AVI, M4V, MPG/MPEG, RM/RMVB, WMV formats, you need to transcode the file
in order to play it on Multimedia Station properly. A video file which can be transcoded is shown with an
icon like below in thumbnail view.

vy -

Click the icon and confirm to perform video transcoding. Wait patiently when transcoding is in process.

The video will be converted to FLV format. You can then play it on your web browser. Only
administrators are allowed to transcode a video.

QNAP does not guarantee all video formats or codecs are supported. You are highly recommended to
convert the video files into the formats that Multimedia Station supports before uploading the files to the
NAS.

Home !video

Hame ; Type
Folder
video

9 Pra Turho 1N/ 4 207 0 3 video

9 Pro Turbo | : 201 ] video

01000817 video

201 M7 video
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My Jukebox

You can create playlists of music files and play them in My Jukebox. The album art and its information
will be read from the ID3 tag automatically if applicable.

To create or edit your own playlist for My Jukebox, go to “Control Panel” > “Playlist Editor”. Note that

only the administrators can edit the playlists. The playlists in My Jukebox will be shared with all the
users of Multimedia Station.
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Control Panel

User Management

You can create multiple user accounts on Multimedia Station. Note that the user accounts created here
are different from the system accounts you create on NAS (Access Right Management > Users). Click
“Add User” to create a user. The maximum number of users Multimedia Station supports is 128,
including “admin”.

Media Center
User Management

My Jukebox

Username Description Disabled Is Admin

Control Panel -
Edit User

User Management
Change Password
Playlist Editor
Photo Frame Settings

Set Folder Public

Add User Refresh
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Enter the user information. The user name only supports alphabets (A-Z and a-z), numbers (0-9), dash

(-), and underscore (_). The user name cannot exceed 32 characters.

Specify whether or not the user is an administrator and the folders that the user can or cannot access.
Click “Save”. Note that the password must be 1 to 16 characters long. It can only contain A-Z, a-z, 0-9,
“r !l @l #l $l 0/01 —

Add User

Username

Password

Yerify Password

Description
Admin

hled
Inaccessihle Folder Accessible Folder

music photos

video

Save | | Cancel

The users are shown on the list. You can edit the user information, delete the user, or change the login
password. Note that the default account “"admin” cannot be deleted.
User Management

Username | Description | Disabled ‘ Is Admin

admin ystem Administra R | Edit User

test Edit User | | DeleteUser | Change Password |
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Change Password
You can change the administrator password in this section. The password must be 1 to 16 characters
long. The password can only contain A-Z, a-z, 0-9, -, !, @, #, $, %, _

Media Center "

My Jukebox

Control Panel

Change Password
ed Managermend g

Chanepe Pasywod d

Old Password

Pt ol oo
— New Password

Photo Frame Settings Verify Password

St Folder Pobilie
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Playlist Editor

To create a playlist, enter Playlist Editor. Select an existing playlist from the drop down menu or click

“Add” to create a playlist.

Next, select the music files from the left column (folders on Multimedia Station) and click > to add the

files to the playlist. Click “Save” and then “Close”.

After creating the playlist, you can play it in My Jukebox.

Maximum number of characters in a playlist 24
Maximum number of songs in a playlist 512
Maximum number of playlists 128

Playlist Editor

“Delete |

Plaviist ["001 v | [ Add

12 Household of Faith.mp3

11 In Remembrance of Me.mp3

10 Shine on Us.mp3

09 How Beautiful.mp3

08 Go There with You.mp3

07 Love Will Be Our Home.mp3

06 God Causes All Things to Grow.mp3
05 Answered Prayer.mp3

04 It You Could See What | See.mp3
03 Celebrate You.mp3

02 Can't Live a Day.mp3

01 Love of My Life.mp3

| | Cancel || Close |

357




Photo Frame Settings

You can upload your photo frames for viewing the image files. The suggested resolution is 400 (width) x
300 (height) pixels, or you can use an image with 4:3 aspect ratio. The supported format is PNG. To
add a photo frame, click "Add” and upload the file.

Photo Frame Settings
d frame resolution iz 400 (width)*

Photo Frame List
clasico

marco blanco
mosaico
pelicula

velloso

add | [ Delete | [
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The name of a photo frame must be 1 to 16 characters long. The maximum number of photo frames
Multimedia Station supports is 64 (including the system default photo frames). Note that the system
default photo frames cannot be deleted.

Photo Frame Settings

Photo Frame List
blogue

clasico

marco blanco
mosaico
pelicula

velloso

Hame

Select File - (MBrowse |

Upload | | Cancel |

add | [ Delete | [ Close |
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Set Folder Public

To publish the image files to the Web, you have to make the folder public. Select the folder to allow
public access and click >. Then click “Save”. Note that the public folders will be seen and accessed by
anyone without logging in Multimedia Station.

Set Feolder Public

Inaccessible Folder Accessible Folder

music photos

video

“save | [ Cancel |
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7.2.1 QMobile

QMobile is an application for you to use your handheld devices, such as iPhone, iPod touch, iPad, and
Android phones, to stream music, digital pictures, and videos from your QNAP NAS servers and play
the files directly on your devices from anywhere. As long as you have Internet access, you may access
all the contents on the NAS remotely.

Note: QMobile is applicable to QNAP Turbo NAS running firmware version 3.3.0 or later. Make sure
you have enabled Multimedia Station and Web Server, and configured the shared contents to allow
QMobile to access the multimedia files on the QNAP NAS. (The user accounts created on the NAS and
Multimedia Station are independent of one another. Please access Multimedia Station with an
authorized user account.)
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Install QMobile

Download QMobile from App Store (iPhone) or Android Market (Android phones).

Music

Android phone users may also get the download link of QMobile by taking a picture of the QR-code from
the website below:

1. http://www.gnap.com/QMobile/Default.aspx?lang=eng

2. http://www.doubletwist.com/apps/android/gmobile/-6558955796410604679/

Take a picture of the QR-code.

= i'
3 oo e
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http://www.qnap.com/QMobile/Default.aspx?lang=eng
http://www.doubletwist.com/apps/android/qmobile/-6558955796410604679/

Get the download link automatically from the QR-code.

Download QMobile to your Android phone.
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After installation, QMobile will be shown on the screen.
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Configure the NAS settings on your handheld devices

Launch QMobile App and add a QNAP NAS. You can add the NAS to QMobile by “"Automatic Discovery”
or “Add Server Manually”.

0O Mobile
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Automatic Discovery

T I &=0T
I S=aidd

0 Mobile

Connect to Server

No servers

Add Server
Automatic Discovery

Add Server Manually

aoNRAF
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Note:
1. For iPhone users

This feature is only available after you have enabled “"QMobile for iPhone/iPod touch” on the NAS
under “Network Services” > “Network Service Discovery” > “Bonjour”.

Network Service Discovery VWelcome admin | Logout

Bonjour

Before hroadcasting the following services through Bonjour, please DO MNOT forget to enahle these services first.

Cselect al

Wah Administration
Service Mame: A-439

SAMBA (Server Message Blaock aver TCRIPY
Service Mame: A-439(SAMBA)

O] arp (apple File Protocol over TCRIAF)

Service Mame: A-439(AFP)

O ssH
Service Name: A-439(S5H)

L FTF (File Transter Protocol)
Service Name: A-439(FTF)

Ol HTTPS (Secure web server)

Service Name: A-439(HTTPS)

O] UPKP Media Server
Service Mame: A-439(UPHF)

Ghobile far iFhanefifod touch
Service Name: A-439(QMohile)
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2. For Android devices

This feature is only available after you have enabled “Enable UPnP Service” on the NAS under

“Network Services” > “Network Service Discovery” > “UPnP Discovery Service”.

Network Service Discovery

UPNP DISCOVERY SERVICE BOMNIOUR.

UPhP Discovery Service
After enahling this service, your MAS can be discovered by any operating systems that support UPnP.

Enable UFPnF Service

QMobile will find all the NAS servers which have enabled Bonjour/UPnP on the local network. Select the

NAS and login with your user name and password.

iPod = T 4:07 T43:03

Cancel () Mobile () Mobile

QMNAPTony(QMaobile)
Name A-439.local.
PM-4393PRON{ QMobile)
Host1IP A-439 local.
QNAP-NAS(QMabile)
o L B L O D T T T T b b User Name

A-439(QMobile) =

ajwlelr]T]v]u]i]o]P
Als]o]Fla]H]y]K]L
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Add Server Manually

T A BT

P =5:27

0 Mobile

Connect to Server

No servers

Add Server
Automatic Discovery

Add Server Manually

aONRAE

Enter the name, host/IP, user name and password of the NAS.

iPod = T5:29
Cancel () Mobile
Name My 435
Host1P
User Mame

Password

awlelr]T]v]u]ifo]p
als]o]FlaH]ox]L]
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Select the NAS you wish to connect. To delete a NAS from QMobile, swipe the NAS name and tap

“Delete”.

Connect to Server

My 439

Add Server

Automatic Discovery

Add Server Manually

ONRAF

F&3:13

0 Mobile

Connect to Server
My 439

QMNAP Demo

Add Server

Automatic Discovery

Add Server Manually

ONRAF
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Use QMobile to manage your media center on the NAS
1. Media Center

You may view and play the multimedia files saved on Multimedia Station of your NAS.
Note: QMobile can only play the file formats supported by your handheld devices.

Connect to the NAS and tap the Media Center icon.

Media Center My Jukebox

I T,'. Upload Photos

[ * My Favorites
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You can browse the multimedia files under “"Qmultimedia/Multimedia” default network share or you may
choose the specific photo, music or video files by tapping the corresponding icon at the bottom.

iPod =
Madia Center

IMG_6356.JPG

IMG_6357.JPG

IMG_6358.JPG

Palau.mp4

Shayne Ward - Melt The Snow.mp3

Shayne Ward - Someone To Love.mp3

(s

By Me.mp3

iPod =

Media

IMG_0027.ipg

. =
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Music view
iPod =

Media Center Media

Media
Breathless

Melt The Snow

Someone To Love

na Ward - Shayne Ward

Stand By Me

i Wiard - Shayme Waed

That's My Goal

You're Not Alone

Shaynas Ward - Shayne War

Video view
iPod =
Media Center
Miedia

Palau.mp4

1 video clip.
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2. Upload Photos to NAS

You may upload photos on your handheld devices to the NAS directly through QMobile. Select the file

source by tapping . and select the file destination of the NAS by tapping E

- = T47:54

Settings Upload Photos

Media Center My Jukebox

Upload Photos

[ W My Favorites

374



Photo Source: Choose the photos from your handheld devices.
Photo destination: Choose the root folder ("Qmultimedia/Multimedia” folder of NAS) or the sub-folder to

T&47:55

save the photos.
[

iPod = TFE4T:55
'dtl:l Albums  cCancel

Saved Photos (23

Select Folder

. Photo Library

(Photo destination)

(Photo source)
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Select the photos and tap the “Upload” icon to upload the photos to the NAS.

376

=120

Upload Photos

Photo on 20...07.55.15 PM

Photo on 20...07.56.29 PM

2 photos to upload.




3. My Favorites
You may download the multimedia files from the NAS to your handheld devices under "My Favorites”

and play them offline.

My 439 Settings

Media Center My Jukebox

Upload Photos

I * My Favorites
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From Media Center, swipe the file and tap the star sign to start to download it.

(Files that have never been downloaded will be shown as “Not downloaded”.)
iPod = T 4541 L iFod = T&-5:49

Madia Center Media Madia Center Media

Media

IMG_0016.j

ﬁ Mot downloaded

IMG_0027.jpg

IMG_0040.jpg

S Photo on 2010-06-23 05.39.06 PM.jpeg
IMG_DH?‘I _i pg Lasd modified; 2 =y TOEE-A0

e Shayne Ward - Breathless.mp3
IMG_6349.JPG et

Downloading... 6.3 %

i o Shayne Ward - Someone To Love.mp3
IMG_6354.JPG Last modified: 20001022 |©F7-32
ol Shayne Ward - Stand By Me.mp3

IMG_6350.JPG

378



Downloaded files will be shown in "My Favorites”. QMobile will check if the source of the downloaded
files have been updated or deleted from the NAS upon every new connection to the NAS. You can select

to synchronize the changes with the NAS.
T45:49

My Favorites

Pa

lau.mpd

Shayne Ward - Melt The Snow.mp3
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4. My Jukebox

You may view, stream and play the playlists configured on Multimedia Station.

Login Multimedia Station as an administrator. Select “"Control Panel” > “Playlist Editor”.

(=] [=]2] MULTIMEDIA STATION

Home | Media
Media Center

My Jukebox

Control Panel

IMG_0071.jpg
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Click “"Add” to create a Playlist. Enter the playlist name and click “Save”.

Playlist Editor

Playlist ["zx3=mylist |'w Delete .'
& up

E‘ Shayne Ward - Breathless.mp3

= Shayne Ward - Melt The Snow.mp3

B‘ Shayne Ward - Someone To Love.mp3

& Shayne Ward - Stand By Me.mp3

E‘ Shayne Ward - That's My Goal.mp3

B‘ Shayne Ward - You're Not Alone.mp3

Save | | Cancel || Close
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Select the playlist from the drop-down menu and then choose the music files to add to the playlist and

click “">". Click “Save” to save the playlist.

Playlist Editor

Playlist ["sxZ=mlist [w

L] Up Shayne Ward - Someone To Love.mp3
E‘ Shayne Ward - Breathless.mp3 Shayne Ward - Melt The Snow.mp3
E‘ Shayne Ward - Melt The Snow.mp3 Shayne Ward - Stand By Me.mp3

= Shayne Ward - Someone To Love.mp3

E Shayne Ward - Stand By Me.mp3

F Shayne Ward - That's My Goal.mp3

= Shayne Ward - You're Not Alone.mp3

Cancel
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You can play the playlists created on the NAS by “My Jukebox” on your handheld devices.

Pod = E411:39

H-y Ju.lcabl:rx RTEEJ] List

Someone To Love

Shayres Waed - Shayre Waed

Melt The Sno

vl Wasd

Stand By M

3 songs.

Media Center My Jukebox

Upload Photos

My Favorites

Once the audio file has been streamed completely, it will be saved in the cache in “Recently Played”.
Pod = T44:39

Back HECEI"‘I“}I’ P]a}f&ﬂ

Melt The Snow

S i Waed » Shaymes Waed

That's My Goal

Stand By Me
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You can edit the cache settings under “Settings”.

Media Center My Jukebox

Upload Photos

My Favorites

Pod = Ti-4:46

Back S-E'“il'lgﬁ

Global Settings
Auto-Lock OFF

If you turn this off. Wili will always be on, but
battery rmic rain faster,

Opening media files when under cellular
network might excead your data plan’s limits.

My Jukebox Cache Settings
Maximum (songs)

Downloaded

Pod = T4:47
seings Cache Settings
Maximum number of songs to cache

100

200
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7.3 Photo Station

Photo Station is a web album for organizing and sharing your photos and videos on the Internet.

Requirements:

e Enable Web Server and Multimedia Station of the NAS. Photo Station utilizes the media library of
Multimedia Station. When enabling Photo Station, Multimedia Station (if disabled) will be enabled
automatically.

e Adobe Flash Player 9 or above.

To use Photo Station, do the following.

1. Login the NAS as “admin”. Go to “Application Servers” > “Photo Station” and enable this feature.
Enable the option "Rescan media library” and specify the time for the NAS to scan the media library
daily. The NAS will generate thumbnails, retrieve media information and transcode videos for the
newly added files at the specified time every day.

Photo Station !

Photo Station

Enable Photo Station
Show semvice link on the login page
After enabling this service, you may click one of the following links to enter Photo Station.
hitp:4M10.8 12 95:80/photostation/
hitps:10.8.12.95:8081/photostation/

Daily starttime: 00 [x]: 00 [x]
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2. Upload photos and video files to Qmultimedia or Multimedia folder of the NAS.
Photo Station supports the following file format:

Images BMP (Intel-based NAS only), GIF, PNG, JPG, and JPEG

Video FLV and H.264 (AAC)

Tips on file upload:
e The maximum size of an image file is 32MB.

e The maximum size of multiple files that can be uploaded at a time is 2GB.

3. Go to the login page of Photo Station. To do this, click the Photo Station icon on the login page of
the NAS or the link on “Application Servers” > “Photo Station”, or enter http://NAS IP/photostation
in a web browser (Internet Explorer, Mozilla Firefox, or Google Chrome).

4. The banner and description of Photo Station are shown on the upper section of the login page.

Below the banner are the public albums. Select the display language from the drop-down menu on
the top right hand corner.
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5. Click and enter the user name and password to login Photo Station. The admin login
credentials are the same as that of the NAS web administration.

QNRAPPHOTOSTATION Q| v  English

Stories Start from Here

‘SHEre your memories without distance.

Jason Photo Photo Album pics Samples
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Upon successful logon, all the folders (albums) in Photo Station will be shown.

Stories Start from Here

“Share your memories without distance.

R

raceasblnin s 182
ke |
il

(e
o

cmicoshaentn s 103 ‘
s 12 | |

0109 0201 0203

THEEE

B

i i o

|

Eioh b bl
m

0206

Er

1000items A

Icon Description

folder will be shown.

Go to the home page of Photo Station. Only folders on Qmultimedia/Multimedia

Logout.

Go to the Settings page.

triangle icon for advanced search.

Search for the folders, photos, or videos under the current directory. Click the

ascending or descending alphabetical order.

Sort the contents by file name, size, file created date, or photo taken date in
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1. View an album (folder)

When browsing an album (a folder), the subfolders and supported images and video files will be shown.

Sort Slideshow ® Share Manage Album ¥ = +

Photo

Subfolder: 4

Photo: 18
i Video: 0
Public album

A aaa aaaa test
q | Large Map
@
| : E
A Taipei o&ee!ung
HSi%CHLJ New 'Iqaipei
abstract_colour_backgroun... background-wide.png background.jpg backgroundi.png Tajc{!]ung
_ bt Msap Data - Terms of Use
Icon/Option Description
H Go to the page where all the folders and files in Photo Station (Qmultimedia/
ome
Multimedia folder) are listed.
/Directory/ Quick link to the directories within an album (folder).
Sort Sort the contents by file name, size, file created date, or photo taken date in
or
ascending or descending alphabetical order.
View the photos in slideshow. Click the triangle icon to select the display mode,
Slideshow speed, and playlist (background music). The playlists can be created and edited
in Music Station (“Application Servers” > Music Station”).
sh Share the contents with others by email, publishing to social networks, or link
are
code.
Manage Album Add an album or upload/copy files to an existing album.
N * Adjust the thumbnail size.
Select to view the contents in Thumbnails or Photo Wall. The name of the image
J or video file will only be shown in Thumbnails view.
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2. Share photos and video files

The images on Photo Station can be shared on the Internet by email, publishing to social networks, or

link code. Click “Share” and select an option.

Home { Photo
Sort Slideshow ¥ Share Manage Album ¥
Send Mail
Fublish
g i Link Code i

2.1 Send Mail

Select up to five images to send to your friends by email. Enter the subject (max 128 characters),
sender’s name (max 128 characters) and email, recipient’s name (max 128 characters) and email, and
message (max 1024 characters). Select “Attach slideshow link of current album” to attach the link of

the album slideshow in the email. Click “Send”.

Note:

e To use this function, the mail server settings must be properly configured in “"System
Administration” > “Notification” > “Configure SMTP Server”.

e The album must be made public in “Settings” > “Set Folder Public” before sharing the images.
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Page: 1/ 4

= EE I EEEN

Click the images you want to publish

Selected Images

Subject:

My Mame:
admin

My Email:
Friend's Email;

Message:

You can post your perszonal messzaze here.

r

Mote: Separate the email addresses by comma () ar a semi-colon ().

[T attach slideshow link Send
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2.2 Publish

Select up to five images to publish to social networks: Twitter, Facebook, MySpace, Plurk, or Blogger.
Enter the title (max 256 characters) and message (max 1024 characters), and specify the URL. Click
the social network icon and enter the login information to publish the images.

Note:

e The album must be made public in “"Settings” > “Set Folder Public” before sharing the images.

e Photo Station must be accessible on the Internet. It is suggested to set up the DDNS ("System
Administration” > “Network”) or MyCloudNAS service on the NAS.

Page: 1/4

oo BE IR REEN-

Click the images you want to publish

Title: Link: 10.8.12.95 Jphotostation,

B s UM|go|F|ES
pubshto @ & O B P
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2.3 Link Code

Copy the link of an album slideshow to publish the contents to any social networks, emails, or forums.

Note:

e The album must be made public in “Settings” > “Set Folder Public” before sharing the images.

e Photo Station must be accessible on the Internet. It is suggested to set up the DDNS or

MyCloudNAS service on the NAS.

Slidechow - Link Code

Link: hitp-i'10.8.12. 98/ pholcatation/slideshow php Moldem % 2F Photo

Copy To Cipboard
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Share Private Albums

Click wand select “Enable/Disable Slideshow Link".

Home [= ! Photo /

Sort 0 Slideshow ¥

Share Manage Aloum ¥

Change to Public Album
| Enable/isable Slideshow Link |

Enable slideshow link and enter an access password for the slideshow link.

.Sﬁdﬁlmw Link for Private Album

Enable the slideshow link

Please enter the password for access protection

* Password: | abcd efg|

|| Cancel |

Click “Share” to share the album by email or link code.

Manage Album ¥

Home [= I Photo /
Sort ;0 Slideshow ® Share
Send Mail
Publizh
P Link Code
=

394



3. Create an album

To create an album in a folder, click *“Manage Album”.

Home ! Photo

Sort Slideshow ¥ Share Manage Album|] *

Select “"Create an Album” and enter the album name. Click "Next”".

Manage Album

& Create Hew Album saa Upload & Organize

hext
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3.1 File upload

Under the “File Upload” tab, browse the images or video files and click “Start” to upload the files. Mozilla
Firefox or Google Chrome users can drag and drop to upload files to the album. If a file of the same
name exists in the album, the action will be skipped.

Note:
e The maximum size of an image file supported is 32MB.

e The maximum size of multiple files that can be uploaded at a time is 2GB.

Manage Album =

File Upload  Fle Copy

Copy To | Pholofaaa

+ Browse... © Start 2 Cancel § Clear

Drop your files here 1o upload

Nide: The files of the soms name a5 the files in the destination folder will be skipped
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3.2 File copy

To copy the images or video files from a folder on Photo Station to the selected album, select the folder
and files under the “File Copy” tab and click >>. Then click “File Copy”. If a file of the same name
exists in the album, the action will be skipped.

Manage Album *®
FileUpload | Fille Copy

C
=

Copy To : Pholofaaa

o108 =
ura ] E

0203 =

0206
1000dems

»»
(211 -

Edward

B BN BN BN BN BN BN BN BN BN BN |
B

e
Fila Copy

Node: The files of the s:ame name a3 the files in the destination folder will be skipped
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4. Edit an album

To upload or copy files to an existing album on Photo Station, click *"Manage Album”.

Home ! PhotoJ

Sort Slideshow ¥ Share Manage Album|] *

Select “Upload & Organize”. Click “Next".

Hanage Album

Creale Maw Alburm il Upload & Organize

Nt
Select to upload files or copy files from existing albums to the album.

Manage Album
File Upload | Fle Copy

Copy To :/Phato

+ Browse... 0 Start @ Cancel & Clear

Drop your files here to upload

Hote: The fies of the same name as the files in the destinabon foider will be skipped
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5. View a photo

Photo Station supports the following options for viewing an image file.

Icon/Option Description

Link Code Copy the links of an image in different sizes for publishing on the Internet.

View the images in an album in slideshow. Click the triangle icon to select the
Slideshow display mode, speed, and playlist (background music). The playlists can be
created and edited in Music Station (“"Application Servers” > Music Station”).

Download Download an image.

EXIF View the EXIF information of an image.

Edit (PixIr Editor) Edit the image online by PixIr Editor.

Rotate an image 90° anticlockwise.

Rotate an image 90° clockwise.

Set an image as the album cover.

View the original size of an image.

File name Click to edit the file name of an image. Click "Submit” to save the changes.
Description Enter a description (max 512 characters) for an image.

Add Comment Click to comment (max 128 characters) on an image.
Comment Click to view all the comments on an image.
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Link Code Slideshow * Download EXIF Edit (Pixir Editor)

8718

q| Large Map

IMAG0154.jpg

Click here to edit the description Ehepibonm: ihic

Add Comment~

A

admin

Comment

3

Q
=1

mment~
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Geotag photos

Geotag this photo

To geotag a photo with Google Maps, click <t . Search a spot on the map. Right click the spot

and select "Set Coordinates” or click "" at the bottom left corner and click a spot on the map.

L TR T T, R BTN W T T — ) T 2(
|9 Coordinates(25.0329, 121 5485) taipei city hal qQ |
g = e T L TE T T : Sun-yat-sen
e e B B i e i Zhongxiao L or Map Satellite

b ' : 2 FRLETI ~ | hall station
1€ ¥ : L sz : BAMLESAE
Jw % | B
il > 106, Taiwan, Taipei City, Daan District, {S&2{ERE O f i
. - g
Rén'ai | | =R R S
= M| | Taipei Private ¥an

.L+J | Ping Hign S{:huul

|| EFRGTS i an—— y :
| : 2/ g
Low B ; o = Du;in l;an: 3 P
HEiE ; h
% : Section 3. Xinyl Rd Et:t’i::rr"- = el ¥ Sectiond, XinyiRd = pmsnd - o -
8 g E Wenchang sy =2 || %
w5 b 3 f
o € 3 Noa=t , %,
! EF g ¥ g = %
® S (3 S - &
| B e I = e '
D: | % |1 o ol & _' &
— =5 P = 5 ' = :
: o 2 : * . & m
| df’\ £2 W 3 ;% o
2 & Daan ] g o &
aan = e =4 =~ 3 &F W
hee 2 - 3, \ § iid
i ,E. X Technology * gr IS TElip-E_i I'.I'Iet_:llcal
E : building station -2 ) = e "
g 1 g = B REHEARE 2 2 &
%-—-_______Se L L *
5 ction'3 Heping East Rd L zhar- i
£ LY I
(‘J{ s J‘{Ia = e Map le, Kingway - Terms of Use
R | Coordinates : (25.0385, 121.5617)
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6. View a video

Click a video to view it by the web browser. To download the file, click "Download”.

" - -
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7. Settings

Click to enter the Settings page.

Settings

[ Account ” Set Folder Public ” Advanced Settings

Add Account Edit Account

User Mame
Father
Mother
Ay
John
Tiffany
Honey
aaa

bbb

test

Description

Celete Account Change Password
Status I admin
Enabled Dizabled
Enabled Dizabled
Enabled Dizabled
Enabled Cisabled
Enabled Enabled
Enabled Enabled
Enabled Dizabled
Enabled Enabled
Enabled Dizabled

7.1 Account

To create a user, click "Add Account” under the “Account” tab.

Settings

[ Account ” Set Folder Public ” Advanced Settings

Add Account Edit Account

User Mame
Father
Mother
Ay
John
Tiffany
Honey
aaa

bbb

test

Drescription

Delete Account Change Password
Status Iz admin
Enabled Dizabled
Enabled Disabled
Enabled Dizabled
Enabled Disabled
Enabled Enabled
Enabled Enabled
Enabled Dizabled
Enabled Enabled
Enabled Dizabled
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Enter the user name (max 32 characters), password (1-16 characters), and description (max 512
characters). Select the user status (enabled or disabled) and specify if the user is an administrator.

Then select the folder(s) that the user is allowed to access by adding them to the accessible folder list.
Click “Save”.

Note:

e The user name only supports A-Z, a-z, 0-9, dash (-), and underscore (_).
e The password only supports A-Z, a-z, 0-9, -, !, @, #, $, %, _

Account | SetFolder Public | Advanced Settings

Add a New Account:

Mame: jehn
Password: sEERRD
Verily Password sessss

Description: fiend

Status: Enabled - “lis admin

Inaccessible Folder Accessible Folder

Jason - 'Music |
. |

mp3to aac
pdf

| S .

Save Cancel
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7.2 Set folder public

All the folders in Photo Station are for private viewing by default. Select the folder(s) to be published
for public access. Private folders can only be accessed by authorized Photo Station users. Click “Save”
to save the changes.

Settings

| Account | Set Folder Public | Advanced Settings

Set Folder Public

The folder must be made public before it can be published. Mote that if the folder has become public, others
can see it without logging in.

Private folder(s) Public folder(s)
0109 - Edward -
o2m Jason
0203 L Photo
0206 Photo Album
1000items A Samples
: o
aaa
ape <]
bbb
Docs
flac
|5 - =

An album can also be changed to public or private by clicking ¥ .

Home [+ ! Photo /

Sort ;] Slideshow * Share Manage Album ¥

Change to Public Aloum
Enable/Disable Slideshow Link
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7.3 Advanced settings

Customize the banner of Photo Station on the home page in "Advanced Settings”.
Settings
Account . Set Folder Public _ Advanced Settings _

Photo Station title: Stores Start from Here

Photo Station description; Share your memories without distance |

[™] Hide Photo Station title & description banner

Banner settings Systemn default -

1. Enter the title (max 35 characters) and description (max 120 characters) of Photo Station or select
to hide the information.

2. Select the banner settings. When 2x2, 3x3, or 4x4 photo wall banner is selected, click "Browse” to
choose a public album.

3. Click “Select”.

Banner settings {2%2 photo-wall banner |-

1. Select a public album:

4. The photos in the public album will be shown at the bottom. Select a block of the banner
(highlighted in red) and choose an image file. Empty blocks will be shown with system default
images. Click “Save” to save the changes.

1. Select a public album: 'Edward *
Photo

Photo Album

pics

Samples

-
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8. Advanced search

Advanced search offers more options for searching a folder (album) and a file (photo or video). Click
the triangle icon next to the search box to enter the advanced search page.

Search Qlr

Enter the search criteria and click "Submit”.

Advanced Search

(%]

Search Type & Range

Type: Match any condition -

Range: All albums -

Search conditions

Album or File name:

Title:

Description:

Date photo taken:
From: | 2011-07-01 =]

To: 2012-02-10] =]

Drate file created:

From:

EIjiE]

To:
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7.4 Music Station

Music Station is a web-based application for playing the music files on the NAS or media server, and
Internet radio by remote streaming via a web browser or by local playback via a USB speaker or USB
soundcard connected to the NAS. Music alarms can also be set with local playback.

Follow the steps below to enable Music Station and prepare the music files for playback.

1. Login the NAS as admin. Go to “Application Servers” > “Music Station” and enable this feature.

Music Station

Music Station

[¥] Enable Music Station

[¥] Show service link on the login page
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2. Upload music files to the folder “Multimedia” or “"Qmultimedia” of the NAS. The folders uploaded to

Music Station are for private viewing by default and can only be managed by the administrator or

authorized admin groups.

3. Login Music Station as an administrator for management. The admin login information of Music

Station is the same as that of the NAS web administration.

Note: Music Station uses the same user account information as Multimedia Station. To create users
for Music Station, login Multimedia Station as admin and create the accounts in “Control Panel” >

“User Management”.

Husic Station 1 Acon

i [ Foloer =
# 2008_02_22_Norah Jones

Folder: | 2008_0%5_16_James Blunt-All |

8 2008_02_22_Tayor Dayne | Tree | Titie

4 2008_DE,_18_lasnad Biust
# Sameles
J Pralist
 Licka Setver =
Iefiemed Radio

10512 36 misscstateon/ €

01,1873 mp3

02 One of the Brightest Stars me3
01 1l Take Everyiing mad
04.3ame Mistake.mp3
05.Cany You Home.mpd

06.Give M Soma Lowe. mp3

071 Really Want Yoump3

04 Shine Onump3

08 Annie mpd

101 C:an | HES e Masic mpd

11197 HACOuSC Mpd

12 Same Migtake (Acoustc) med
13.0na of the Brighlast Stars (Acow
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How Playing
Streaming Lol Playback
& H D nNowPlaying.

Title

04 Zame Mistake mp3

05 Carry You Home mp3
08 Give Mo Some Lovempd
071 Raally Want Yoump3

Duraton
0459
6357
o337
0330




A. Music Sources
The music files available for playback are shown on the left panel. The items are described below:

1. Folder: The folders and supported music files on Multimedia or Qmultimedia folder of the NAS are
shown. Click “Folder” to load or refresh the list.

Note: Music Station only supports audio files in MP3, MP4, OGG, WAV, AIFF, AU, FLAC, M4A, APE

format.

2. Playlist: The playlists available on Music Station. Each playlist can contain 512 items, including
music files on the NAS or media server and Internet radio. Maximum128 playlists are supported.

3. Media server: Click “Media Server” and the NAS will search for all available DLNA media servers on

the local network automatically. Only the music files supported will be displayed.

4. Internet radio: Links of Internet radio stations. Maximum 1024 items are supported. Note that the

type of the radio stations must be MP3.
Music Station {4
4 I Folder &

& Playlist

& Media Server &

= Internet Radio
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Display more than 600 items in a folder
If a folder contains more than 600 items, Music Station will display the first 600 items alphabetically.
Click “Get more” at the bottom right of the UI to load the next 500 items.

Action Filter - [CE + 32—+
Y= Folder: {1000items /
Type Title Album Atist Genre  Duration #
) I IR LR
[ }  595mp3 Unknowr 00:33
| b 596 mp3 Unknowr 00:33
|2 597me3 Unknowr 00:33
| & 598.mp3 Uninows 00033
| & 599.mp3 Unknowr 00:33
D G.rp3 Unknowr 00033
i 4 G0.mp2 Unknowr 00033
| }  B00.mp3 Unknowr 00:33
J B01mp3 Unknowr 00:33
i 602 mp3 Unknowr 00:33
P G03mp3 Unknowr 00033
| P G04mp3 Uninowr 00:33
: S 605mp3 Unknowt 00033
| & 606mp3 Unknowr 00:33
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B. Music Playing

The “Now Playing” panel on the right provides two playing modes:
1. Streaming (music playback by a web browser)
2. Local playback (music playback by a USB speaker or soundcard connected to the NAS)

Now Playing
Streaming Local Playback

@ H D Mow Playing... Menu

Title Curation
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Player

Icon Description
= Repeat the current playlist.
x Rearrange the item order in the playlist.
P Play.
- Pause.
L
T. Stop.
g
R Play the previous item.
1\|‘1 )
= Play the next item
L)
‘;D Adjust the volume.
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Play music files

1. Browse the contents in “Folder”, “Playlist”, “Media Server”, or “Internet Radio.

2. Double click a file name to add the file to now playing list and play it immediately or right click one
or multiple files and click “"Add Selected Entries to Playlist”.

Type | Title Album
h 1.mp3

J 10.mp @ Add Selected Entries to Playlist

J 100.mp3
J 1000.mp3

] 1001.mp3

J 1002 .mp3

Or

1. Click to show the contents in Details view.
2. Drag and drop one or multiple files to the playlist under “"Now Playing”.

Music Station

Music Sealiom “ | mehon Be = ® 0= Tecrws Playing |
080 Pl =8 “ WY e Foker: f G008 | Streamimg | Loca Flarhach I
010h I
i Type  Tie Abum amel | & H D new Paying.. wenul
-z J  1m A=
e ]
e — e
- s 3 1o g
& Do
£ } 100 mp3
@ Edward =
g J . 5 6 mplectd rew
= - J  tezme
- o
W Prsia Al a4 Vogd mpd
[ OFirder g 100 mpd
S Qlokde for Androd
G Qmotle Dtwg ol v
- 51 F, vE mpd
o Tamped -
@ Speciallnanscier - b
& e a ol mpd
: WouT ke Top bl Wesic HE J 109 M
an
@ ape F Bo1.mpd
- e o LB fsn e 1
L} B Sns m * Mum
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Play a folder

Right click a folder and select "Add Selected Entries to Playlist” or drag and drop the folder to "Now
Playing”.

Note: If a folder contains more than 100 music files, only the first 100 files will be added to the
playlist.

L Folder : / Kusic/

Type | Title Album
Cowver

|

M ¢ Add Selected Entries to Playlist

Play a playlist
1. Browse the entries under “Playlist”.
2. Right click a playlist and select “Play”.

Music Station 1
& [ Folder
= 5 Playlist

za AAA

]
o

# Play

.
2l

JiF Create a Playlist

I Delete

CCch

=

m| "
oy

=

=

r|

2l
=
=
==

£2' Playlist &
£4' Recently Play List
= B Media Server &
= Internat Radio
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Create a playlist
1. Right click “Playlist” and select “"Create a Playlist”.
Music Station
= [ Folder =
= = Playlist

,Fj Create a Playlist

Ll

2. Enter the playlist name (max 24 characters) and click "OK".

Or

1. Click D'

2. Add files or folders to the playlist.

under “Now Playing”.

w

. Click E or “Menu” > “Save” and enter the playlist name.
. Click “OK".

N

Note: Up to 128 playlists are supported. Each can contain maximum 512 items.
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Edit a playlist
1. Drag and drop a playlist from the left panel to "Now Playing”.
2. Add files or folders to the playlist, arrange the item order or remove the items.

3. Click E or “Menu” > “Save” to save the changes or click "Menu” > “Save as” to save the playlist

as a new one.

Arrange item order in a playlist
1. Drag and drop a playlist to "Now Playing”.
2. Drag and drop to rearrange the items.

3. Click E to save the changes.
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Add an Internet radio station
1. Right click “Internet Radio”.
2. Click “Add an Internet Radio”.
3. Enter the name (max 512 characters), URL (max 1024 characters), and description (max 512
characters).
4. Click “OK".

Note: The type of Internet radio stations must be MP3.

Edit an Internet radio station

1. Right click an Internet radio station.

2. Click “Edit Internet Radio Settings”.

3. Edit the contents and click "OK” to save the changes.

Remove an Internet radio station

1. Right click an Internet radio station.
2. Click "Remove”.
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C. Music Alarm

Music Station supports setting music alarm in local playback mode. To use this function, a USB speaker
or USB soundcard must be connected to the NAS.

Set music alarm

1. Click .

Music Station

Musie Statian ) | aoten = m = - How Playing
al B Foiger — Stroaming Local Phvhack
= L
s 5 Playlist
B Uesa Sener 5 & B D newriayng Men
F wternel Radio Tigse Curation
= hir. =

QICICION’
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2

. Click a schedule.

z
§
i
E
E

o u s w

08:00 AM

ot Sat
08:00 AM
Fot el
08:00 AM

Fiok Tl

08:00 AM

ol Sl
08:00 AM
Mot S
08:00 AM
Mot Sl
08:00 AM

Mot S

08:00 AM

Mot Sl

elejejelelele]e)

Cluke

. Set up the alarm schedule.

Select to use the default alarm or a playlist on Music Station.

Adjust the alarm volume.

Select "Repeat” to play the playlist repeatedly when the alarm is on.
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7. Click “Save”.
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Enable/Disable music alarm

Icon Description

Alarm is disabled.

Alarm is enabled.

Click the icons to enable or disable the alarm.

Music Alarm (Local Playback Scheduling) *®

(1] 07:00 AM

MO TUEWED THU FRI

(1] 11:00 PM

Stop music alarm

To stop the music alarm, press the one touch copy button on the front of the NAS or click the Stop
IK_\I

button < on the UI of local playback mode.
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D. Account and Access Management

Create an account

1. Click ﬁ

Music Station

Miusic Station “1 | Action Filter = GE! =

= [ Folder =

o 5 Playlist

@ = Media Server &
= Internet Radio

2. Click “Add an account”.
Settings

( Account |
Settings

: Account

Add an Account:

Mame:
Password:
Verify Password: .

Description:

Status: Enabled v [JLocal Playback [ 1s admin
[ Media server [Tlinternet Radio

Inaccessible Folder(z) Accessible Folder(s)

0109 <

F
7 B

0203
0206
100hitems

[ Save | | cancel |

. Cosa. |
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3. Enter the user name (max 32 characters), password (max 16 characters), and description (max
512 characters). Only alphabets (A-Z and a-z), numbers (0-9), dash (-), and underscore (_) are

supported.

4. Enable or disable the account and grant the privileges.

e Local Playback: Allow the user to play the music files via local playback.

e Is admin: Allow the user to manage the playlist and configure the music alarms.

e Media Server: Allow users to access Media Server contents.

e Internet Radio: Allow users to access the Internet radio stations. If a user is granted both
admin and Internet radio access, the user will be able to edit the Internet radio contents.

5. Select the folder(s) the user is allowed to access.

6. Click “Save”.

Note:

e The total number of users supported by Multimedia Station, Music Station, and Photo Station is
1024 at maximum, including “admin”.
e Users can only view the playlists and music files in inaccessible folders but are unable to play

them.
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Edit an account

Click ﬁ

Select an account.
Click “Edit Account”.
Edit the settings and click “Save”.

el s
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Hﬂ_l'bl Enabled Enabled Disabled Disabled Enabled
Amy Enabled Enabled Dizabled Enabled Enabled
John Enabled Disabled Disablad Dizabled Disabled
Tiftany Enabled Enabled Enabled Disabled Disabled
Homey Enabled Enabled Enabled Enabled Enabled
aaa Enabled Enabled Disabled Disabled Disabled
bbb Enabled Enabled Enabled Disabled Disabled
test Enabled Enabled Disabled Enablad Enabled




Delete an account
1. Click n

2. Select an account.

3. Click “Delete Account”.

Settings
| Acooumt |
Add an account Edit Account [m Change Password
User Name Description Slatus Local Playback |= admin Media Server Internet Radio
Father Enabled Disabled Disabled Enabled Enabled
Mother Enabled Enabled Dizabled Dizabled Enabled
Army Enabled Enabled Disabled Enabled Enabled
John Enabled [Hs.abbd- Disabbd- Disabled Disabled
mﬁf.'.fa.ny Enabled Enabled Enabled Disabled Drsahled

Haoney Enabled Enabled Enabled Enabled Enabled
aad Enabled Enabled Disabled Disabled Disabled
bbb Enabled Enabled Enabled Disabled Disabled
test Enabled Enabled Disabled Enabled Enabled

Close

4. Click “OK” to confirm.
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Change password

1. Click ﬁ

2. Select an account.
3. Click “Change Password”.

Settings
 Account |
Add an account Edit Account Delete Account
User Name Description Status Local Playback |s admin Media Server Internet Radio
Father Enabled Dizabled Dizabled Enabled Enabled
Mother Enabled Enabled Disabled Disabled Enabled
Ay Enabled Enabled Disabled Enabled Enabled
John Enabled Disabled Disabled Disabled Disabled
Tiffany Enabled Enabled Enabled Dizabled Dizabled
Honey Enabled Enabled Enabled Enabled Enabled
aaa Enabled Enabled Disabled Disabled Disabled
bbb Enabled Enabled Enabled isabled Disabled
test Enabled Enabled Disabled Enabled Enabled

Close

4. Enter the new password and click "Change Password”.
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7.5 Download Station

The NAS supports BT, HTTP, FTP, and RapidShare download. You can add download tasks to the NAS
and let the server finish downloading independent of PC.

Important: Please be warned against illegal downloading of copyrighted materials. The

o Download Station functionality is provided for downloading authorized files only. Downloading
or distribution of unauthorized materials may result in severe civil and criminal penalty. Users
are subject to the restrictions of the copyright laws and should accept all the consequences.

Note:

e By updating the NAS firmware from version 3.3.x or below to version 3.4.0 or above, Download
Station will be upgraded from v1 to v2. All the tasks in Run, Pause, and Finish lists will be stopped

and cleared. The downloaded files will remain.

e Download Station v2 is only compatible with QGet 2.0 or later.

1. Go to “Application Servers” > "Download Station”. Enable the service.

Download Station

Download Station

Enahle Download Statian
Show service link an the lagin page
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2. Click "Download Station” on the top or on the login page of the NAS to connect to the Download

Station. If you login the service from the login page of the NAS, you are required to enter the user
name and password.

DowNLDAD STATION

Download Station “%

HTTP/FTP/RapidShare U & “ u w = @ a

BT

Welcome admin | Logout English

Name

Statuz Size Dowenload Speed  Dowwnlosded Progress(%)  Start Time  Finish Time

Total: 0 Display 15 v | records per page.

O R
Before you start to download files, click @} to configure the download settings.
Download Station #
: - : : —
HTTP/FTP/RapidShare ) & u (P w & &
BT Marme: Status
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Global Settings

Select continuous download or specify the download schedule for the task.
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BT Settings

1. General:
Specify the maximum number of concurrent BT downloads allowed for the NAS and the share ratio. The
share ratio is calculated by dividing the amount of uploaded data by the amount of downloaded data.

When the ratio has reached its limit, uploading will stop automatically.

NAS models Maximum number of concurrent downloads
Intel-based NAS 30
ARM-based (Non Intel-based) NAS 10
Settings
Global Settings General Directories Connection Biandwidth ET
BT
HTTP/FTP/RapidShare Earells

Global maximum concurrent downloads: |5

Seeding Preferences:
After the share ratio reaches the setting walue, the task will stop seeding automatically.

Share Ratin: [150 i3

K ] [ Cancel
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2. Directories

Select the default folder for saving the downloaded files. You can also specify a folder to which the
completed downloaded files will be moved to.

Genetal Directories Conneckion Bandwidth BT

Location of Downloaded Files :

Default directory For download Files:

|
| Dowenload V|

[ Move the completed downloads to;

3. Connection

Specify the ports for BT download. The default port numbers are 6881-6889. Select UPnP port mapping
to enable automatically port mapping on UPnP supported gateway.

Enable DHT network: To allow the NAS to download the files even no trackers of the torrent can be
connected, enable DHT (Distributed Hash Table) network and specify the UDP port number for DHT.

General Directaries Connection Bandwidth BT

Listening Port :

Port used For incoming connections: i E8a1 i s |EEBE|

[¥]Enable UPAP pott mapping

BT Features :
[*]Enable DHT netwark,
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4. Bandwidth
Specify the maximum upload and download rate for all BT download tasks. 0 means no limit.
Global maximum number of connections: This refers to the maximum number of allowed connections to

the torrent.
Maximum number of connected peers per torrent: This refers to the maximum number of allowed peers

to connect to a torrent.

General Directaries Conneckion Bandwidth BT

Bandwidth Limit :
Global maximum upload rate (KB)'s) [0 means unlimited] EI
Global maximum download rate (KEjs) [0 means unlimited] : EI .

Maximum upload rake per torrent (KEf's) [0 means unlimited] : 20

Mumber of Connections
;lobal maximum number of connections [0 means unlimited] : 300

Maximum number of connected peers per torrent [0 means unlimited] : |0

5. BT
Protocol encryption: Enable this option for encrypted data transfer.

General Directories Connection Bandwidth BT

Protocol Encryption :

Oukgaing kraffic: ..Diaabled v
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HTTP, FTP, RapidShare Settings

1. General:

Specify the maximum number of concurrent HTTP, FTP, and RapidShare downloads allowed for the
NAS. Click "OK” to save the changes.

NAS models Maximum number of concurrent downloads
Intel-based NAS 30
ARM-based (Non Intel-based) NAS 10
Settings
Global Settings General Direckories Bandwidth Account
BT
HTTP/FTP/RapidShare (Erarvnat]s

Global maximum concurrent downloads: |10

[o]4 ] [ Cancel
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2. Directories
Select the default folder for saving the downloaded files. You can also specify a folder to which the
completed downloaded files will be moved to. Click "OK” to save the changes.

General Directories Bandwidth Account

Location of Downloaded Files :

Default direckary For download files: i Diovenload W |

[rave the completed downloads bo: | |

3. Bandwidth
Specify the maximum download rate of a single HTTP, FTP, or RapidShare download. 0 means no limit.
Click "OK” to save the changes.

General Directories Bandwidth Accounk

Single Task Bandwidth Limit :

Global maximum download rate (KEf's): [0 means unlimited] [EI
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4. Account
You can save the login information of maximum 64 HTTP, FTP, and RapidShare accounts. To add login
information, click *Add Account”.

Settings

Global Settings General Directories Bandwidth Account

. Add Accounk | Edit Account  Delete Account

HTTP/FTP/RapidShare Host User Mame Status

[ Ok ” Cancel ]

The default host is rapidshare.com. To enter the login information for an HTTP or FTP server, select
“Input manually”.

General Directaries Bandwidth Account

Add a New Account:

Host: ' rapidshare.com v | L tnput manualky

Marmne: | |

|
Passwiord; | |

Enabled: _ Disabled Vl

[ Save ] [ Back ]
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Enter the host name or IP, user name and password. To allow the login information to appear for
account selection when configuring HTTP, FTP, or RapidShare download, select “Enabled” from the drop-
down menu. Click “Save” to confirm or “Back” to cancel.

General Directaries Bandwidth Account

Add a New Account:

Hast: ='||:|.B.'|3.'|33 !HInput rarially
Name: itESt |
Passwoard: (ewww |

Enabled: iEnabIEd hd

[ Save ] [ Back ]

To edit the settings of an account, select an entry on the list and click “Edit Account”. To delete an
account, select an entry on the list and click “"Delete Account”. Click "OK"” to save the changes to
General, Directories, and Bandwidth.

aeneral Directaries Bandwidth Account

add Account  Edit Account  Delete Account

Hiost Uzer Mame Status
10813133 test Enabled
rapidzhare.com 1 Enabled

QI ] [ Cancel

437



BT Download

To download a file by BT, click U Browse and select a torrent file and click "OK”. The download task
will be shown under “"BT” > “Download Tasks” > “All” or “Downloading”. You can view the details and
the download status of the task.

Download Station « Welcome admin | Logout English

HTTF/FTP/Rapidshare VRO QLUe WU Y@

BT Matme Statu:z Size  Down Uplos Seed Peer  Progre Share Start Time ETA

=IDownioad Tasks LinusctiriShowsd Weitn 5001 OBf& OBMs 0 0 0 000 201109 9999
Total: 1 Display 15 ~ | records per page. ] 4 1 v || H

General | Files

Transfer

Time Elapsed - Start Time
Downloaded - Uploaded - Share Ratio - =
Download Speed - Upload Speed
Seads -- Pears

General

<

You can select particular files to download from a torrent file. Select a download task on the list. Click

& and select the files to download.

RO VLE LWL ¥

Mame

&d

ol

Linuex Action Show - Season 013

nr20101103
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Download File

File Mame

Linux Action Shawe - Seazon 013keadme.nfa

Linuz Action Zhowy - Seaszon 013/213e01 - EVYO4G Froyo Review .mpd

Linuz Action Zhowy - Seazon 013213202 - Linux Home Server Build Ft 1 mpd
Linuz Action Zhowy - Seazon 013213203 - Linux Home Server Build Ft 2 mpd
Linuz Action Zhowy - Seaszon 013/213e04 - Linux Backup Roundup.mpd
Linuz Action Zhowy - Seaszon 013/213e05 - Lenovo Ultimate Linwx Tablet.mpd
Linuz Action Zhowy - Season 013/213e06 - Linux Beginners Question and Ansywer mpd
Linuz Action Zhowy - Seaszon 013/213e07 - Linux Mirt Debian Reviess mpd
Linuz Action Showy - Season 013/213e08 - Epic Linux Mews mpd

Linux Action Showy - Season 013551309 - Ubuntu Store Concerns.mpd

I . I I I T R R R T DR ]

Linux Action Showe - Season 0135313210 - Are Big Distros Innosvating.mpd

[a]4 ] [ Cancel

You can view the download tasks and right click a task to start, pause, prioritize, or remove a task. To
remove a download task and all its downloaded data, select "Remove and Delete Data”.

VRO QUe UL 3T

Mame
Li At
inLe; Acti e
Pause
Priority 3
Rermove
Remove And Delete Data
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RSS Feed

You can subscribe to RSS feeds by Download Station and download the torrent files in the feeds. Click

=N
Ci“, to add an RSS feed.

Download Station 4
HTTP/FTP/RapidShare &3 u @é_jw 7
BT Marme
&[] Dovenload Tazsks
= Rss
gy) All Feeds

Enter the URL and the label.
Add RS5 Feed

Feed URL: | http:ffwww, bitorrents.net/rss.php
Label: | big|

(8] ] [ Cancel

You can view the RSS feeds by expanding "BT” > "RSS” on the left panel of Download Station. To
download a torrent file from an RSS feed, right click the feed and select "Download”.

HTTP,/FTP/RapidShare =+ *g‘ij u %&, W
BT Mame
=) Download Tasks PHyIOTU GOS 165 PCR O Tica)- Public Domain
=] Al Download
) Phyl DT GOEWGES OTUs agenomics)- Public Domain
=] Dawnloading
5 Completed MR FASTA DB From MCBI 2010-11-03 (Bicinformaticz)- Public Domain
:_:=| Active WirtualBox Uburtu 1010 Server i3586 vdi-OpenSci (Mizcellaneous)- Other
; =] Inactive MT BLAST DB From MNCBI 2010-10-11 (Bicinformatics)- Pubilic Domain
S I MT FASTA From MCBI 2010-10-11 (Bioinformatics)- Public Domain
b All Feeds
~ MR FASTA From MCEl (Bicinformatics)- Public Domain
B mining
L) eZRSS rR BLAST DB From MCBI (Bicinformatics)- Public Domain
) hio CDK 1.2 6 (Chemistry)- LGPL
Gl go=zipt 23 BicliruxE-Ebit (Bioinformatics)- Other
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The NAS will start to download the file automatically. You can view the download status in BT download.

Download Station
HTTP/FTP/Rapidshare

BT
=3 Dowenload Tasks

=LY

=] Downlaading
=] Completed
=] Active

=] Inactive

“

RO VUE VL 3o

Mame Status Size  Dowwnle Uplosed
Lirw Action Show - Seazon 013 Waitine 263 Gl 0B/ 0Bk
PhylOTU_GOS _WES_OTUs an list_wBETA Waitine 35MB 0Bfz 0B
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To manage the RSS feeds subscription, right click an RSS feed label. You can open RSS Download
Manager, add, update, edit, or delete an RSS feed.

Download Station <<
HTTP/FTP/Rapidshare h
BT Y
= Download Tasks Ph
=| all
; . Ph
=] Daverloading
=] Completed b
=] Active Wi
=] Inactive MT
= Eﬁ.HSS 5
) All Feeds
- MR
ﬁ mminina
L) ezRES MR
) bio olo]
iﬁil R35 Download Manager
Add R55 Feed
Ipdate R3S Fead
Edit R55 Feed
Delete RSS Feed
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RSS Download Manager

You can use RSS Download Manager to create and manage filters to download particular torrent files
for BT Download.

1. To add a filter, click “Add”".

2. Enter the filter name and specify the keyword to include and exclude.

3. Select the RSS feed to apply the filter settings.

4. You may also specify the quality of the video torrent files (leave it as “All” if you do not need this
function or the torrent file is not a video).

5. Episode number: Select this option to specify particular episodes or a serial of episodes of a drama
work. For example, to download episodes 1-26 of season 1 of a TV program, enter 1x1-26. To
download only episode 1 of season 1, enter 1x1.

6. Select the time interval for automatic update of the RSS feeds. The NAS will update the RSS feeds
and check if any new contents that match the filters are available.

7. Click "Save” to save the filter or "Close” to cancel or exit.

8. To delete a filter, select the filter from the list and click “Delete”.

RSS Download Manager ||
RET Last Check Date Filter Settings I
Filter1 2010-11-30 07:25:40 |
123 2010-11-3012:26:31 s |HD | |

Keyward: |HD | |

Doesn't conkain: !Iuw res | !

Feed: |bic:-http:,ﬁ,ﬁwww.biDtDrrents.netfrss.php Vl |

Cuality: | Al b | :

[¥IEpisode Mumber: [ex. 1x12-14] |1x1 -26 | i

Check update every: | 1 day w | |

[ QR e |
|

|

Save ] l Close l |

You can view the status of all BT download tasks by clicking "BT” on the left column.

Download Station # Welcome admin | Logout English

HTTP/FTP/RapidShare (F) @!ﬂ “ u w =EETET) % o u

Mame Statu Size Dow Uplo: Seed Peer Progr Shan Start Tim ETA
(23 Dowwnload Tasks
=
=] Dawvnloading
=] Completed
=] Active
=] Inactive
wR)rss

Linux Action Show - Season 013 Wiatti 263 0B/ 0Bz 0 1] 1] 000 2010-11 9358
PhylOTU_GOS _WGE_OTUs anlist_vBETA b« Wiaiti 5.8 0B OBis O u] o 000 201011 99:9¢
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HTTP, FTP, RapidShare, Magnet Download

To add an HTTP, FTP, RapidShare, or Magnet download task, click u

Download Station b

HTTP,/FTP/RapidShare T tﬁl YN T Eﬁ,} =0

Enter the URL of the download task (one entry per line). Then select the download type: HTTP/FTP,
RapidShare, or Magnet Link. If a user name and password is required to access the file, select “Use
credentials” and select a pre-configured account (Settings > HTTP/FTP/RapidShare > Account) or enter
a user name and password. Then click "OK”. The NAS will download the files automatically.

Note: You can only enter maximum 30 entries at one time.

Add HTTP/FTP/RapidShare Task

Input URL of the download task: | httpefffrp.cuhk, edu, bk pub/doc fathena Hesiod
(One entry per ling) | MHesiod. Introduction.ms
hittpef o, stut. edu, twefear fitpfpub OpenSourcefapache
finttpdihttpd-2.3.8 tar bz

LRL(sY ¢

2
Irwvalid LRL(s) : O

Download Type: HTTPR [ FTP w
(V] Use credentials
Method: ) Select
@ Manual
Account: b
User Marne: ||

Passward,

(0] 4 ] [ Cancel
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You can view the status of the download tasks by clicking "HTTP/FTP/RapidShare” on the left column.

Download Station “ ¥elcome admin | Logout English
HTTP/FTP,RapidShare () ﬁj‘l‘ u > w = @f‘? 7
e Mame Status
hitp it cubk edu hkipubidociAthenaMHesiodMesiod Introduction.ms Finizshed
hitpdrftp stut edu twivarfftpipubiOpenSourcefapacheshitpdittpd-2 .3 .5 tar hz2 Wiaiting
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The common reasons for slow BT download rate or download error are as below:

1. The torrent file has expired, the peers have stopped sharing this file, or there is error in the file.

2. The NAS has configured to use fixed IP but DNS server is not configured, or DNS server fails.
3. Setthe maximum number of simultaneous downloads as 3-5 for the best download rate.
4.

The NAS is located behind NAT router. The port settings have led to slow BT download rate or no

response. You may try the following means to solve the problem:
a. Open the BT port range on NAT router manually. Forward these ports to the LAN IP of the
NAS.

The new NAS firmware supports UPnP NAT port forwarding. If your NAT router supports UPnP,

enable this function on the NAT. Then enable UPnP NAT port forwarding of the NAS. The BT
download rate should be enhanced.
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Use Download Software QGet

QGet is a utility to manage the download tasks on multiple NAS servers over LAN or the Internet. You
can install the software on multiple PCs or Macs; no license is required. QGet is compatible with
Download Station v1 and v2.

1. Install QGet from the product CD-ROM disc.

Quick Installation Guide

Install QNAP Finder

Install NetBak Replicator

Install QGet
User Manual and Application MNotes
Browse CD

Product WWebsite

Back Ext
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2. Follow the instructions to install QGet.

& QGet 0.7.6.0 Build 1213 Setup

Welcome 1o the QGet Setup Wizard

This wizard will guide wou through the installation of QGet,

It is recommended that vou close all other applications
before starting Setup. This will make it possible bo update
relevant swstem files without having to reboot wour
computer,

Click. Mext to conkinue,

Mexk = l [ Cancel

3. Run QGet from the installed location.
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4. You can use QGet to manage the download tasks on multiple NAS servers as if you were using the
web-based Download Station. For the introduction and button description of QGet, see the online

help in “"Help” > “Contents”.

Server Task Nl
- dGét- I coreents W= =T = i |
y Sl ¢
e UNO(006 VoY BL
| Mo Name Skatus Size [
1 LinuxActionShows4 W aiting 50.01 ME u]
b H

Note: Download Station v2 is only compatible with QGet 2.0 or later.
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7.6 Surveillance Station

You monitor and record the live video of maximum 2-4 IP cameras available on the network (LAN or
WAN) with Surveillance Station. If your NAS models are not listed, please visit http://www.gnap.com for

details.
Maximum number of IP NAS models
cameras
2 TS-110, TS-210, TS-112, TS-119, TS-119P+, TS-210, TS-212,
TS-219P+, TS-239 Pro II+, TS-259 Pro+
4 TS-410, TS-412, TS-419P+, TS-410U, TS-419U, TS-412U, TS-

419U+, SS-439 Pro, SS-839 Pro, TS-439 Pro 11+, TS-459U-RP/
SP, TS-459U-RP+/SP+, TS-459 Pro+, TS-459 Pro II, TS-559
Pro+, TS-559 Pro II, TS-659 Pro+, TS-659 Pro II, TS-859 Pro+,
TS-859U-RP, TS-859U-RP+, TS-809 Pro, TS-809U-RP, TS-879
Pro, TS-1079 Pro, TS-879U-RP, TS-EC879U-RP, TS-1279U-RP,
TS-EC1279U-RP

Note: To use this feature on TS-x39/509/809 series, please update the system firmware with the
image file enclosed in the product CD or download the latest system firmware.

Surveillance Station

Surveillance Station

Enable Surveillance Station
Show semvice link on the login page

APPLY
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Click “Surveillance Station” on the top or on the login page of the NAS to connect to Surveillance
Station. If you login the service from the login page of the NAS, you are required to enter the user
name and password.

Note: The Surveillance Station is only supported on IE browser 6.0 or later.

To set up your network surveillance system by the NAS, follow the steps below:
1. Plan your home network topology
2. Set up the IP cameras
3. Configure the camera settings on the NAS
4. Configure your NAT router (for remote monitoring over the Internet)

Plan your home network topology
Write down your plan of the home network before setting up the surveillance system. Consider the
following when doing so:

i. The IP address of the NAS

ii. The IP address of the IP cameras

Your computer, the NAS, and the IP cameras should be connected to the same router on the LAN.
Assign fixed IP addresses to the NAS and the IP cameras. For example,

e The LAN IP of the home router: 192.168.1.100

e Camera 11IP: 192.168.1.10 (fixed IP)

e Camera 2 IP: 192.168.1.20 (fixed IP)

e NAS IP: 192.168.1.60 (fixed IP)

0 d
Camera 1 Camera 2

LAN IP:192.168.1.10 LAN IP:192.168.1.20 LAN IP:192.168.1.60

4

DsLiCable MAT router
modem LAN IP:192.168.1.100 LAN IP:192.168.1.32

QMNAP
MAS

/—“w’ﬂz"_‘\h

Internet

PC
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Set up the IP cameras

In this example, two IP cameras will be installed. Connect the IP cameras to your home network. Then
set the IP address of the cameras so that they are in the same LAN as the computer. Login the
configuration page of the Camera 1 by IE browser. Enter the IP address of the first IP camera as
192.168.1.10. The default gateway should be set as the LAN IP of the router (192.168.1.100 in this
example). Then configure the IP address of the second IP camera as 192.168.1.20.

Some IP cameras provide a utility for IP configuration. You may refer to the user manual of the
cameras for further details.

* Please refer to http://www.gnap.com for the supported network camera list.
Configure the camera settings on the NAS

Login the Surveillance Station by the IE browser to configure the IP cameras. Go to "Settings” >
“"Camera Settings”. Enter the IP camera information, for example, name, model, and IP address.

B[I Surveillance Station

Network

Camera Name Brand 1P Address WAN IP Address

(s a |
Camera 2

Camera Number: | 1: Camera 1 V|
Camera Model: |Axis 205 V| | |
Camera Name: |Camera 1 |
IP Address: | | | |

O ot [0 ]
WAN IP: (for monitoring from public network) | |

(If your IP camera is installed behind MAT router, you may input the public IP address (or URL) and the corresponding forwarded
port of the router.)

O sot R

User Name : | |

Password : | |

Apply ] [ Remove

Note: Al the camera configuration will not take effect until you click the "Apply" button.
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Click “Test” on the right to ensure the connection to the IP camera is successful.

L Test J

If your IP camera supports audio recording, you may enable the option on the “Recording Settings”
page. Click “Apply” to save the changes.

Camera Number: |2: Camera 2 Vl
Video Compression: | Mation JPEG V|
Resolution: | QOVGEA V|
Frame Rate: |2[] vl
Quality: | Maormal vl

Enable audio recording on this camera

Estimated Storage Space for Recording: 6760 GB

| Apply

Configure the settings of IP camera 2 following the above steps.
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After you have added the network cameras to the NAS, go to the “Live View” page. The first time you
connect to this page by the IE browser, you have to install the ActiveX control in order to view the
images of IP camera 1 and IP camera 2. You can start to use the monitoring and recording functions of

the Surveillance Station.

To use other functions such as motion detection recording, scheduled recording, and video playback,

see the online help.

E Surveillanceon

Neatwork Vi CO

Settings ' Live View | Playback

3.0.0{0326T)
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Configure your NAT router (for remote monitoring over the Internet)
To view the monitoring video and connect to the NAS remotely, you need to change the network
settings by forwarding different ports to the corresponding LAN IP on your NAT router.

d J
Camera 1 Camera 2

LAN IP:192.168.1.10 LAN IP:192.168.1.20 LAN IP:192.168.1.60
Port: 31 Port: 82 Port: 2000

\

/-"'_"‘-\.

Internet .

PC

DSLiCable MAT roiter
modem LAN IP:192.168.1.100 LAN IP:192.168.1.32

Change the port settings of the NAS and the IP cameras
The default HTTP port of NAS is 8080. In this example, the port is changed to 8000. Therefore, you
have to connect to the NAS via http://NAS IP:8000 after applying the settings.

Then login the network settings page of the IP cameras. Change the HTTP port of IP camera 1 from 80
to 81. Then change the port of IP camera 2 from 80 to 82.

Next, login the Surveillance Station. Go to “Settings” > “Camera Settings”. Enter the port numbers of IP
camera 1 and IP camera 2 as 192.168.1.10 port 81 and 192.168.1.20 port 82 respectively. Enter the
login name and the password for both IP cameras.

Besides, enter the WAN IP address (or your domain address on the public network, for example,
MyNAS.dyndns.org) and the port on the WAN for the connection from the Internet. After finishing the
settings, click “Test” to verify the connection.

Camera Number: | 1: Camera 1 V|
Camera Model: [iPUXICS 10031013 |
Camera Name: |Camera 1 |
IP Address: [192.168.1.10 |
Port

WAN IP: (for monitoring from public netwaork) |myNAS_dyndns_0rg |

(If your IP camera is installed behind NAT router, you rmay input the public IP address (or URL) and the corresponding forwarded
port of the router.)

Port

User Name : |administrat0r |

Password : ||IIIII |
Apply ] ’ Remaove

Note: Al the camera configuration wil not take effect until you click the "Apply™ button.
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Go to the configuration page of your router and configure the port forwarding as below:
e Forward port 8000 to the LAN IP of the NAS: 192.168.1.60

e Forward port 81 to the LAN IP of IP camera 1: 192.168.1.10

e Forward port 82 to the LAN IP of IP camera 2: 192.168.1.20

Note: When you change the port settings, make sure remote access is allowed. For example, if you
office network blocks the port 8000, you will not be able to connect to your NAS from the office.

After you have configured the port forwarding and the router settings, you can start to use the
Surveillance Station for remote monitoring over the Internet.
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Connect to the snapshots and video recordings of Surveillance Station

All the snapshots are saved in "My Documents” > “Snapshot” (Windows XP) in your computer. If you

are using Windows 7 or Vista, the default directory is "Documents” > “Snapshot”.

& Snapshot

File Edit Miew Fawvorites  Tools  Help

@Back = Q @ pSearch l-E:” Folders "

! pddress | _:\Documents and Settingstuseriiy Documents) s V| e Go
- Marme =~ Size  Tvpe
File and Folder Tasks ¥ | BE Camera | 2008-05-30-17-05-12.jpg 66 KE ACDSes 9.0 PEGL.,

B Camera 2 2008-05-30-16-42-01.1pg
Other Places

Details

< il

Z08KE ACD3ee 9.0 JPEGL.

|

a My Computer

The video recordings will be saved in \\NASIP\Qrecordings or \\NASIP\Recordings. The general
recordings are saved in the folder “record_nvr” and the alarm recordings are saved in the folder

“record_nvr_alarm”.
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7.7 iTunes Server

The MP3 files on the Qmultimedia/Multimedia folder of the NAS can be shared to iTunes by this service.

All the computers with iTunes installed on LAN are able to find, browse, and play the shared music files
on the NAS.

To use iTunes server, install iTunes (www.apple.com/itunes/) on your computer. Enable this feature and
then upload the music files to the Qmultimedia/Multimedia folder of the NAS.

iTunes Server

iTunes Server

After enabling iTunes server, all the iTunes clients on the same subnet can play the music files in "Multimedia” folder on the
Server.

Enable iTunes Server

After enabling this senvice, click the following link to enter iTunes Web Server configuration page.
hitp:i110.8.12 853689 index html

User Name: admin

Password: essss
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To configure the iTunes server settings and add smart playlists, login the web page of iTunes server:
http://NAS-1P:3689/index.html

4 firefly

Configuration

Show advanced config

Cenfig File Location /mnt/HDA_ROOT/.config/mt-daapd.conf

Server Name KenTestb53(iTunes) The name iTunes and other daap clients should see
Logfile

Admin password admin The p d for this admini ion interface.
Music Password The password clients need to access this server.

Music Folder [share/Multimedia
Remove
Music Folder /share/Public
Remove

Add music folder
Extensions .mp3,.mda,.mdp,.aif, wav,.
Playlist File

Scan Type 0 - Mermal -
Rescan Interval 180 How often should Firefly look for new files? In seconds.
Always Scan Mo =

| Save || Cancel
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Connect the PC and the NAS to the same LAN and run iTunes on the PC. Find the NAS name under
“SHARED"” and start to play the music files or playlists.

LIBRARY | Name u
n Music B ‘Winter Wonderland 2:59  Lisa Ono Boas Festas Jazz &
E Mawies # Depois Do Matal 2:58  Lisa Ono Boas Festas Jazz
[ Let It Snow! Let It Snow! Let TES... 3148 Lisa Ono Boas Festas Jazz
E TS @ Caroling Caroling 356 Lisa Ono Boas Festas Jazz
@ Padeasts @ Jingle Bell Rock. 2120 Lisa Ono Boas Festas Jazz
% Radio @ White Christmas (Moite de Matal} 348 Lisa Ono Bioas Festas Jazz
# Paz Azul (Brahms Lullaby) 339 LisaOno Boas Festas Jazz
21ORE @ Ave Maria 356 Lisa Ono Boas Festas Jazz
@ The Christmas Song 341 Lisa Ono Boas Festas Jazz
SHARED [ Boas Festas 444 Lisa Ono Boas Festas Jazz
& Um Anjo Do Céu 5:26 Lisa Ono Boas Festas Jazz
# In the Wee Small Hours of the Mo, 4137 Lisa Ono Eoas Festas Jazz
¥ PLAYLISTS @ Silent Might 1:01  Lisa Ono Boas Festas Jazz
@ Parky Shuffle @ 01 Beautiful Woman,mp3 .07 Color your soul Other
]3 90’s Music & 02 Salesman.mp3 G144
@ Music Yideos & 03 Fill This Might.mp3 4117
E My Top Rated [ 04 Cry Qut Loud. mp3 4119
@ 05 I 'will Give You Everything. mp3 4:00
@ (T [ 06 Come Alive.mp3 4:50
E Recently Played & 07 SR A mps 345
@ Top 25 Most Played # 08 Be My Love (English Ver.), (Ho... 4133 |
09 Z.mp3 4:43 |
# 10 Color Your Soul.mp3 4:50 |-
I neechle inm) b b
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7.8 UPNnP Media Server

To use UPnP Media Server, enable this function and click the following link (http://NAS IP:9000/) to
enter the configuration page of the UPnP Media Server.

UPnP Media Server

uPnP Media Server

Enable UPhP Media Server
] ater ehnahling this service, click the fallowing link to enter UPnP Media Server canfiguration page.
http:i10.8.1 3.59:9000f

APPLY

Click the link http://NAS IP:9000/. Go to “TwonkyMedia Settings” > “Basic Setup” to configure the basic
server settings.

The contents on the Qmultimedia or Multimedia folder of the NAS will be shared to the digital media
players by default. You can go to “Basic Setup” > “Sharing” > “Content Locations” to change the folder
or add more folders.

After configuring the settings, you can upload MP3, photos, or video files to the specified folders on the
NAS.

Note: If you upload multimedia files to the default folder but the files are not shown on Media Player,
click “Rescan content directories” or “Restart server” on the Media Server configuration page.

For the information of setting up the UPnP media server of the NAS for media playing, see hereleed.
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About UPnP

Universal Plug and Play (UPnP) is a set of computer network protocols promulgated by the UPnP Forum.
The purpose of UPnP is to allow the devices to connect seamlessly and to simplify the implementation of
the networks at home and in the corporate environment. UPnP achieves this by defining and publishing
UPNP device control protocols built upon open, Internet-based communication standards.

The term UPNP is gleaned from Plug-and-play, a technology for dynamically attaching devices to a
computer directly.

462



7.9 MySQL Server

Note: To use this feature on the TS-x39/509/809 series, please update the system firmware with the
image file enclosed in the product CD or download the latest system firmware from http://www.gnap.

com.

You can enable MySQL Server as the website database.

Enable TCP/IP Networking

You can enable this option to configure MySQL server of the NAS as a database server of another web
server in remote site through Internet connection. When you disable this option, your MySQL server will
only be configured as local database server for the web server of the NAS.

After enabling remote connection, assign a port for the remote connection service of MySQL server.
The default port is 3306.

After the first-time installation of the NAS, a folder phpMyAdmin is created in the Qweb/Web network
folder. You can enter http://NAS IP/phpMyAdmin/ in the web browser to enter the phpMyAdmin page
and manage the MySQL database.

Note:

e Do not delete the phpMyAdmin folder. You can rename this folder but the link on the MySQL server
page will not be updated. To connect to the renamed folder, you can enter the link http://NAS IP/

renamed folder in the web browser.

¢ The phpMyAdmin folder is created after the first-time installation. When you update the firmware,
the folder remains unchanged.
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Database Maintenance

e Reset root password: Execute this function to reset the password of MySQL root as “admin”.
e Re-initialize database: Execute this function to delete all the data on MySQL database.

For the information of hosting a phpBB forum on the NAS, see herelf78\

MySQL Server {

MySOL Server

You can enable MySGL server as the website database.

Enahle MySQL Server

Enahle this option to allow rermaote connection of MySQL sener.

Port Number. (3306

Mote: You can install the phphyAdmin package to manage your MySaL server. To install the phphivAdmin, please
click here.

Database Maintenance

You can reset the database passward ar re-initialize the database.

[ RESET ROOT PASSWORD ][ RE-INITIALIZE DATABASE ]
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7.10 QPKG Center

The QPKG center is a management platform for installing third party software add-ons on the NAS. Go
to "QPKG Center” > “Available” to browse the add-ons. Click “Install” to install them.

Note:
e Make sure the NAS is connected to the Internet.

e QNAP is not responsible for troubleshooting any issues caused by the open source software/add-
ons. Users are recommended to participate in the discussion in the QNAP community forum or
contact the original creators of the open source software for the solutions.

QPKG Center

|| GET MORE |
AjaXplorer AjaXploreris afile explorer for remotely managing files S—
258 on aweb server or operation as a simple file-sharing .
AMAP Systemns Inc system. Its rich layout
Forum - Wiki [More]
Asterisk Asterisk is a software implementation of a PBX that i
1422 1hb allows aftached telephones to make calls to one :
A another, and to connectto other telephane senvices »Eineniang
including the PSTH and VolP services. Requires the
Optware QPKG.
Forum - Wiki
eye0S is an open source web deskiop following the . install
cloud computing concept that leverages collaboration _
and communication among Users. - R

Forum - Wiki [More]
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The selected add-ons and installation progress will be shown.

Note: When installing a QPKG add-on which requires a prerequisite QPKG, the prerequisite add-on
will be added to the installation queue automatically prior to the dependent add-on.

| msTALLED || AVAILABLE || GET MORE |

Installation Queue

g 9

Waiting... Waiting...

Downloading... 24%
Cancel Cancel Cancel
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Go to the “Installed” tab to view and enable, disable, or remove the installed add-ons. Click "Check for

update” to check for the available updated version of the add-ons. Click the download link to install the

updates (if any).

QPKG Center

———,
=y

@
ot
o

‘ INSTALLED “ AVAILABLE || GET MORE

\
|

Airplay
0.18_b1
Cristian && ADoko

AirVideoServer

Alpha.6-ré
Cristian

AjaXplorer

255

Based on the original work of
Charles du Jeu

[ CHECK FOR UPDATE ]

Mo Description Available » Enable
» Remove

Mo Description Available » Enable
» Remove

Web Page: hitp.10.8.12.85.80/avs
hitps:110.8.12 85:8081/avs

Ajaxplorer is afile explorer for remotely managing files on » Remove
aweb server or operation as a simple file-sharing
system. lts rich layout

[Mare]

Web Page: hitp:/f10.8.12.95:80/AjaXplorer
hittps:10.8.12.85: 808 1/AjaxXplorer/
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Offline Installation

To install QPKG add-ons when the NAS is offline or beta add-ons that are not officially available on
QNAP QPKG server, users can download the QPKG files from QNAP website (http://www.gnap.com/
QPKG.asp) or forum (http://forum.gnap.com/), unzip the files, and install the add-ons manually in
“"QPKG Center” > “Get More”.

QPKG Center
| INSTALLED || AVAILABLE || GET MORE

Install a new QPKG plugin

Toinstall a package, please follow the steps below:

1. Click here to browse more QPKG add-ons including those newly developed ones from the QPKG lab. You can download
and unzip the add-ons to your computer,

QFKG Development: fyou would like to develop QPKG add-ons, the QDK has the tools, documentation, and sample codes
you need to create great applications.

2. Browse to the location where the unzipped file is, and then click [INSTALL]
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7.11 Syslog Server

Server Settings

To configure the NAS as a Syslog server and allow it to receive syslog messages from the clients,
enable Syslog Server. Select the protocols (TCP and/or UDP) the NAS uses to receive syslog
messages. Specify the port numbers if necessary or use the default port number 514. Click “Apply” to
save the settings. After enabling the NAS as a syslog server, enter the NAS IP as the syslog server IP
on the syslog clients to receive the syslog messages from them.

Log Settings:

Specify the maximum log size (1-100 MB) of the syslog messages, the location (NAS network share) to
which the logs will be saved, and the file name. Once the logs have reached the maximum size, the log
file will be automatically archived and renamed with the archive date as MyLogFile_yyyy_mm_dd, for
example MyLogFile_2011_12_31. If multiple log files are archived on the same day, the file will be
named as MyLogFile_yyyy_mm_dd.[number]. For example, MyLogFile_2011_12_31.1,
MyLogFile_2011_12_31.2, and so on. Click “Apply” to save the settings.

Syslog Server Configuration [
! SERYER SETTINGS || FILTER. SETTINGS || SYSLOG VIEWER |

Server Settings
Enahle Syslog Servar
[ Enable TCP
TCP Part:
Enahle UDP

Log Settings

Maximum Log Size (MBE):

Log File: EF‘uinc % limessages

Email Notification

If the severity of a received log message is higher the selected severity level, the system will send an alert
email automatically.

[ Enable the email notific ation

469



Email Notification:

The NAS supports sending email alert to dedicated email addresses (maximum 2, configured in
“System Administration” > “Notification” > “Alert Notification”) when the severity of the received syslog
messages match the specified level. To use this feature, configure the SMTP server settings in "System
Administration” > “Notification” > “Configure SMTP Server”. Next, enable email notification and select
the severity level in “Application Servers” > “"Syslog Server” > “Server Settings”. Click "Apply” to save
the settings.

Severity Level (smallest | Description
number the
highest)
Emerg 0 Emergency: the system is unusable.
Alert emails will be sent when syslog messages of levels 0-4 are
received.
Alert 1 Alert: immediate action required.
Alert emails will be sent when syslog messages of levels 1-4 are
received.
Crit 2 Critical: critical conditions.
Alert emails will be sent when syslog messages of levels 2-4 are
received.
Err 3 Error: error conditions.
Alert emails will be sent when syslog messages of levels 3-4 are
received.
Warning 4 Warning: warning conditions.
Alert emails will be sent when syslog messages of level 4 are
received.

Email Notification

If the severity of a received log message is higher the selected severity level, the system will send an alert
email automatically,

Enable the email notification
Sewarity lewel: Emerg |

Mote: The SMTP server must be configured first for alert mail delivery. Click this to configure the SMTP zerver
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Filter Settings

This feature should only be operated by system administrators who are familiar with syslog filters.

Follow the steps below to create syslog filters for the NAS to receive syslog messages that match the

criteria.

1. Click “"Add a New Filter”.

Syslog Server Configuration 2

| SERVER SETTINGS ||  FILTER SETTINGS || SYSLOG VIEWER |

O me sk

@ Delete

2. Define the filter settings and click "Add”. To edit the filters or add the filters manually, click *Manual
Edit” and modify the contents in the dialog. Click “"Apply” to save the filter.

Sewerity v equals v iEmerg s | add |

Facility equals Cauth | @ Remove |

if (Foyslogiacilit-text == ‘auth? [1Manual Edit

then Download/imessages

APPLY CANCEL
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3. The filters will be shown on the list. The NAS will only receive the syslog messages that match the

filters which are in use.

Button

Description

Enable a filter

Disable a filter

Edit the filter settings

Delete

Delete one or more filters

Syslog Server Configuration

| SERVER SETTINGS |  FILTER SETTINGS S5¥Y5L0G VIEWER

| © Add a New Fiter |

O (ssvslogfacility-tedd == ‘Futh’

[0 ($sysiogfacility-ted == ‘auth’ and ($syslogseverity-led == ‘emarng

| © Delete |

Disable (r(@
Enable @
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Syslog Viewer

Use the web-based syslog viewer to view the available syslog messages on the NAS. Select to view the
latest logs or the logs in a particular archived file. The log files can be accessed on the directory
configured in “Syslog Server” > “Server Settings” > “Log Settings”.

SERVER. SETTINGS || FILTER SETTINGS SYSLOG YIEWER
Latest Log

Date Time ‘ Facility | Severity ‘ Hostname Application ‘ P.ID ‘ M.ID ‘ Message

qlogd[5830]: conn log: Users:
admin, Source IP:10.8.12.38,
Computer name: -—-,

2011-08-14 18841031 auth Info nas glogd agaon - Cannection type: HTTP,
: Atcessed resources:
Administration, Action: Lagin
k!
qlogd[5830]: conn log: Users:
admin, Source IP:10.8.13.134,
163075 Cnmputgrname:---,
2011-09-14 +08:00 auth Info nas glogd a830 - Connection type: HTTP,

Accessed regources:
Administration, Action: Login
Ok

qlogd[5830]: conn lag: Users:
admin, Source IP:10.8.13.134,
17351-48 Cnmputgrname:-—-,
2011-09-14 +08:00 auth Info nas glogd a830 5 Connection type: HTTF,
' Accessed resources:
Administration, Action: Login
Ok
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7.12 RADIUS Server

The NAS can be configured as a RADIUS (Remote Authentication Dial In User Service) server to

provide centralized authentication, authorization, accounting management for computers to connect and
use a network service.

To use this feature, follow the steps below:

1. Enable RADIUS Server on the NAS in "RADIUS Server” > “Server Settings”. Click “Apply”.
RADIUS Server (
| SERVER SETTINGS || RADIUS CLIENTS || RADIUS USERS
Server Settings
Enable RADIUS Server
C] Grant diakin access to system user accounts
Note: RADIUS server only suppors PAR, EAP-TLS/PAR, and EAP-TTLS/PAP authentication schemes for system user accounts.
2.

Add RADIUS clients, such as Wi-Fi access points and VPN, on the NAS in "RADIUS Server” >
“"RADIUS Clients”. Up to 10 RADIUS clients are supported.

a. Click “Create a New Client”.

RADIUS Server 2
| SERVER SETTINGS || RADIUS CLIENTS || RADIUS USERS |
| © Create a New Gient |

(& st |
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b.

Enter the client information and click “Apply”.

RADIUS Clients

ONRAP Create a New Client

TurRBDO NMAS
Name: WirelessAP1
IPAddress: 19216810 |
PrefixLength: 24

Secretkey: 87654321

C.

The clients are shown on the list.

RADIUS Server @

| SERVER SETTINGS || RADIUS CLIENTS | RADIUS USERS |

| & create a New Cient |

O wirelessap1 192.168.1.0 Enabled (@)
[0 wirelessapz 192.168.2.0 24 Enabled @)
O  wirelessar3 10010 2 Enabled MeE
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3. Create RADIUS users and their password in "RADIUS Server” > "RADIUS Users”. The users will be
authenticated when trying to access the network through the RADIUS clients. The maximum
number of RADIUS users the NAS supports is the same as the maximum number of local NAS
users supported. See http://docs.qnap.com/nas/en/index.html?users.htm for details.

a. Click “Create a New User”.

RADIUS Server g

| SERVER SETTINGS || RADIUS CLIENTS i| RADIUS USERS |

| & create a ew User |

| © Delete | Total: 0 | Display 10~ entries per page. TR

b. Enter the user name and password. The user name supports alphabets (a-z and A-Z) and
numbers (0-9) only. The password must be 8-32 characters (a-z, A-Z, and 0-9 only). Click
\\Applyll.

RADIUS Users s

QNAP Create a New User

TURBDO NAS

M TP Ems .,. @

Password: |-o----o- I

Verify Password: |sesssses| ]

EANC EC
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4. Specify to grant dial-in access to local NAS users. Enable this option to allow the local NAS users to
access the network services through the RADIUS clients using their NAS login name and password.
Click “Apply”.

RADIUS Server (
SERVER SETTINGS _RADIUSELIENIS RADIUS USERS

Server Settings
Enalile RADIUS Server

]El Grantdialin access to system wser accounts I

Maote: RADILIS server only supporls PAP, EAP-TLS/PAP, and EAP-TTLS/PAP authentication schemes for system user accounts.

Note: The RADIUS server only supports PAP, EAP-TLS/PAP, and EAP-TTLS/PAP authentication for
local NAS user accounts.
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7.13 Backup Server

Rsync Server

Enable Rsync server to configure the NAS as a backup server for data backup from a remote Rsync
server or NAS server. The default port number for remote replication via Rsync is 873. Specify the
maximum download rate for bandwidth control. 0 means unlimited.

Backup Server

Enable backup from a remote server to the local host: Select this option to allow data backup from
a remote server (NAS) to the local server (NAS).

Allow remote Rsync server to back up data to the NAS: Select this option to allow data backup from
an Rsync server to the local server (NAS). Enter the user name and password to authenticate the
Rsync server which attempts to back up data to the NAS.

| RSYNC SERVER || RTRR SERVER |

Rsync Server Settings

By using this function, you can back up the data on the local server to a remote server of the same NAS series, and also allow
backup from remote server to the local server.

Part Mumber:

Maximum download rate (KBis):

Enable backup from a remote server to the local host

[¥] Allow remote Rsync server to back up data to NAS

User Mame: rsync

Password: essss
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RTRR Server

To allow real-time or schedule data replication from a remote server to the local NAS, select “Enable
Real-time Remote Replication Server”. You can specify the port number for remote replication. The
default port number is 8899. Specify the maximum upload and download rate for bandwidth control. 0
means unlimited. To allow only authenticated access to back up data to the local NAS, specify the
access password. The client server will be prompted to enter the password to back up data to the NAS
via RTRR.

| RSYNC SERVER | | RTRR SERVER

RTRR Server Settings

Realtime Remote Replication (RTRR) Server allows you to perfarm ane-way synchronization from the local NAS to a remote
server, or other way round.

Enable RealHime Remote Replication Server
Port Mumber: 8889
Maximum upload rate (KB/s): 0

Maximum download rate (KBis). ©

Password
Password: sssssass

Werify Password:

Network Access Protection
@ Allow all connections

() Allow connections from the list only
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You can specify the IP addresses or host names which are allowed to access the NAS for remote
replication. Up to 10 rules can be configured. To allow all connections, select “Allow all

connections”. To specify the IP addresses or host names, select “Allow connections from the list only”
and click “Add".

Network Access Protection
3 Allow all cannections

| (& Allow connections from the list anly |

Mote: Ifthe listis empty, all connections to the serverwill be allowed.,

Enter an IP address or specify a range of IP addresses by entering the IP and subnet mask. Select the
access right "Read Only” or "Read/Write”. By selecting “Read/Write”, the client server is allowed to
delete the files on the local NAS. Click “Finish” to exit.

Add IP Address 'F

QNAP

TURBDO MNAS

Enter the IP addresses that are allowed to connect to the server.
IP Address Furmat:é
{15ingle IP address

IP Address:

@Speciﬁr IP addresses of certain network by setting IP address
and netmask

IP: 0 s L0
Subnet Mask: 255.00 w0

........

Access right i Readitrite iw
Fead Only
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After saving the access rule, click “"Apply” and the NAS will restart to apply the settings.

Network Access Protection
O Allow all connections

&) Allow connections fram the list only

l:l____

O Lawz 10.8.0.008 Readtrite
& Delete

Mote: Ifthe listis empty, all connections to the serverwill be allowed.

Mote: The seltings have been changed. Please click "Apply” to restart the server.
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7.14 Antivirus

Status

Use the antivirus feature to scan the NAS manually or on recurring schedule and delete, quarantine, or
report files infected by viruses, malware, Trojans, and other malicious threats. To use this feature,
select “Enable antivirus” and click “Apply”.

Update:

Select "Check and update automatically” and specify the interval in days to update the antivirus
definitions automatically. Click "Update Now” next to online update to update the antivirus definitions
immediately. Users can also download the update files from http://www.clamav.net and update the
antivirus definitions manually.

The NAS must be connected to the Internet to use this feature.

Quarantine:

View the quarantine information of the disk volumes on the NAS. For the details, go to “Application

Servers” > “Antivirus” > “Quarantine”.
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Antivirus
| STATUS || SCAN JOBS || REPORTS || QUARANTINE |

Antivirus

Enable antivirus

Yirus definitions 201109131014
Lastvirus scan 201150914 122812
Lastinfected file found 2011/09M14 12:28:12
Status

Update

Online update: UPDATE HOW

Manual update (*.ovd ) | | Browse..

Lpdate file available at: hitp oo clamay net

Quarantine

Single Disk: Drive 1 ; Contains infected files
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Scan Jobs

The NAS supports manual and scheduled scanning of all or specific network shares. Up to 64 schedules

can be created and maximum 5 scan jobs can run concurrently. To create a scan job, follow the steps
below.

1. Go to “Application Servers” > “Antivirus” > “Scan Jobs”. Click *New Scan Job”.
Antivirus

—

__________ |5Tmuﬂ( SCAN JOBS ”REPDRTS ”DUARnNTINE ]

Scan Jobs

Total: 0 | Display

2 Mew Scan Job

enfries per page.

2. Enter the job name and select the network shares to scan. To scan a specific network share,
select the share and click “Add”.

Scan Job Creation

Select Folders

Job Mame: 01
O allfolders

® Specific folders:
JFPublic | Add
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3. Multiple network shares can be selected. To remove a network share, click @ next to the share
name. Click “Next".

Scan Job Creation [ ]

Select Folders

Job Mame: 01

O Al folders
® Specific folders:

[ Taddt |

fPublic (%)

4. Define the schedule for the scan job. Click “"Next”.

Scan Job Creation [~ ]

Schedule

Select the scan frequency for the previously selected folders:

%] scannow

O Scan frequency; 1] Cminuteds)
O scandally.  Statime: 0 o0
© scanweekly:  Starttime: 0 - 0

day:

485



5. Select to scan all the files in the network share(s) or quick scan to scan only potentially dangerous
files. Select “Exclude files or folders” and specify a file, a folder, or a file extension to be excluded

from the virus scan. Separate each entry by a space in the same line or enter one entry per line.
For example:

/Public/testfile.txt
/Download

*.log

*.exe *.com

*.ixt

Click “Next".

Scan Job Creation

File Filter

&) Sean all files

) Quick scan (scan only potentially dangerous files)
* 386  bat™ hin® bIE* hilL* bmp* b ™ oo * chimg® cihcla &

Folass  omd* ocnm® come® epl® ok owes ™ dbd ™ deyv ™ dlb; ;
*dlbFdll* dllx*dre* eml* exe® ezt git* hip = hsg* hta*ini —
e iws T pen  pa s InkE ok T s F oan . ok .osa .

ozd* pox® pdt* pomE php php2* phod* phpd* phpa pid ¥
L Exclude files or folders

Step 3ofs

" CANCEL

486



6. Enable other scan options:
° Specify the maximum file size (1-4096 MB) allowed for scanning.
o To scan compressed files in the network share(s), enable “Scan compressed files”. Specify
the maximum amount of data (1-4096 MB) in an archive file for scanning if applicable.
° To scan MS Office and Mac Office files, RTF, PDF, and HTML files, select "Scan documents”.
Click “Next".

Scan Job Creation

Scan Options

Scan compressed files

maximum amount of data in an archive file for scanning (MB)

Scan documents @

Step 4 af & " CANCEL .

487



7. Specify the actions to take when infected files are found.

° Only report the virus: The virus scan reports are recorded under the “Reports” tab. No
actions will be done to the infected files.

o Move infected files to quarantine: The infected files will be quarantined and cannot be
accessed from the original network shares. Users can view the virus scan reports under the
“Reports” tab and delete/restore the infected files under the "Quarantine” tab.

° Delete infected files automatically: The infected files will be deleted and cannot be recovered.

To receive an alert email when an infected file is found or after scanning has completed, configure the
SMTP server settings in "System Administration” > “Notification” > “Configure SMTP Server”. Click “"OK”
to create the scan job.

Scan Job Creation

Action to take when infected files are found

@Dnlﬁ; repart the wirus

O Move infected files to guarantine

) Delete infected files automatically Us=e with caution
Send an alert email if an infected file is found.
Send an alert email after scanning

MHaote: The SMTP senver and recipient must he configured first far alert mail delivery in "System
Administration” = "Motification”

. e by
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8. The scan job will run according to the specified schedule.

Antivirus

| STATUS ” SCAN JOBS “ REPORTS || QUARANTINE

Scan Jobs
i &3 Mew Scan Job ]
01 01140822 17:25:38 00:01:45 1 M@=

Total: 1 | Display @

enfries per page.

Button Description

Run the scan job now.

)

Stop the scan job.

(]

Edit the scan job settings.

w

Download the last virus scan summary. The file can be opened by a text editor,
such as WordPad.

®)

Delete the scan job.

3
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Reports

View or download the reports of the latest scan jobs on the NAS.

Button Description
@ Download the virus scan report. The file can be opened by a text editor, such
as WordPad.
@ Delete an entry on the list.
DOWNLOAD Download all the virus scan logs on the list as a zip file.

Report options

e Specify the number of days (1-999) to keep the logs

e Enable the option “Archive logs after expiration” and specify the network share to save the logs
once the number of days to keep the logs has been reached. Click “"Apply” to save the changes.

Antivirus (
STATUS || SCANJOBS || REPORTS QUARANTINE |
Repnr ts
2011/07F26 16:11:50 00:00:21 @@
oM 2011/07026 16:06:24 00:00:21 1 @@
o 2011707026 141502 00:00:22 2 @@
Total: 3 | Display 10 s enftries per page. M 4 1 il uda |y

Download all logs | DOWHLOAD |
Mumber of days to keep the logs: 10
[ archive logs atter expiration. Save the archive files in the folder: Download
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Quarantine

This page shows the quarantined files on the NAS. Users can manually delete or restore the
quarantined files, or restore and add the files to the exclude list.

Button Description
@ Delete an infected file. The file cannot be recovered.
Restore an infected file to its original network share.

- Restore an infected file and add the file into the exclude list (scan filter).

* 4
Restore Selected Files Restore multiple files on the list.
Delete Selected Files Delete multiple files on the list. The files cannot be recovered.
Delete All Files Delete all the files on the list. The files cannot be recovered.
Antivirus

STATUS || SCAN JOBS || REPORTS QUARANTINE

Quarantine

E keyfinder exe fPublic Hacktool.Crack =P o @ 54
Total: 1 | Display 10 |» enfries per page. M 4 1 i1 » M
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7.15 TFTP Server

Configure the NAS as a TFTP (Trivial File Transfer Protocol) server for configuration management of

network devices and remote network booting of computers for system imaging or recovery. TFTP is a

file transfer protocol with the functionality of a very basic form of FTP. TFTP does not provide user

authentication and cannot be connected by a standard FTP client.

Follow the steps below to use this feature:

1.

2
3.
4

Select “Enable TFTP Server”.

The default UDP port for file transfer is 69. Change the port number only when necessary.
Specify a folder on the NAS as the root directory of the TFTP server.

Enable TFTP Logging: Enable this option and specify the directory to save the TFTP log file
(opentftpd.log). It is recommended to view the log file by Microsoft Excel or WordPad on Windows
OS or by TextEdit on Mac OS.

Assign read only or full access to the clients.

Restrict the TFTP client access by specifying the IP address range or select "Anywhere” to allow
any TFTP client access.

Click “Apply”.

TFTP Server

TFIP Server
Enable TFTP Server
UDPPort: 69
You need to specify a root directory for the TFTP sernver.

Root Directory :  Multimedia

Enable TFTF Logging

The log file(s) will be saved in the selected folder. If the size of a log file exceeds 1MB, the file will be archived
automatically.

Save log files in: {Log

Allow TFTP access from :

Access Right

@ Anywhere

) Certain IP range only

Start IP Address ;|

End IP Address @
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7.16 VPN Service

The NAS supports Virtual Private Network (VPN) service for users to access the NAS and resources on a
private network from the Internet. Follow the instructions below for the first time setup of the VPN
service on the NAS.
1. Select a network interface to connect
Enable PPTP or OpenVPN service
Configure port forwarding by auto router configuration
Register MyCloudNAS service
Add VPN users
Connect to the private network by a VPN client

o un s Wi

1. Select a network interface to connect

Login the NAS as “admin” and go to “Application Servers” > “VPN Service” > "VPN Server Settings”.
Under “General Settings”, select a network interface to connect to the desired network which the NAS
belongs to.

VPN Service

| VPN SERVER SETTINGS | | VPN CLIENT MANAGEMENT (| CONNECTION LIST |

General Settings

Select a network interface to connect to the desired network which the NAS belongs to. You can forward the VPN ports on the
router by Auto Router Configuration, and also replace the WAN IP by MyCloudMNAS name for connection.

Network Interface:  Ethemet 142 []

MyCloudMAS Mame: mcona mycloudnas.com
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2. Enable PPTP or OpenVPN service
The NAS supports PPTP and OpenVPN for VPN connection. Select either one option and configure the
settings.

PPTP: Point-to-Point Tunneling Protocol (PPTP) is one of the most commonly used methods for VPN
connection. It is natively supported by Windows, Mac, Linux, Android, and iPhone.

OpenVPN: OpenVPN is an open source VPN solution which utilizes SSL encryption for secure connection.
To connect to the OpenVPN server, OpenVPN client must be installed on your PC. Click "Download
Configuration File” to download the VPN client settings, certificate/key and installation guide from the
NAS and upload the files to the OpenVPN client.

Note: Upload the configuration file to the OpenVPN client every time the OpenVPN settings,
MyCloudNAS name, or the secure certificate is changed.

PPTP settings

The PPTP server allows users to access the LAN remotely. Use the default seltings or specify the settings manually. To
understand more, please check: (hitp:f’www.gnap.comipro_application.asp?ap_id=836)

Enable PPTP VPN server
WPM client IP pool

Advanced Settings

OpenVPHN Settings

An OpenVPM client software is required on the remote PC. Use the default VPN settings or configure the settings manually. To
understand more, please check: (hitpfopenvpn.net’)

[C] Enable OpenVPN server
YPM client IP pool

Advanced Settings

DOWHNLOAD CONFIGURATION FILE

APPLY
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3. Configure port forwarding by auto router configuration

The NAS supports auto port forwarding for UPnP (Universal Plug-and-Play network protocol) routers. Go
to "MyCloudNAS Service” > “Auto Router Configuration” to enable UPnP port forwarding and open the
ports of the PPTP or OpenVPN service on the router.

Note: To connect to the PPTP server on the Internet, the PPTP passthrough options on some routers
have to be opened. PPTP uses only port TCP-1723; forward this port manually if your router doe not
support UPnP.

4. Register MyCloudNAS service

You can connect to the NAS by WAN IP or MyCloudNAS name. To enable MyCloudNAS service, go to
“"MyCloudNAS Service” > “Configure MyCloudNAS”. For more information, see http://www.qgqnap.com/
pro_application.asp?ap_id=637

5. Add VPN users

Go to “Application Servers” > “VPN Service” > "VPN Client Management”, click "Add VPN Users”. The
local NAS users will be listed. Select the users who are allowed to use the VPN service and their
connection method (PPTP, OpenVPN, or both). Click “Add”.

VPN Service &

| VPN SERVER SETTINGS | | VPN CLIENT MANAGEMENT | | CONNECTION LIST |

hikaru Ready &
[  admin Ready

Total: 2 | Display mE:} entries per page. i
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Select users and their privileges

Create a User

- Total: 3 Ll 0 i - B4 L
User Name PPTP OpenVPN
bbb
jason
1 v
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6. Connect to the private network by a VPN client
Now you can use your VPN client to connect to the NAS via the VPN service.

PPTP on Windows 7

1. Go to “Control Panel” > “Network and Sharing Center”. Select "Set up a new connection or
network”.

i1

I
i

See alzo

HemeGroup
Intemet Options

‘Windews Firewall

oy |[ Secrch oot Parei

ol ol

View your basic network information and set up connections

ﬂ # ) ° See full map

alfred-PC Metwork Intermet
{This cernputer)
View your active networks Connect or disconnect
MNetwork Access type Internet
Pukblic netweork Connections: § Local Area Connection
Change your networking settings

? Set up 8 new connection or network

> up & wireless, breadband, disl-up, #d hoc, or VPN connection; or set up & router or aCcess
paint,

Connect to a network
Connect of reconnect bo & wireless, wired, dial-up, or VPN netwerk connection.

Cheose homegroup and shaning opleons
Access hles and printers located on cther nebwork computers, or change shanng settings.

Troubleshoot problems
Diagnose and repair network problems, or get treubleshooting informaticn,
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2. Select "Connect to a workplace” and click “"Next”.

3. Select “Use my Internet connection (VPN)”.

Choose a connection option

Conmnect to the Intermnet
Set up a wireless, broadband, er dial-up connection to the Internet.

Set up & new network
-, Configure a new router or access point.

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private netwerk (VPN) connection through the Internet. h

N @ B

3 Dial directly
Connect directly to a phone number without going threugh the Intermet.

i ion?

What is 2 YPN connection?
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4. Enter the MyCloudNAS name or the WAN IP of the NAS and enter a name of the connection. Then
click “Next”.

@ s Connect to  Workplace

Type the Internet address to connect to

‘four network administrator can give you this address.

Internet sddress: |Example:Contose.com or 157.54.01 or 3fe1234-1111)
Destination name: VPH Connection
[ Use 2 smart card

8 [7] Allow other people to use this connection
This epticn allows anyone with sccess to this computer to use this connecties

5. Enter your user name and password which is added from the NAS for VPN access. Click "Connect”.

e [=]
o [l Connect to a Workplace

Type your user name and password

User name:
Password:

[T] Shew characters

[7] Bemember this password
Demain (optional):
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PPTP on Mac 0S X 10.7

1. Choose “Apple menu” > “System Preferences”, and click “Network”.

[-NaNal Systern Preferences

-1 > Show All Q,

Personal
E= B o e Q0 ©
General Deskiop & Dock uu.,-.lm Security unwer:.u

Screen Saver i Tm & Privacy

*’6,; - B

€Ds & DVDs Displays Energy Keyboard Mouse Trackpad  Print & Scan Sound

Internet & Wireless

8 @ 1 1610 @

iCloud Mail, Contacts  MobileMe Mebaork Bluetooth Sharing

& Calendars
System
2 » G @& ¥ e O
Users & Parental  Date & Time mm% Time Machine Startup Disk
Groups Controls

2. Click “Add (+)” at the bottom of the list, and choose “VPN” as the interface.

'nO0 Network

| B Show All " " Q

Select the interface and enter a name for the new service.

Interface ¥ Wi-Fi B s
Bluetocoth DUN J @
]

has the IP

Service Mame

™ Bluetooth PAL

Not Connected

Eﬁ Ask to join new networks

Kngwn networks will be joined automatically.
If o known netaorks are available, you will
be asked before joining a new network.

| | oo [ Advanced... ]
[+ =&~ ] o Wi-Fi status in menu bar Advanced... @

I‘a Click the lock to prevent further changes. Assist me. .. Revert Apply
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3. Choose the VPN type according to the settings of the NAS to connect. Enter the service name.

00 Network

o

Select the interface and enter a name for the new service.

Interface: | VPN 2]
VPN Type: l PPTP _"ﬂ fi-Fi OFf

has the IP

@ Bluetooth PAL | . Name: [VPN (PPTR) |

Mot Connected
| Cancel | [ Create |

RSkt o e metworks

Known networks will be joined automatically.
If mor kenossn metworks are available, you will
be asked before joining 4 new network.

aw
e

I'I';-Iﬂ'l | IESMH-FI:um:Inmnuhr ®

di Click the lock to prevent further changes. _ Revert | | Apply

4. In “Server Address”, enter the MyCloudNAS name or the WAN IP of the NAS. In “Account Name”,
enter your user name which is added from the NAS.

501



8oo Network

Wi-Fi =
® Connecred -
@ Bluetooth PAN e
(a1
[

Mot Connected

VPN (PPTF) . .
Mot Configured | ™ Configuration: | Default 2
Smuh:ldrls::[ |
Account Name: | |
Encryption: | Automatic (128 bit or 40 bit) o]
| Authentication Settings... |
=] | {_|Show VPN status in menu bar @
I"ummmmmmﬁuﬁrmn | Assistme.. | | Revert | | Apply |
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5. Click “Authentication Settings”, and enter the user authentication information given by the network

administrator.
800 Network

Location: [ Automatic . ]
Wi-Fi e
. c“’“"‘:‘“*" = Status: Mot Configured
Mot Connected
= m m e .
Not Configured o Configuration: | Default 3
Server Address: | |
Account Name: | ]
J

Encryption: | Automatic (128 bit or 40 bit) -
| Authentication Settings... |

Connect

o e  [/Show VPN status in menu bar @

]‘Im:k:mmwmmmﬂmrmﬁ | Assistme.. | | Revert | | Apply |

6. After entering the user authentication information, click "OK”, and then click “Connect”.
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PPTP on iOS 5

1. Go to “Settings” > “General” > “"Network”, select "VPN".

Metwork

o

2. Select “Add VPN Configuration”.

3. Select "PPTP”, and enter the Description, Server, Account, and Password for the connection.
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carcel | Add Configuration

Description 1000000
Server Required
Account Required

RSA SecurlD (T oFF)

Password ok Euery Time

Encryption Level Auto ¥

4. Return to “Settings” > “General” > “Network” > “VPN”, and enable “VPN".
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OpenVPN on Windows

Download OpenVPN from http://openvpn.net/index.php/open-source/downloads.html

Install OpenVPN client on Windows. The default installation directory is C:\Program Files\OpenVPN.
Run OpenVPN GUI as administrator.

Download OpenVPN configuration file and certificate from the NAS (“Application Servers” > “VPN

Wb e

Service” > “VPN Server Settings” > “"OpenVPN Settings”).
Edit openvpn.ovpn and replace "OPENVPN_SERVER_IP” with the OpenVPN server IP.
6. Put “ca.crt” and “openvpn.ovpn” into the configuration folder under OpenVPN configuration

ul

subdirectory (C:\Program Files\OpenVPN\config).

Note: If the OpenVPN client is running on Windows 7, add the firewall rules in the advanced settings
of OpenVPN.
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OpenVPN on Linux

1. Download OpenVPN from http://openvpn.net/index.php/open-source/downloads.html

2. Install OpenVPN client on Linux.

3. Download OpenVPN configuration file and certificate from the NAS (“Application Servers” > “VPN
Service” > “VPN Server Settings” > "OpenVPN Settings”).

4. Edit openvpn.ovpn and replace "OPENVPN_SERVER_IP” with OpenVPN server IP.

5. Put “ca.crt” and “openvpn.ovpn” into the configuration folder under OpenVPN configuration
subdirectory.

6. Run OpenVPN.
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OpenVPN on Mac

Download the disk image of OpenVPN client from http://code.google.com/p/tunnelblick/

2. Launch Tunnelblick.
Download OpenVPN configuration file and certificate from the NAS (“Application Servers” > “VPN
Service” > “VPN Server Settings” > "OpenVPN Settings”).

4. Edit openvpn.ovpn and replace OPENVPN_SERVER_IP (alfred.mygnapnas.com) with OpenVPN
server IP.

5. Put“ca.crt” and “openvpn.ovpn” into the configuration folder under OpenVPN configuration
subdirectory.

6. Run OpenVPN.
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7.17 LDAP Server

The LDAP server of the NAS allows the administrator to create users to access multiple NAS servers
with the same user name and password. Follow the instructions below to configure the LDAP server.

Enable LDAP Server

Login the NAS as “admin”. Go to “Application Servers” > "LDAP Serve